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1. Introduction

1.1 Project Goal
This study will investigate and develop methods of creating a Secure Mobile Ad hoc Network (SMANET) by protecting it from the most ostensible forms of attack.  These security methods will include:

· Erecting a wireless firewall

· Detecting wireless intrusion attempts

· Authenticating routing updates and 

· Responding with group rekeying measures designed to isolate the attacker.

1.2 Project Status

The first objective of the SMANET project has been accomplished.  A wireless firewall has been created that allows only hosts with specified Media Access Control (MAC) addresses to join the mobile ad hoc network (MANET).
[image: image1.jpg]




Figure 1  MANET


Figure 1 illustrates a mobile ad hoc network (MANET) in a battlefield environment.  Each node in the MANET communicates with other nodes via a wireless link.  One or more nodes have a gateway link in addition to their short range wireless links.  This gateway link may be a satellite link or a wired link that leads to a larger network such as the Internet.

2. Wireless Firewall
2.1 Unsecured MANET
A MANET without a firewall or authentication provisions, provides an attacker with an opportunity to join the wireless network.  At best, the attacker may passively listen to the network traffic and potentially compromise confidential information.  At worst, the attacker may disrupt the network communication.

Figure 2  Unsecured MANET
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Figure 2 illustrates an attacker joining an unsecured MANET.  By passively listening to the wireless packets exchanged, an attacker determines the network protocol information needed to associate with the unsecured MANET.  The attacker then uses the information obtained to send messages to the nearest MANET node to complete the network association protocol.
2.2 Firewalled SMANET
To secure the MANET, the erection of a firewall is a prudent first step.  The firewall is implemented with software in a MANET node that filters packets.  The aim is to keep the attacker from joining the network by preventing the processing of packets received from the attacker. 
Figure 3  Firewalled SMANET
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Figure 3 illustrates the operation of a firewall that prevents messages from the attacker from being processed by a SMANET node.  The packet filtering operation of that firewall will be discussed in the next section.
3. Packet Filtering
3.1 Packet Chains

The MANET nodes in this project use the Linux operating system.  When a packet is received by a Linux system, there are two paths it may take.  It may be processed locally or forwarded to another node in the MANET.  Figure 4 illustrates these two paths.

The packet received from the network is placed in the PREROUTING chain.  There, a routing decision is made to either process the packet locally or to forward it to another node in the network.  If it is to be locally processed, the packet is placed on the INPUT chain.  If it is to be forwarded, it is placed on the FORWARD chain.


While in the INPUT and FORWARD chains, a packet can be filtered.  The criteria for accepting or dropping a packet in one of these two chains can be specified by the firewall software.
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Figure 4  Packet Chain Flow
3.2 Linux “iptables” Facility
The Linux operating system provides a packet filtering facility known as “iptables.”  This facility allows filtering rules to be defined.  The rules allow packets to be dropped or accepted based on match criteria.

The general syntax of an iptables statement is defined below in Table 1.  An iptables statement can drop or accept a packet from the INPUT or FORWARD chains based on the specified match criteria.
	iptables [-t table] command [match] [target/jump]


Table 1  iptables statement
3.3 Node Firewall Filter

Table 2 below shows the script executed by a MANET node to implement its firewall.  The script is comprised of iptables statements that define the packet filtering criteria.
	#!/bin/sh

# NODE-FILTER

# eth0:  wireless port

# eth0 is sole communications port

# DROP all wireless packets from the INPUT and FORWARD chains

# except those with the following MAC addresses:

#     00:09:B7:7B:B2:58  Cisco 350 PCI

#     00:0A:B7:8B:5C:1D  Cisco 350 PCMCIA 

# Set default policy on INPUT & FORWARD chains to DROP

iptables -P INPUT DROP

iptables -P FORWARD DROP

# Apply INPUT chain filtering to wireless port eth0

iptables -A INPUT -i eth0 -p ALL -m mac --mac-source 00:09:B7:7B:B2:58 -j ACCEPT

iptables -A INPUT -i eth0 -p ALL -m mac --mac-source 00:0A:B7:8B:5C:1D -j ACCEPT

# Apply FORWARD chain filtering to wireless port eth0

iptables -A FORWARD -i eth0 -p ALL -m mac --mac-source 00:09:B7:7B:B2:58 -j ACCEPT

iptables -A FORWARD -i eth0 -p ALL -m mac --mac-source 00:0A:B7:8B:5C:1D -j ACCEPT




Table 2  Node Filter
This firewall is designed to allow wireless communications between wireless nodes with specific media access control (MAC) addresses.  Each wireless device conforming to the IEEE 802.11 standard has a unique MAC address.  This firewall will drop all wireless packets that do not have one of the two requisite MAC addresses.

In this script, the first two iptables statements specify that all packets on the INPUT and FORWARD chains will be dropped unless they meet the acceptance criteria defined in the iptables statements that follow.
The next two iptables statements specify that all packets in the INPUT chain from the wireless port (eth0) with two specific MAC addresses will be accepted.  The last two iptables statements specify the same criteria for packets on the FORWARD chain.

3.4 Gateway Firewall Filter

The gateway node requires a different filter because it has two interfaces:  a wireless port and a gateway port to the external network or Internet.  The filtering criteria for its wireless port are the same as that of the other MANET nodes.  Only packets from a specific MAC addresses will be accepted.  There are no filtering criteria for its gateway port so all Internet traffic is accepted through this port. 
	
#!/bin/sh

# GATEWAY-FILTER

# eth0:  gateway port

# eth1:  wireless port

#

# DROP all wireless packets from the INPUT and FORWARD chains

# except those with the following MAC addresses:

#     00:09:B7:7B:B2:58  Cisco 350 PCI

#     00:0A:B7:8B:5C:1D  Cisco 350 PCMCIA 

# Set default policy on INPUT & FORWARD chains to DROP

iptables -P INPUT DROP

iptables -P FORWARD DROP

# ACCEPT all packets on gateway port eth0

iptables -A INPUT -i eth0 -p ALL -j ACCEPT

iptables -A FORWARD -i eth0 -p ALL -j ACCEPT

# Apply INPUT chain filtering to wireless port eth1

iptables -A INPUT -i eth1 -p ALL -m mac --mac-source 00:09:B7:7B:B2:58 -j ACCEPT

iptables -A INPUT -i eth1 -p ALL -m mac --mac-source 00:0A:B7:8B:5C:1D -j ACCEPT

# Apply FORWARD chain filtering to wireless port eth1

iptables -A FORWARD -i eth1 -p ALL -m mac --mac-source 00:09:B7:7B:B2:58 -j ACCEPT

iptables -A FORWARD -i eth1 -p ALL -m mac --mac-source 00:0A:B7:8B:5C:1D -j ACCEPT




Table 3  Gateway Filter

Table 3 above shows the script executed by the gateway node to implement its firewall.  As in the filter of Table 2, the 1st two iptables statements define a default drop policy for the INPUT and FORWARD chains.  The next two iptables statements specify that all packets from the gateway port (eth0) will be accepted.  The next 4 iptables statements specify that only packets from two specific MAC addresses will be accepted from the wireless port.
4. Firewall Performance

Figure 5 below shows the IP addresses assigned to the various ports in the SMANET test bed.  The IP addresses will be referenced when discussing the performance of the wireless firewall.
[image: image5.png]Internet

Public
Addresses

128.168.61.152

192.168.1.1 ATTACKER
00:09:B7:78:82:58 192.168.1.9 192.168.1.8
00:0A:B7:8B:5C:1D 00:0A:B7:8B:5D:16





Figure 5  SMANET with Addresses

4.1 Control Configuration without Firewall

In the control configuration without a firewall, the attacker was able to associate with the MANET and take advantage of its services.  In Table 4 below, we see that the gateway was able to trace a route to the attacker’s IP address, 192.168.1.8.

	traceroute to 192.168.1.8 (192.168.1.8), 30 hops max, 38 byte packets

 1  192.168.1.9 (192.168.1.9)  97.754 ms  1.505 ms  1.532 ms

 2  192.168.1.8 (192.168.1.8)  2.731 ms  2.906 ms  2.753 ms




Table 4  Traceroute from Gateway to Attacker

By joining the MANET, the attacker was able to use the gateway to connect to the Internet.  In Table 5 below, we see that the attacker is able to trace a route to a server on the Internet, known as “cs.uccs.edu.”
	traceroute to cs.uccs.edu (128.198.162.68), 30 hops max, 38 byte packets

 1  192.168.1.9 (192.168.1.9)  99.265 ms  0.349 ms  0.327 ms

 2  192.168.1.1 (192.168.1.1)  0.393 ms  0.407 ms  3.276 ms

 3  cs-content-switch1-router.uccs.edu (128.198.60.1)  0.381 ms  0.413 ms  0.334 ms

 4  cs.uccs.edu (128.198.162.68)  8.355 ms  2.843 ms  2.696 ms




Table 5  Traceroute from Attacker to Internet Server
4.2 Firewall Configuration

By erecting firewalls on both the gateway and the SMANET node, IP communications with the attacker is terminated.  In Table 6 below, a trace of the route from the gateway to the attacker fails.  Although the route is traced to the MANET node, 192.168.1.9, it cannot reach the attacker who has address 192.168.1.8.
Table 6  Traceroute Attempt from Gateway to Attacker
	traceroute to 192.168.1.8 (192.168.1.8), 30 hops max, 38 byte packets

 1  192.168.1.9 (192.168.1.9)  5.346 ms  1.403 ms  1.395 ms

 2  * * *

 3  * * *

 4  * * *

 5  * * *





Conversely, the attacker can no longer reach any point in the SMANET or Internet.  Table 7 below shows the result of an attempt to trace the route from the attacker to Internet server, “cs.uccs.edu.”
Table 7  Traceroute Attempt from Attacker to Internet Server
	traceroute: unknown host cs.uccs.edu




4.3 Result Analysis
A firewall that filters packets based on MAC addresses can effectively deny an attacker the use of a MANET and its Internet gateway services. 

5. Future work


Future work will comprise of completing the following tasks to further improve MANET security:
· Tighten firewall criteria to counter MAC address spoofing

· Detecting wireless intrusion attempts

· Authenticating routing updates and 

· Responding with group rekeying measures designed to isolate the attacker.
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