SCOLD Secure DNS Update
1) Overview of the SCOLD secure DNS update testbed
In the SCOLD secure DNS update testbed (Figure 1), there are two domains at client side, “client1.csnet.uccs.edu”, and “client2.csnet.uccs.edu”. There are three client machines in each domain (A1-A3, B1-B3). In the target domain “target.csnet.uccs.edu ” , there are three target servers (C1-C3). There are two proxy servers in the testbed (P1, P2).
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Figure 1: SCOLD secure dns update testbed
2) The steps for secure DNS update

The steps for secure DNS update are as follows (Figure 2):
1. The Target gets DDoS attack, it will raise an alarm and notify the Coordinator to issue a command for secure DNS update.
2. The Coordinator has a list of available proxy servers IP addresses for the Target. The Coordinator sends message to the TargetDNS, updates its DNS records with Proxy IP addresses as ALT data type. 3. The Coordinator sends message to the Proxy. 

4. The Proxy sends message to the ClientDNS to notify that an indirect route is ready to be set up.
5. The Client queries the ClientDNS, and the ClientDNS queries the TargetDNS to get DNS record. (The DNS record alive time is set to be very short to enable dynamic DNS update).

6. If the route from the ClientDNS to the TargetDNS is not severely affected by DDoS attack, the Client DNS will talk to the TargetDNS through normal Internet route and fetch the updated DNS records. Otherwise the ClientDNS needs to setup indirect route to the TargetDNS through the Proxy and the Gateway as described in Section 4.

7. Restore normal DNS record. Once the DDoS attacks stop, the Target will notify the Coordinator and ask it to issue commands to restore normal DNS record with similar steps in steps (1-6).
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Figure 2: SCOLD Secure DNS Update

3) The zone file
After the secure DNS update, all the machines in client1 domain, like 

a1.client1.csnet.uccs.edu, 

a2.client1.csnet.uccs.edu, 

a3.client1.csnet.uccs.edu,

will share the same domain zone file (db.client1.csnet.uccs.edu) and get alternate route information. 

(Dave: Do NOT create a new zone file for each machine in the same domain, like db.a1.client1.csnet.uccs.edu, db.a2.client1.csnet.uccs.edu, db.a3.client1.csnet.uccs.edu, no need to do this.)

A sample zone file (db.client1.csnet.uccs.edu) in client 1 domain is like following.

	c1.target.csnet.uccs.edu  10 IN A       (c1 IP)
c1.target.csnet.uccs.edu. 10 IN ALT  (p1 IP)
                                         10 IN ALT  (p2 IP)


c2.target.csnet.uccs.edu  10 IN A       (c2 IP)
c2.target.csnet.uccs.edu. 10 IN ALT  (p1 IP)
                                         10 IN ALT  (p2 IP)


c3.target.csnet.uccs.edu  10 IN A       (c3 IP)
c3.target.csnet.uccs.edu. 10 IN ALT  (p1 IP)
                                         10 IN ALT  (p2 IP)

...

(other DNS record)


Similarly, the clients in client2 domain, like 

b1.client2.csnet.uccs.edu,

b2.client2.csnet.uccs.edu,

b3.client2.csnet.uccs.edu,

will share another domain zone file (db.client2.csnet.uccs.edu) and get alternate route information. The zone file will look similar to client 1 zone file.

4) Enhanced secure DNS update
As we can see, if the target network includes thousands of machines, like IBM site, then the zone file described above will be huge. And for each target machine, we need to specify the proxy servers IP, which is redundant. Therefore we propose an enhanced secure DNS update schema. In this schema, the client zone file will only contain the DNS records for the target domain, instead of each machine in target domain.
A sample zone file (db.client1.csnet.uccs.edu) in client 1 domain is like following.


	target.csnet.uccs.edu  10 IN A       (target DNS IP)
target.csnet.uccs.edu. 10 IN ALT  (p1 IP)
                                    10 IN ALT  (p2 IP)


...

(other DNS record)


In this case, when the client machine, like a1 in client1 domain, query its client DNS server for the record of c2.target.csnet.uccs.edu, the client DNS will first match DNS entries for the target.csnet.uccs.edu domain, and get the alternate proxy server IPs. The client DNS will use the proxy server IPs to set up indirect route and query the target DNS server. The target DNS server will return the specific DNS record for c2.target.csnet.uccs.edu. The client DNS server will then update its zone file and put record of c2.target.csnet.uccs.edu there.
A sample of updated zone file (db.client1.csnet.uccs.edu) in client 1 domain is like following.

	target.csnet.uccs.edu  10 IN A       (target DNS IP)
target.csnet.uccs.edu. 10 IN ALT  (p1 IP)
                                    10 IN ALT  (p2 IP)


c2.target.csnet.uccs.edu  10 IN A       (c2 IP)
c2.target.csnet.uccs.edu. 10 IN ALT  (p1 IP)
                                         10 IN ALT  (p2 IP)


...

(other DNS record)


This schema can save storage (memory and hard disk) for zone file in client DNS server, it also dramatically reduce the size of DNS records transferred from target network to client network. During DDoS attacks, the saving on DNS record transferring is extremely important and helpful.

(Dave: I hope I have made the dns update clear now.)
