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1. Project Goal 

The objective of this project is to create a secure collective internet defense system (SCID) that utilizes new cyber security defense techniques. SCID will push back intrusion attacks using an enhanced Intrusion Detection System and Isolation Protocol (IDIP) among a set of routers, and tolerate Distributed Denial of Services (DDoS) attacks with secure Domain Name System (DNS) updates, and alternate routes via a set of proxy servers with intrusion detection. 

2. Project Status
So far, we have reached two significant milestones in the SCID project:

a) Developed client side indirect routing by setting up IP tunnels. 
We have successfully set up IP tunnels among machines running either linux (Redhat 8 or 9) or windows (2000 server version). The configuration can be linux to linux, windows to windows, or between linux and windows. We almost finished implementing a demon process running on client machine / proxy server / alternate gateway, listening to a certain port, waiting for message from a SCID coordinator, and setting up IP tunnel automatically. We are working on changing the resolver library on linux so that the setup of IP tunnel will be automatically and transparent to client. All the communications between client and the SCID coordinator will be SSL connections, encrypted and mutually authenticated.

b) Extended Bind9 DNS server software package to include indirect routing entries. 
When a client queries the modified DNS server, the client will get a DNS record with multiple proxy server IP addresses in addition to ordinary domain name and IP address mapping information. An indirect route can then be setup on client machine through the selected proxy server. We are working on using SSL to authenticate and encrypt the communication between DNS server and the SCID coordinator.

Details of the IP tunnel setup and configuration, Bind9 software package modification and extension, and preliminary performance test and result analysis for SCID project are included in a full report at http://cs.uccs.edu/~scid/scid_midterm_report.doc.
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