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According to the impact of a Distributed Denial of Service (DDoS) attack on the victim systems, attacks can be classified into disruptive DDoS attacks and degrading DDoS attacks [1][2]. Disruptive DDoS attacks aim to completely disable the victim system’s service to its clients. Most known attacks belong to this category. Currently, typical defense mechanisms are based on IP traceback techniques to locate the attackers and hence shut down them through administrative means [3][4][5][6]. In another proposal, we propose to deploy a differentiated request dispatching mechanism at the dispatcher of a server cluster to enhance the availability of Web services to preferred clients under such disruptive attacks. Compared to disruptive attacks, degrading DDoS attacks are harder to detect and defend. The goal of degrading attacks is to increasingly consume portions of a victim system’s resources so as to result in denial of service to some legitimate clients during high load periods. Those legitimate clients may also leave the victim system due to the poor quality of service (QoS). Degrading attacks can remain undetected for a long time period since they do not lead to total service disruption. Thus, current defense mechanisms may not be effective or efficient under degrading DDoS attacks.

The goal of this work is to design an effective admission control mechanism with an adaptive resource management mechanism at the server side to defend emerging degrading DDoS attacks. The basic idea behind the work is to control the access of each client to server resources based on its behavior. The mechanisms will guarantee fair QoS to legitimate well-behaving clients. Aggressive clients, who may be legitimate too, will be given acceptable QoS when the server workload is low and their perceived QoS will be degrading as their traffic increases. Thus, this defense strategy is based on QoS isolation by admission control and resource management at the server side and it does not rely on IP traceback techniques. To avoid client identity theft, the strategy can be coupled with cryptographic techniques that verify the user’s identity [7]. Specifically, we plan to propose: 1) a measurement-based admission control mechanism that can admit and classify incoming traffic into multiple classes with different QoS expectations according to clients’ behaviors; and 2) a demand-driven resource management mechanism that can provide QoS isolation to the multiple classes under degrading DDoS attacks by regulating the movement of traffic. 

Our research in this proposal is driven by opportunities coming from service differentiation techniques and cryptographic techniques. The uniqueness of the work lies in the integration of admission control with adaptive resource management for defending degrading DDoS attacks. Our research will blend formal modeling, experimentation and evaluation. The students are expected to participate in developing a simulation system in demonstration of the techniques resulting from this project. 
1. Related Work

There are many research groups in academia and industry working on DDoS attack recognition and defense mechanisms. For example, the Laboratory for Advanced Systems Research at UCLA is working on a DARPA project on detecting DDoS attacks by observing traffic at routers near the source of the attack [1][2]. The focus of our work is on server-side techniques for degrading DDoS attacks defense. 

At server side, the Network Systems Group at Princeton University has developed a communication-oriented operating system, Scout [8]. End-to-end resource accounting mechanisms are utilized to account for the resource used by various principles [9]. Similar OS-level resource accounting mechanisms like resource containers and cluster reserves have been developed by Systems Group at Rice University to enable servers to provision differentiated services [10][11][12]. We are interested in regulating traffic among multiple QoS classes by scheduling server resources properly. Various admission control strategies have been proposed in various research contexts in the literature [13[14]. Our interest is on integration of admission control with adaptive resource scheduling. 

In our another proposal, “Enhancing availability of Web services under DDoS attacks in a cluster of server system”, we want to investigate a differentiated request dispatching mechanism at the dispatcher of a server cluster to enhance the availability of Web services for preferred clients under disruptive DDoS attacks. In this proposal, we want to study the impact of measurement-based admission control with adaptive resource management in defending degrading DDoS attacks. 
2.  Broad Impact

Protecting web services from emerging degrading DDoS attacks is of significant importance to various mission-critical applications. Compared with many known disruptive attacks, degrading DDoS attacks are hard to detect and prevent. Success of this research will provide effective server-side defense techniques based on admission control and adaptive resource scheduling. The developed techniques will be complemented with the existing defense mechanisms based on OS-level resource accounting and IP traceback techniques. This research work has also an important education component. 

3.  Research Plan

By taking advantages of the cryptographic techniques and service differentiation techniques, we will develop cost-effective solutions for defending degrading DDoS attacks. Specifically, we plan to: 

1) Design a measurement-based admission control strategy to admit and categorize incoming traffic into multiple classes with various QoS expectations, according to clients’ behavior and the monitored server utilization;

2) Develop an adaptive resource scheduling mechanism to regulate traffic among the QoS classes according to their traffic arrival rates and server utilization; and

3) Evaluate the effect of the proposed techniques on degrading DDoS attacks defense.

4. Answers for Questions in Proposal Requirements

1) What research capability currently exists related to the proposed work?

In the Computer Science Network Lab, we have developed Linux-based content switches (LCS and LACS) for routing packets based on IP/Port/SSL Session ID/URL/XML content of the incoming packets and a set of switching rules [15][16]. The switches can be used to develop request classification techniques. We have 4 Unix/Linux workstations, which can be used to build the test bed for the attackers, legitimate clients and the servers.

Two PIs’ expertise are in distributed and Internet computing as well as networking and communications [15][16][17][18]. We are teaming up to develop and evaluate the cost-effective techniques. 

2) What security-related area(s) will be investigated?
We will investigate areas of Cyber-security and Information protection that deal with ensuring QoS to legitimate clients under degrading DDoS attacks. Related areas are

· Information Assurance 

· Computer network security 

· Cryptography, encryption, authentication

· Differentiated services provisioning

3) What will be accomplished in the project?

We will accomplish the development of admission control and demand-driven resource management mechanisms for defending degrading DDoS attacks. Results will be organized as technical reports that will target international conferences/workshops. A proposal based on the research results of this work will be submitted to NSF or DoD. 
4) Who will work on the project?

The research team will include two PIs and their research assistants at the Department of Computer Science, University of Colorado at Colorado Springs. Dr. Xiaobo Zhou’s expertise is primarily in scheduling and resource management in distributed and Internet computing systems. Dr. C. Edward Chow has extensive experiences in computer communication networks and clusters. 

5) What timeframe the proposed work will be accomplished and the level of effort for each of the participants.

	Timeframe
	Task to be fulfilled
	Participants

	8/15/2003 – 9/15/2003
	 Construct a test-bed for server utilization measurement, and client behavior classification.
	 Dr. X. Zhou, Dr.  

 C.E. Chow, etc.

	9/15/2003 – 10/20/2003
	Develop a measurement-based admission control mechanism based on clients’ behavior. 
	 Dr. X. Zhou, Dr.  

 C.E. Chow, etc.

	10/20/2003 – 11/17/2003
	Develop a demand-driven resource scheduling strategy for regulating traffic among multiple QoS classes.
	 Dr. X. Zhou

	11/17/2003 – 12/31/2003
	 Evaluate performance of the proposed techniques. Analyses results and generate research reports.
	 Dr. X. Zhou, Dr.  

 C.E. Chow, etc.


6) Is there related work?  If funding exists, state who has provided the funding (NSF, DARPA, etc.) and amount and duration of the funding.  If a similar proposal has been submitted but not funded, list the potential sponsor(s). 

Dr. Chow’s existing work on content switches and Dr. Zhou’s work on differential services and QoS routing are related to this project. Currently there is not existing funding.  

7)  Who might be future third-party sponsors of this work?  List any specific research programs that are being targeted.

The twp PIs intend to submit a proposal to Federal funding agencies, NSF or DoD, based on the preliminary research results developed from the proposed project. 

Targeted research programs:

NSF 03-557: Highly Dependable Computing and Communication Systems Research (HDCCSR)
8) Does research involve human subjects, animal subjects, or drugs, controlled substances, radioactive materials, or recombinant DNA? If so, the appropriate campus committee approvals must be obtained.

NO. 

5.  Detailed Budget and Justification


	Detailed Budget for NISSC Project

	Salary: Two Graduate Research Assistant , 4 months@$750 per month
	6000

	Equipment: Workstation
	2440

	Overhead: Salary*26%
	1560

	Total
	10000


Two graduate research assistant will be supported for this project. A new workstation will be purchased and configured as a development environment and a content switch for the test bed. Four existing machines in the network lab of the Computer Science Department will be configured clients and real servers. 
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