SCOLD beta test plan

We are glad to provide our networks in UCCS for MIND beta test. And we appreciate the opportunity to extend our SCOLD beta test in Northrop Grumman lab. So far, we have test the SCOLD system within the network research lab in UCCS, and we needs to extend the test to larger network.

1) Overview on SCOLD test bed 

For detailed information on SCOLD, please refer to http://cs.uccs.edu/~scold.

There are three sub-domains in a SCOLD network topology, which are the client domain, the proxy server domain, and the target site domain, as illustrated in Figure 1. 
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Figure 1: SCOLD test bed

To simulate client network, there are no special requirements on hardware. We will install the SCOLD client package on the machines. We also need to update the DNS server on client network to enable secure DNS update. To alleviate the security concern of updating DNS server, we can set up a virtual machine to simulate the DNS server on client network. The simulated DNS sever will only be used by the client machine, and won’t affect the normal operation of the original DNS server in Northrop Grumman lab.
To simulate the proxy network, there are no special requirements on hardware. We will install the SCOLD proxy server package on the machines.

To simulate the target network, a dual ISP connections needs to be provided. We will use three physical machines to simulate primary gateway, alternate gateway and target server. Each gateway will be connected with an ISP connection respectively. To make DDoS attacks simulation more feasible, we need to put a 10M hub between the gateway and the ISP connection, otherwise we need a large DDoS attack network to exhaust the bandwidth of gateway. We also need to update the DNS server on target network to enable secure DNS update. To alleviate the security concern of updating DNS server, we can set up a virtual machine to simulate the DNS server on target network. The simulated DNS sever will only be used inside the simulated target network, and won’t affect the normal operation of the original DNS server in Northrop Grumman lab.
Currently, the SCOLD is implemented primarily on Redhat Linux 9 platform. The clients can be either Redhat Linux or Windows 2000 server. The proxy servers, the gateway servers, the DNS servers and the coordinator server are all on Redhat Linux 9.

2) Test scenarios
Based on the arrangement of domain, there are three types of test scenarios which we would like to carry out with Northrop Grumman lab. Each scenario has different levels of requirement on Northrop Grumman lab. Northrop Grumman lab can decide which scenarios they would like to take and the time frame.
a) Northrop Grumman lab provides proxy server only. 

In this scenario, the Northrop Grumman lab needs to provide one physical machines as proxy servers. The client network, the target site network, the attackers network and the other proxy servers will be in UCCS. The DDoS attacks simulation will NOT affect Northrop Grumman lab. This scenario requires minimum effort on Northrop Grumman lab. However, it doesn’t provide us with the opportunity to fully test on the SCOLD. 
This could be extended to a long term cooperation if Northrop Grumman lab would like to join SCOLD in the future.
b) Northrop Grumman lab provides a full target site.

In this scenario, the Northrop Grumman lab needs to provide at least four physical machines plus two virtual machines to act as a full target site.  The four physical machines will be used to simulate the primary gateway, the alternate gateway, the target server and one of the proxy servers. The two virtual machines will be used to simulate the coordinator and the target DNS. As stated in Section 1, this scenario requires Northrop Grumman to provide a dual ISP connections to simulate multi-homing. In this scenario, we need to launch DDoS attacks against the target server from UCCS.
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Figure 2: Northrop Grumman lab provides a full target site
c) Northrop Grumman lab provides a full target site plus a full attack network.

In this scenario, the Northrop Grumman lab needs to provide at least six physical machines plus two virtual machines to act as a full target site plus a full attack network. The four physical machines and two virtual machines will be used similar in scenario b. The additional two physical machines will be used to simulate the DDoS attack network. In this scenario, Northrop Grumman has full control over the DDoS attacks. The negative impact of DDoS attacks on Northrop Grumman lab is greatly reduced. This may relieve some security concerns of DDoS attacks. This scenario enables us to fully test the SCOLD, while minimizing the possible impact of DDoS attacks on Northrop Grumman lab.
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Figure 3: Northrop Grumman lab provides a full target site plus a full attack network

3) Test schedule
The SCOLD beta test schedule is as follows. After the SCOLD test in Northrop Grumman lab gets approved, we needs one week to set up the test bed, and another one week to test the SCOLD and collect simulation result. 
We will keep the DDoS attacks as short as possible and try to avoid business hour. We plan to launch DDoS attacks twice during the weekend of the 1st  week. Each run will be limited to 30-40 minutes. Then We will launch the DDoS attacks twice during the weekend of the 2nd week. Each run will be limited to 30-40 minutes. 

During the SCOLD beta test, we will inform Northrop Grumman ahead of time and get authorization from Northrop Grumman, upon any action we will take which utilize the equipment o f Northrop Grumman or have foreseeable impact on Northrop Grumman.
We will also extend our SCOLD beta test to Air Force lab shortly after the beta test with Northrop Grumman. Therefore, we would like Northrop Grumman to provide a proxy server (scenario a) during the test with Air Force lab.
