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1. Project Goal
The general objective of the proposed project is to create a secure collective internet defense system (SCID) that utilizes new cyber security defense techniques. SCID will push back intrusion attacks using an enhanced Intrusion Detection System and Isolation Protocol (IDIP) among a set of routers, and tolerate Distributed Denial of Services (DDoS) attacks with secure Domain Name System (DNS) updates, and alternate routes via a set of proxy servers with intrusion detection. 
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Figure 1: DDoS attack without alternate routes [12]

Figure 2: DDoS attack with alternate routes [12]

Figure 1 shows the victim under DDoS attack, without the implementation of alternate routes. As a consequence, the bandwidth of legitimate clients is greatly reduced. Figure 2 shows the victim under DDoS attack, with the implementation of alternate routes. The attack network will be blocked at proxy servers, but the legitimate users will get updated alternate DNS entry information, and be re-directed to alternate proxy servers, then to the final destination. 

One of the critical components in our SCID system is the shared usage of a collection of geographically distributed proxy servers, either provided by a service provider or contributed by each participating organization of a consortium. When a site is attacked, its intrusion detection system will generate the security alarms and send secure DNS updates to the DNS servers of the client sites.  The secure DNS updates inform the clients to send packets through the designated proxy servers and hide the IP addresses of the alternate gateways of the victim site from the clients. Each designated proxy server knows the IP addresses of an alternate gateway of the victim site and relays the packets from the clients over an IP tunnel to the victim site. The designated proxy server is integrated with the intrusion detection system to detect and block potential DDoS attacks on these alternate gateways. 

The proposed secure DNS update design will create new DNS update protocol utilizing the Secure Socket Layer protocol for authentication and encryption. The existing DNS servers need to be modified to save the new cache entries with the domain name and IP address of the victim host machine, and the IP address of the designate proxy server [1]. 


2. Broader Impact

Network security has attracted attention because of the increasing frequency and severity of network attacks. The recent attacks reveal one of the fundamental security problems of today’s Internet. Many internet services, such as DNS and routing protocols, were not originally designed with security as one of the basic requirements. It is very difficult to modify the existing protocols or network architecture without significant work.  At the same time, it offers the proposed project an opportunity to create new, secure and reliable network protocols, and packet delivery systems. The research results and insights obtained from this project can improve the security of the networks and have a broader impact on the network architecture and the client side network software interface. 


3. Related Work

Recent work by Angela Cearns from University of Colorado, Colorado Springs, implemented an Autonomous Anti-DDoS network (A2D2) with enhanced SNORT IDS for detecting subnet spoof attacks and with adaptive rate limiting and Class Based Queuing (CBQ) firewall rules for effective intrusion handling [2]. 

Variants of intrusion detection methods with fewer false positives, fewer false negatives and greater effectiveness have been developed. Zhu Hui described a sensor-based intrusion detection engine-SenIDS, which can process different security-relevant data types with various intrusion detection methods [3]. Bo Gao developed anomaly detecting method for intrusion detection by using HMMs (Hidden Markov models) to learn the patterns of Unix processes. These patterns can be used to detect anomalies and known intrusion [4]. 

Network Associates Labs and Boeing developed the Intrusion Detection and Isolation Protocol (IDIP) to support real-time tracking and containment of attacks that cross network boundaries [5]. Service Location Protocol (SLP) is an IETF protocol that provides automatic client configuration for applications and advertisement for network services, i.e. locating IDIP nodes [6]. We will incorporate IDIP and SLP in SCID system. 

Recent work by Edward Chow from University of Colorado, Colorado Springs, implemented several algorithms for parallel downloading and multiple routing path selection, which can be incorporate in SCID project to improve the system performance and reliability [7].


4. Plan of Work

In phase I of SCID project (Summer 2003), we have successfully accomplished the following tasks so far [8]:

a) Developed client side indirect routing by setting up IP tunnels. 

We have successfully set up IP tunnels among machines running either linux (Redhat 8 or 9) or windows (2000 server version). The configuration can be linux to linux, windows to windows, or between linux and windows. We have implemented a demon process running on client machine / proxy server / alternate gateway, listening to a certain port, waiting for message from a SCID coordinator, and setting up IP tunnel automatically. We are working on changing the resolver library on linux so that the setup of IP tunnel will be automatically and transparent to client. All the communications between client and the SCID coordinator will be SSL connections, encrypted and mutually authenticated [9].

b) Extended Bind9 DNS server software package to include indirect routing entries. 

When a client queries the modified DNS server, the client will get a DNS record with multiple proxy server IP addresses in addition to ordinary domain name and IP address mapping information. An indirect route can then be setup on client machine through the selected proxy server. We are working on using SSL to authenticate and encrypt the communication between DNS server and the SCID coordinator.
We planned to finish the rest part of phase I by August 30, 2003. The tasks are listed below:

1. Demon Process to setup tunnel automatically
2. Modify resolver library on linux to setup tunnel automatically
3. Extend Bind9 DNS with Secure DNS update/query using SSL
4. Design the protocol for coordinator to communicate with client, proxy, DNS server and attacked target, use SSL to encrypt if needed.

5. Enhance A2D2IDS with IDIP protocol
6. Develop SLP for locating enhanced proxy server

7. Create test scripts and benchmark to evaluate SCID version 0.1 system;

8. Suggest improvements to SCID version 0.2 system.

After finishing phase I in SCID project, we will have a prototype of software infrastructure which can be used to defend against DDoS attack, with several new security features:

1. Alternate routes via a set of proxy servers with intrusion detection

2.  Secure Domain Name System (DNS) updates with multiple proxy server IP entries

3. IDIP protocol to push back intrusion

In phase II, we plan to enhance the SCID system in the following aspects:

1. Enhance the SCID coordinator.

We need to design the new protocol for the coordinator to communicate with the client, the proxy, the DNS server and the attacked target, use SSL to encrypt if needed. The coordinator will be responsible for coordinating the client,  the proxy, the DNS server and the attacked target on how to set up IP tunnels, how to update DNS records, how to design an algorithm to choose from a set of proxy servers, how to identify the legitimate users and malicious attackers. We might have multiple coordinators for better performance and security, therefore the coordination among the coordinators is another issue to be investigated.
2. Enhance the IDS system.

There will be IDS system installed on the proxy servers, the DNS servers, the alternate gateways, and the attacked targets. We will incorporate the Intrusion Detection and Isolation Protocol (IDIP) and Service Location Protocol (SLP) in the design. These will enhance the existing A2D2 architecture and make it more robust. We will develop efficient intrusion detection methods with fewer false positives, fewer false negatives and greater effectiveness to divide the clients among a set of proxy servers 

3. Implement Multiple Path Routing.

The infrastructure of SCID system provides the possibility of using multiple path routing to get better performance and overcome the overhead of indirect route and SSL connection. We need to design the protocol and algorithm for multiple path routing in SCID project.

5. Metrics for Evaluation

We will consider the following matrices for evaluating the SCID system: 
1. Soundness (no false positives)
2. Completeness (on false negatives)
3. Responsiveness (ability to restore the operation status of a network)

We will collect the following types of performance data:

1. Time 

2. Storage

3. Network Bandwidth


6. Answers for Questions in Proposal Requirements

1. What research capability currently exists related to the proposed work?

With the accomplishment of SCID phase I, we prove the feasibility of the SCID schema. We also set up a SCID infrastructure prototype to work on and to be improved. 
In the Computer Science Network Lab, we have built a 4 node MPLS-VPN testbed. It can be used for hosting the proxy servers. It can also be used to deploy the SCID system and to launch the DDoS attacks for testing. We developed a high available content switch system which uses heartbeat protocol to monitor the availability of the content switch and use the mon software package to monitor the health status of the back end servers. The heartbeat and mon software can be used to address the fault tolerance issue in the SCID system. With the content switching, we can examine the headers and content of the packets while they traverse the networks [10]. 
2. What security-related area(s) will be investigated

We will investigate in the area of “Cyber-security and Information Protection”, with emphasis in the following areas:

· Intrusion detection 

· Computer network security 

3. What will be accomplished in the project

We will create a Secure Collective Internet Defense (SCID) system, which can push back intrusion attack using enhanced IDIP and SLP among a set of routers, and tolerate Distributed Denial of Services (DDoS) attacks through secure Domain Name System (DNS) updates and alternate routes via a set of proxy servers with intrusion detection.

4. Who will work on the project



Dr. C. Edward Chow and his students in Department of Computer Science at UCCS


5. What timeframe the proposed work will be accomplished and the level of effort for each of the participants.

	Timeframe
	Task to be finished

	9/1/ 2003 – 9/30/2003
	Enhance the SCID coordinator



	10/1/ 2003 – 10/31/2003
	Implement Multiple Path Routing



	11/1/ 2003 – 12/31/2003 
	Enhance the IDS system
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