MIND-SCOLD Research Collaboration Proposal

1) Introduction of MIND

2) Introduction of SCOLD

The Secure Collective Defense (SCOLD) is an intrusion tolerance approach against Distributed Denial of Services (DDoS) attacks. The general objective of SCOLD is to create a secure collective Internet defense system that utilizes collective resources and tighten coordination from participating organizations. 

The key idea of SCOLD is as follows. Most of the organizations have multiple gateways and can deploy multi-homing schemes. When the main gateway of a victim site gets attacked and congested, SCOLD will provide a “back door route” by redirecting the clients’ traffic through indirect routes via a set of proxy servers to the alternate gateways of the victim site. The IP addresses of the alternate gateways are hided from public domain, only the proxy servers’ IP addresses are exposed to public domain. The proxy servers are equipped with Intrusion Detection System (IDS) and act as the frontline against DDoS attacks.

SCOLD incorporates various cyber security techniques, like secure DNS update, Autonomous Anti-DDoS network (A2D2), Intrusion Detection Isolation Protocol (IDIP) and Server Location Protocol (SLP). SCOLD utilizes IDIP and SLP protocol to enable intrusion push back.
SCOLD makes multiple indirect routes available, therefore the network performance and reliability can be improved by distributing packets among the multiple indirect routes and parallel transmitting the packets through the network. 

SCOLD is studied as an application of the proxy server based multipath connections (PSMC), which is going to be Mr. Yu Cai’s PhD dissertation topic. Mr. Yu Cai will design and implement protocols, algorithms and prototypes to provide users the ability to set up indirect routes via the proxy servers, spread the packets among the multiple indirect routes, and transmit the packets parallel through the network. Another possible application of SCOLD is Dynamic bandwidth provision and Quality of Service (QoS). 

3) MIND and SCOLD could be integrated seamlessly and mutually benefit.

One of the key techniques in SCOLD is the proxy server based multiple indirect routes, which can be used to provide the users with additional bandwidth and fail-over mechanism. It offers applications the ability to increase the network performance, efficiency, stability, availability and security.  
This technique can be used to dynamically support operational routing or rerouting in the network. It could be integrated seamlessly with MIND system as a great add-on feature of MIND. Based on the intelligent MIND network analysis, we could utilize SCOLD indirect routing technique to establish dynamic or pre-arranged routes that satisfy the connection requirements. In other words, the MIND analyzes the network info-structure and tells the clients what could be the potential bottlenecks or vulnerabilities in the network, and SCOLD could provide a feasible automated solution to fix some of the problems. 
Here is an example. There is a critical mission in the network which requires a connection between two nodes. MIND detects that the connection are also used heavily by other applications, therefore, traffic congestion occurs frequently. Further more, because of the budget limit, there is no backup connection between the two nodes. So if the connection goes down or get congested, the critical mission will be impacted significantly. By utilizing SCOLD, we could then set up indirect routes between the two nodes to provide backup routes and additional bandwidth. The indirect routes can be triggered by an alarm from MIND or network monitor tools.
We anticipate the integration of MIND and SCOLD will be very attractive to organizations with needs for additional bandwidth for busty traffic, needs for backup route, or needs for Quality of Service guarantee.

4) MIND and SCOLD research collaboration. 
We propose to systematically study how SCOLD and MIND can be integrated together and mutually benefit as follows.
a) We will develop the tools in SCOLD for setting up alternate route based on the operational requirements, utilizing MIND analyzed result as input. Data exchange interface between SCOLD and MIND will be designed and implemented.
There are various approaches to achieve the alternate route within an organization, like dynamically modify the routing table entries, set up MPLS label switching, or use SCOLD indirect routing. SCOLD could be customized with the best indirect route approach based on the client’s request and network environment. For wide area network like Internet, the SCOLD indirect routing is a feasible solution to set up alternate route. 

b) We will develop algorithms for the proxy servers selection in SCOLD. 
Proxy servers selection is a critical problem in SCOLD, and different selections result in different performance. Based on the network topology and information provided by MIND or network monitor tools, we can solve the following two proxy servers selection problems.
1) Given the target server location and a set of proxy servers, choose the best proxy server(s) for a client, to achieve best performance, in terms of latency, bandwidth or throughput.

2) Given the target server location and a set of nodes, choose the best node(s) to place the proxy servers, for certain connection requirements, like minimize the overall traffic in the network, or maximize the network performance.

c) We will investigate how to utilize MIND and SCOLD in a WAN with wireless connections.

Given a WAN and a set of access points which clients have control over (Figure 1), the connections between the access points are sometimes the bottlenecks in the WAN. We will monitor the traffic statistics of the connections among the access points by using MIND or network monitor tools, then we can use SCOLD to set up indirect routes among the access points based on the collected data and user requirements.
[image: image1.jpg]Wireless client

1, Wireless client

4

Base station

Indirect route

LAN

Direct route

Indirect route.

Wireless client

LAN




Figure 1: WAN with wireless access points















