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® To make DDoS technology more robust

® Enhancements to Angela Cearn's Masters thesis
work, A2D2

® DDoS Intrusion detection and response system
® Uses snort as main detection mechanism

® Modifications to enable rate limiting
® More infO:http://cs.uccs.edu/~ch0w/pub/master/acearns/doc/angThesis-ﬁnal.pdf

® Incorporate the use of Intrusion Detection and
Isolation Protocol(IDIP)
® Use Service Locator Protocol(SLP) to find proxy
vlx  SETVers




AVAD PRV ESTAIES

e Still working on code
® Have IDIP receiver, IDIP sender and IDIP hello

protocol implemented
® Am limiting my project to implementation of the IDIP mes-
sage layer(receiver, sender and hello protocol) as well as
Snort enhancements for Application layer node

® Need to modify A2D2 snort code to act as IDIP
application

® Have downloaded and compiled OpenSLP (ho-
wever not sure this piece is part of my project)

® (Code is located at: ~sjjelinek/masters/project/src

® Plan for code complete by 11/03
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® [DIP protocol is split in to three components:
® Message, Application and Discovery Coordinator

® Message layer is built on UDP and responsible
for all communication to and from IDIP nodes

® Application layer is any application modified to
talk to IDIP message layer. Can include more
IDIP specific enhancements as well, including
traceback, monitoring...

® Discovery Coordinator is responsible for main-
taining IDIP neighborhood
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® IDIP nodes register their participation in IDIP
Neighborhood and community

® (On detection of an attack, IDIP node determines
if a response is indicated

® IDIP node notifies neighbors, via IDIP message

layer of this attack

® [.ocal nodes (IDIP Applications) determine re-
sponse based on severity, type, rules and com-
ponents involved
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® FEach IDIP node sends copy of report to IDIP
Discovery Coordinator for correlation and up-
dated response actions

® [DIP Discovery Coordinator (part of message
layer) notifies other neighborhoods in IDIP
community about attack
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® Security holes:

IDIP Message node spoofing
Eavesdropping
Falsification of data

° How IDIP handles security:

Will only forward certain messages

Any NKID (Network Key Information Distribution) data is
never forwarded

Specific NKID protocol handles all validation and verifica-
tion

Supports cryptographic extensions in message layer

Each node generates the keys it will use for transmission.
Responsible for distribution of these keys

Multicast key distribution

Provides for both authentication and privacy. Modeled afier
[PSec
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Implement Alternate Routes

Nead tol nfor m Clients or
Client DNS sa vas!

Security Research 1/10/2003 22 chow




A2D2-2 & SLP -> Alternate Routes

net-a.com net-b.com net-c.com
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IDIP Redundant/Cooperative Discovery Coordina-
tors

Discovery Coordinator and Application layer re-
sponse enhancements

More updates to SNORT for DDoS pushback
Security protocol implementation

More Application protocol implementation
OpenSLP proxy server work
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