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Summary


Data and information fusion was described in JDL model [1] as a five-level processes: Signal Refinement at Level 0, Object Assessment at Level 1, Situation Assessment at Level 2, Impact Assessment at Level 3, Process refinement or sensor management at Level 4, Human Activity and situation management at Level 5 [1,7]. Multi-sensor or multi-agent information fusion [2, 3] has been extensively studied recently but these studies mostly focused on the lower levels.  Intelligence/Information fusion among multiple autonomous agencies posts new problems:
· willing to share some but not all  data, sensors, and decisions.
· data expressed in different data structures, schemes, formats, and scales.
· sensor control expressed in different languages.
The challenging issues involve how to exchange, verify, correlate intelligence information for decision support, and how to allocate and coordinate, sensors in different agencies for a set of tasks with different priority [5, 6, 11].

This proposal will investigate the information technology in support of intelligence/information fusion among multiple agencies such as those from Canada, the United States, and Mexico.  In particular, the proposal will study:
· XML based language specifying and exchanging distributed intelligence information
Working with Northcom staff, we will study and develop shared thesaurus providing understanding of the terminology used by different agencies in specific chosen domains [8, 9, 10]. An XML based language for exchanging sensor data, decisions, and sensor control requests will be developed. 
· Meta model for combining decisions
Techniques for combining decisions from multiple classifiers will be investigated.  Of particular interest is the design of a feedback loop for verification and timely correction of decisions.  We will investigate how artificial neural networks can be used to speed up and improve the accuracy of decision making [4, 14, 15]. 
· QoS for multi-agency sensor feedback performance
Assuming some cooperation of sensors from multiple agencies, we are interested in studying techniques for guaranteeing the quality of service for the high priority sensor information fusion/delivery [12, 13, 16]. 
Proposal
A grant of $7,500 is requested for Ph.D. graduate research assistant support and equipment/software upgrade in a computer science research group lead by Drs. Edward Chow, Marijke Augusteijn, Xiaobo Zhou to carry out the proposed intelligent/information  research. 
1. What Research Capability currently exists related the proposed work?

Dr. Chow will provide network/web system support. Dr. Augusteijn will provide her expertise in artificial neural networks. Dr. Zhou will investigate the QoS issues in the information fusion systems. Ph.D. student Yu Cai  has industrial work experience in data mining.

2. What homeland security/defense-related area(s) will be investigated?


The proposed research addresses the first topic in the Appendix A of USNORTHCOM RESEARCH QUESTIONS:

 “1. How should the intelligence fusion capability be structured between Canada, the
United States and Mexico?”
3. What will be accomplished in the project?

The following deliverables will be included in the proposed project:

· A literature survey of existing IT techniques for supporting intelligence/information fusion of multiple autonomous agencies.
· An in-depth study of the techniques for combining decision from multiple classifiers with the  feedback loop for verifying and timely correction of  the decisions.  
· A simulation study of QoS performance on sensor management and feedback systems involves with multiple agencies.

4. Who will work on the project?

Dr. Edward Chow, Dr. Augusteijn, Dr. Xiaobo Zhou, and a Ph.D. graduate research assistant.
5. What is the timeframe in which the proposed work will be accomplished and

the level of effort for each of the participants?
The proposed work will be accomplished during the Spring 2004 semester.  A Ph.D. graduate student will work full time on the topic guided by Drs. Edward Chow, Marijke Augusteijn, and Xiaobo Zhou.  2-3 master level students may involve with the research projects as their master thesis or projects.

6. Is there related work? If funding exists, state who has provided the funding

(NSF, DARPA, etc.) and amount and duration of the funding. If a similar

proposal has been submitted but not funded, list the potential sponsor(s).

See references for related work in information/data fusion area.  

N/A.

7. Who might be future third-party sponsors of this work? List any specific

research programs that are being targeted.
Homeland security. DoD. NSF.

8. Does research involve human subjects, animal subjects, or drugs, controlled

substances, radioactive materials, hazardous materials, or recombinant DNA?

If so, the appropriate campus committee approvals must be obtained.
N/A.

9. Has the researcher(s) been previously awarded a NISSC sponsored grant. If

so, provide:
1. Secure Mobile Ad Hoc Network, 6/2/2003-8/31/2003

Abstract

A secure MANET system, called SMANET, was developed that accepts only those packets whose MAC addresses are in the Linux iptable firewall rules. Detailed iptable set up and the performance of the firewall are presented.  SMANET is integrated with a simple intrusion alert system based on TCPDUMP utility.
Dates interim and final reports were submitted: 7/15/2003 (interim); 8/31/2003 (final).


Published results: Accepted for publication in ANIA 2004 Conference 3/2004.

2. SGFR: Enhancing the Security and Effectiveness of Collaborative Software for First Responders
Abstract

In this paper, we present the design and implementation of a secure groupware for first responders, called SGFR, that is capable of secure group chat, remote file download and remote display control.  It integrated Jabber instant messaging system and Keystone group rekeying system. Users are authenticated through the use of digital certificates.  Group key are issued when members are joined or leaves to ensure the security policy. The performance of SGFR is also presented. The system was first developed on Linux PC then ported to an IPaq PDA running Linux as a secure information delivery platform. 

.
Dates interim and final reports were submitted: 7/15/2003 (interim); 10/3/2003 (final).


Published results: submitted for publication.

3. Secure Collective Network Defense
Abstract

Abstract: The increasing network attacks reveal one of the fundamental security problems of today’s Internet. Many Internet services, such as DNS and routing protocols, were not originally designed with security as one of the basic requirements. It is difficult to modify the existing protocols or network architecture without significant work. At the same time, it offers an opportunity to create new, secure and reliable network protocols, and packet delivery systems. We present, in this paper, a prototype of the Secure Collective Defense (SCOLD) system that utilizes collective resources from participation organizations, tighten coordination and new cyber security defense techniques against Distributed Denial of Services (DDoS) attack. SCOLD tolerates DDoS attacks with alternate routes via a set of proxy servers with intrusion detection, and secure Domain Name System (DNS) updates. The research results and insights obtained from this project can improve the security of the networks and have a broader impact on the network architecture and the client side network software interface.
Dates interim and final reports were submitted: 7/15/2003 (interim); 10/3/2003 (final).


Published results: submitted to  ICC2004. Full version to be submitted to IEEE/ACM Transactions on Networks.
4. First Responder Sensor Network

Abstract


Sensor networks are receiving growing attention as a means of providing critical information in disaster environments.  First responders at a disaster site or must transmit and receive critical information related to:

· Building design and floor plan

· Building structural integrity

· Stability and safety of building pathways

· Location of emergency personnel

A sensor network is a possible solution for this need to quickly establish tactical communications and relay critical information to ensure the effectiveness and safety of disaster relief efforts.

The goal of the proposed project is to investigate the employment of sensor networks to perform the tasks critical to the success of 1st responders at a disaster site.

Dates interim and final reports were submitted: 1/6/2004 (interim); under preparation (final)


Published results: final results to be submitted to international conference.

5. Admission Control with Adaptive Resource Management for Defending Degrading DDoS Attacks 9/2003-12/2003

Abstract


We developed an application-level service differentiation technique based on admission control and resource management for mitigating degrading DDoS attacks.

Dates interim and final reports were submitted: 11/3/2003 (interim); under preparation (final)


Published results: final results to be submitted to international conference/workshop..

Timeframe
	Timeframe
	Task to be completed

	1/20/2004 – 2/20/2003
	Survey of Intelligence/Information Fusion Research
work with Northcom staff to develop specification language for data and sensor control in specific intelligent domains.

	2/20/2004 – 3/31/2004
	Study techniques for combining decision from multiple classifiers with the feedback loop for verifying and timely correction of  the decisions.

	4/1/2004-5/31/2004

	A simulation study of QoS performance on sensor management and feedback systems involves with multiple agencies.


Detailed Budget and Justification


	Detailed Budget for NISSC Project

	Salary:  One Graduate Research Assistant , 4 months@$1500 per month
	6000

	Equipment and Software Update
	1500

	Total
	7500


One graduate research assistant will be supported for this project.. 
References

[1] JDL definition of information fusion: http://www.data-fusion.org/article.php?sid=70
[2] 
N. Xiong and P. Svensson, “Multi-sensor management for information fusion: issues and approaches,” Proceedings of Information Fusion 2002 conferences, pp. 163-186.
[3]  Vladimir Gorodetski, Oleg Karsayev and Vladimir Samoilov,  “Multi-agent Data Fusion System: Design and Implementation Issues,” 5th International Conference on Information Fusion (Fusion-2002), CD Proceedings of the section "AFOSR Information Fusion Initiative". Annapolis, MD, USA, July 8-10, 2002.
[4] W. Komorniczak, J. Pietrasinski, “Selected problems of MFR resource management,” in Proceedings of  the International conferences on Information Fusion 2000, pp. WeC1-3-8.
[5] R.S. Bowyer, R. E. Bogner, “Cooperative behavior in multi-sensor systems,” in Proceedings of the 6th International Conference on Neural Information Processing, Perth Australia, 1999.

[6] G.A. McIntyre, “A comprehensive approach to sensor management and scheduling,” Doctoral. Dissertation, George Mason Univeristy, Fairfax, FA, 1998. 
[7] Airforce AFOSR PRET:  Information Fusion for Command and Control (IFC2): The Translation of Raw Data To Actionable Knowledge and Decision  
http://www-2.cs.cmu.edu/~softagents/project_grants_afosr.html

[8] DARPA Agent Markup Language, http://www.daml.org/2001/04/ssd-md/Overview.html
[9] Deborah L. McGuinness, “Ontologies for Information Fusion,” http://www.ksl.stanford.edu/people/dlm/talks/OntologiesInformationFusionJuly2003.ppt
[10] Anne-Claire Boury-Brisset, “Ontology-based Approach for Information Fusion”, http://www.infofusion.buffalo.edu/conferences_and_workshops/ontology_wkshop_2/ont_ws2_working_materials/BouryBrissetOntologyandFusion.PDF
[11] Robert Grossman, “Data Mining Research: Opportunities and Challenges”, http://www.rgrossman.com/reprints/dmr-v8-4-5.htm
[12] S. Fischer, M.-V. Salem and G. v. Bochmann. Application Design for Cooperative QoS Management. In: Proc. of the IFIP/IEEE 5th Int. Workshop on Quality of Service, New York City, pages 191-194, May 1997.
[13] C. Aurrecoechea, A. Campbell, and L. Hauw. “A Survey of QOS Architectures”. Multimedia

Systems Journal, Special Issue on QoS Architectures, 1997. 

[14] J. E. Neves, L. B. de Almeida, and M. J. Leitao. “ATM Call Control by Neural Networks”.

In J. A. et al., editor, Proc. of the 1st Intern. Workshop on Applications of Neural Networks

to Telecommunication, pages 210–217, 1993.
[15] Mark W. Craven, “Using Neural Networks for Data Mining”, http://citeseer.nj.nec.com/craven98using.html
[16] Stefan Fischer, “Decision Support in Cooperative QoS Management”, ftp://pi4.informatik.uni-mannheim.de/pub/nontrpubs/tr-97-004.ps.gz


1

