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Abstract
Use case diagrams have proven quite helpful in requirementsengineering, bothfor eliciting
requirements and getting a better overview of requirements already stated. However, not all
kinds of requirements are equally well supported by use case dagrams. They are good for
functional requirements, but poorer at, e.g., securiq requirements, which ofren concentrate
on what should not happen in the system. With the advent of e- and m-commerce applications
securiq requirements are growing in importance, also for quite simple applications where a
short lead time is important. Thus, it would be interesting to look into the possibility for
applying use cases on this arena. This paper suggests how this can be done, extending the
diagrams with misuse cases. This new construct makes it possible to represent actions that
the system shouldprevent together with those actions which it should support.
Keywordc use cases, requirements, security

1. Introduction
Use case diagrams (UCD) [ 11 have proven quite helpful for the elicitation of requirements
[2]. Some research indicates that software development projects where the analysis phase
concentrates on UCDs rather than textual requirements may actually be more successful in
capturing the user needs [3,4]. This seems to be because simple and intuitive diagrams

provide better overview of the functionality of a system, and the explicit focus on actors
makes it easier to see each stakeholder’s interest in the system, thus aiding the
communication with end-users.
However, there are also problems with use case based approaches to requirements
engineering. As stated in [5]: “A collection of use cases is not a suitable substitute for a
requirements specification”. Thus, projects where use cases more or less replace
specifications in the more traditional sense, may have serious trouble missing significant
requirements. One typical problem with the quick and intuitive kind of modeling associated
with use cases is over-simplified assumptions about the problem domain [6]. Another
problem associated with use cases is the tendency to go prematurely into design and
implementation considerations, especially concerning the user interface [6].Partly, of course,
this may be due to problems with the method applied for use case modeling in the particular
projects that those studies were based on, rather than an essential problem with the UCD
modeling language itself. But there are also some intrinsic problems with use case diagrams
for requirements elicitation, namely that they are not equally representative of all kinds of
requirements.
A use case typically describes some function that the system should be able to perform for
the user - or, if the model is on a higher level of abstraction where the system boundary has
not yet been decided, some business function that the user and system should provide in
cooperation. This means that use cases will be good at reflecting so-called functional
requirements, but maybe not so good for non-functional requirements.

120

0-7695-0918-5/00 $10.00Q Zoo0 IEEE

121

One example where use cases might not be quite adequate, are security requirements.
Traditionally, security has been defined as the system’s ability to prevent unauthorized
access. E.g., “the prevention of, or protection against, access to information by unauthorized
recipients, and intentional but unauthorized destruction or alteration of that information” [8]
or “atmbutes of software that bear on its ability to prevent unauthorized access, whether
accidental or deliberate, to programs and data” [9]. But these definitions do not cover all
aspects associated with security today. One example is the system’s ability to resist denial of
service (Dos) attacks, which need not involve any unauthorized access at all. One typical
style of DOS attack is to flood a system with stupid (but allowed) requests to create a
performance bottleneck, thus disrupting its service to honest users. As noted by [lo] it is
actually quite difficult to come up with a good definition of security. But then again, its exact
definition is not vital to this paper. Regardless of the exact definition, our point remains the
same: Security requirements will seldom be explicitly stated at the outset of a project. Rather,
the stakeholders will state them as concerns about things that should nor happen in the system
ill]. Since use cases, by their nature, concentrate on what the system should do, they
obviously have less to offer when describing the opposite.
The reason why this paper focuses on security requirements and not other non-functional
requirements, is twofold
With the advent of e-commerce, security requirements are becoming more and more
important, even for quite small and simple applications. Moreover, such applications
usually have strong demands for short lead times. This makes them a potentially
interesting arena for the quick and intuitive approach of use cases.
Whereas some other classes of non-functional requirements seem clearly beyond the
scope of use case diagrams, it is imaginable that some modifications could make use case
diagrams helpful for security considerations. After all, functions that the system should
not allow are still functions, which could potentially be covered by use cases.
In the following, we will investigate in more detail if it is possible to have use case diagrams
show both what we want from the system and what we want to avoidprevent. The rest of the
paper is structured as follows: In section 2 we take a brief look at various simple alternatives
of representing unwanted behavior in use case diagrams. Section 3 gives a more detailed
account of our particular approach, representing these negatives together with ordinary
positive system behavior. Section 4 outlines a method for using the new constructs. Section 5
discusses the feasibility of the approach and its relation to other work. Section 6 concludes the
paper.

2. A brief look at some naYve alternatives
The first alternative to consider is of course the zero alternative. Many projects in the past
have indeed captured security requirements,by methods not involving use cases, as discussed
e.g. in [ 191. Thus, one may go on capturing security requirements by other means and apply
use cases primarily for functional requirements. But such use of two separate approaches
always involves some overhead and potential problems of checking consistence across
representations. Moreover, in many cases it is just the effective functionality provided for
legitimate users that also makes it easier for crooks to achieve their goals. One well-known
example here is the automatic file name completion in UNIX (although that operating system
may not be the one with the biggest security problems). The feature helps legitimate users to
work faster, since you only need to write the first couple of letters in a file name and then hit
the space bar. But it also helps intruders find files quickly, since their names need only be
half-guessed, not known precisely.
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Thus, it may be interesting to look at functional requirements and security requirements
together, and if this could be done within one method - for instance use case modeling - the
situation might be simpler. This makes it interesting to look into possible extensions of use
cases for eliciting security requirements.
First, we need a couple of definitions to make the following discussion more precise. As
stated in the documentation of UML v.1.3. [121:
‘The use case construct is used to define the behavior of a system or other semantic
entity without revealing the entity’s internal structure. Each use case specifies a sequence
of actions, including variants, that the entity can perform, interacting with actors of the
entity”.
This definition does not have to be changed, but in addition we state the following:
A use case generally describes behavior that the systedentity owner wants it to provide.

A misuse case is a special kind of use case, describing behavior that the systedentity
owner does not want to occur.

Thus, apart from being something unwanted, a misuse case will have all the same properties
as an ordinary use case. The misuse case, too, can be specified in terms of a sequence of
actions, including variants. It, too, can have relations to actors, and be at either end of the
standard arcs “includes”, “extends”, “generalizes” defined between use cases.
Similarly, [12] defines an actor to be “a coherent set of roles that users of an entity can
play when interacting with the entity. An actor may be considered to play a separate role with
regard to each use case with which it communicates”. Here, we might also add a definition of
our own:
A mis-actor is a special kind of actor who initiates misuse cases.

What is to be investigated, then, is how to represent misuse cases and mis-actors in use
case diagrams. The most ndive approach would be depict these in the same manner as
ordinary actors and use cases, without changing the diagram language at all. A small and
quite incomplete e-commerce example illustrating this is shown in Figure 1. Here the system
is supposed to offer some functionality for customers and operators, and we have also
included in the model a crook, who might want to acquire the customers’ credit card number
or infect the system with a virus.

&
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7card info 1

Customer

Crook
Operator

Figure 1: Using the standard diagrams
The only advantage that could be claimed for this approach, is that it was unnecessary
to modify the diagram language. The disadvantages clearly outweigh the simplicity of
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this naive approach. In this simple example it might be clear from the names of the
various nodes that the “crook” is a mis-actor, and that “steal card info” and “spread
virus” are misuse cases, whereas the other use cases and actors are those that should be
supported. But with slightly bigger examples (and possibly even with this one, had the
reader not been warned beforehand), there will soon be confusion. Knowing the huge
variations in people’s abilities to deal with irony, it seems unwise to mingle use and
misuse in one diagram without making it absolutely obvious which is which.
Another approach might be to separate use and misuse into different diagrams. Thus, there
would be one depicting the major use cases of the system, another the major misuse cases. A
page heading could inform the reader whether it is one or the other. This approach is shown in
Figure 2. Clearly, such strong separation of the positive and negative might sometimes be
useful, for instance to prevent diagrams from becoming too big and complex. But sometimes
it might also be interesting to model the two together, since the negative and positive are
closely connected:

WANTED BEHAVIOR

iB

Customer

UNWANTED BEHAVIOR

Customer

Q
Crook

Operator

Figure 2: Use and misuse on different sheets
Intended sabotage may often be achieved by means of ordinary functions that the system
has to support - the problem being that somebody got hold of somebody else’s password.
Then, it may be interesting to place revealing “includes”-associations between misuse
cases and use cases, which would be impossible if totally separate diagrams were used.
Sometimes prohibited actions may be caused or aided by the normal actors of the system,
by intent or accident/failure to comply with security standards, e.g., using a password
which is too easily guessed. And anyway, normal actors are likely to be stakeholders of
prohibited actions. In Figure 1 the customer was noted as a stakeholder of the “steal card
info” action, meaning that the customer could be affected by this (for instance suddenly
finding his account empty). With the divided approach of Figure 2, this meant that we
had to depict the customer in both diagrams. If various parties affected should be
registered for all illegal actions, practical models would yield lots of actor node
duplication, clearly an inefficient way of modeling.
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For the most likely security threats, a system will usually have to provide functions to
deal with these threats, i.e., captured misuse cases will again inspire new use cases.
Again, this means that associations between use and misuse can yield quite revealing
diagrams.
In many cases, then, it may be interesting to look at use and misuse together, which is our
suggested approach. In the spirit of use case diagrams, we still try to keep it simple, the idea
being something that almost anyone could have come up with. As in Figure 1, use and misuse
will be depicted in the same diagram. But to make it obvious which is which, misuse (and any
mis-actors) will be shown in an inverted format, as indicated in Figure 3.
In all the diagrams in this paper it can be noted that we use UML v. 1.2’s possibility to have
arrows between actor and use case, not just undirected lines. This is in accordance with a case
study using UML v.1.3 [13], which indicated that the removal of arrows here made the
language poorer, losing the ability to show who initiates a use case. In figure 3 this helps to
show that it the “Crook“who does “Steal card info”, whereas the ”Customer”is only affected
by it.

A
Operator

Figure 3: Misuse and mis-actors inverted

3. Co-representing use and misuse
The approach can be illustrated in more detail by the example of Figure 4, where we have
also included some new kinds of relations, “detects” and “prevents”. This example illustrates
part of the functionality for a typical e-commerce system, where customers do not need to log
on but simply browse the catalog and order goods, giving their credit card number together
with name and address info before the order is submitted. The operator working on the server
side has to log on. The operator will also perform other functions not shown in the diagram,
such as registering new goods for sale, deleting goods which the company has quit selling,
etc. These have been omitted for simplicity.
The diagram has one mis-actor, called “crook”, who may perform misuse cases such as
‘‘steal card info”, “flood system” (a typical Dos attack), “tap communication”, and “acquire
password”. We have also indicated some “includes”-relations between misuse cases, just the
same way as these may exist between ordinary use cases. For instance, “steal card info” could
use “tap communication”, acquiring the customer name and credit card number as it is
transferred from client to server. If the operator is not sitting directly at the server but
connected to this via some network, “obtain password” could use “tap communication”, too.
But the password could also be obtained by repeated guesses, here we see a misuse case using
a normal use case, “Log on”. The “Flood system” misuse could possibly be obtained by
massively repeated attempts to register customers (real or fictitious, the same over and over
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again or with some name changes for each iteration). Again we see a misuse case using a
normal use case, and this time without any unauthorized access.

Figure 4: A bigger example
In addition to the standard “includes” and “extends” relations, we have introduced some
new relations in the diagram. These are particularly interesting with respect to use cases
dealing with misuse cases and are called “detects” and “prevents”. The meaning of these
should be pretty clear from their names:
“prevents”: the function provided by the use case that the arrow originates from, prevents
the activation of the misuse case that the arrow is directed towards, at least in some cases.
“detects”: the function provided by the use case that the arrow originates from, detects the
activation of the misuse case that the arrow is directed towards, at least in some cases.
The “at least in some cases” p~ is important to notice, since it is seldom the case that one
countermeasure will detect or prevent all possible ways that a certain misuse can be
performed. This is illustrated by several of the “prevents” and “detects” relations shown in
fig. 3. For instance, “Enforce password regime” can prevent the crook from easily obtaining
passwords by repeated guessing. But if some employee has written his password on a piece of

126

paper and the crook gets hold of this, it all falls to pieces. It could be possible to distinguish
diagrammatically between certain and less certain countermeasures. For instance, one could
use “prevents” and “detects” about the former, “may prevent” and “may detect” about the
latter. Or one could direct the “prevents” and “detects” arrows towards other arrows instead
of misuse cases, e.g., directing the “detects” arrow from “Monitor system” not to the misuse
case “Obtain pasSWor$’, but to the includes-relation between this and “Log on”. This would
signify that the monitor function will not detect all attempts to obtain a password, only those
applying repeated guesses. However, this would complicate the diagrams too much. It seems
better to take the view that no countermeasure is a 100%failsafe and rather describe the exact
details about what security it provides in the text accompanying the use case - then the
diagrams can still be kept simple, which will support communication with the stakeholders.
The mis-actor concept could be discussed in some more detail. As stated previously, the
ordinary actor construct denotes a comprehensive set of roles played towards the system. As
described in standard UML literature [14] not all actors need persons or groups of persons as
role players, some may be played by other systems which the current one must interact with.
The same goes for mis-actors, since obviously, a security threat may also be caused by failure
in another system whose cooperation we are somehow relying on. Actually, mis-actors may
be even more abstract than ordinary actors, for instance ”Bad luck” or “Devil”. Such misactors will be particularly needed in cases where security threats arise from unexpected
equipment failure, sudden operator illness and the like. Thus, the elicitation of security
requirements will not be limited to threats caused by hostile persons.
Another aspect concerning mis-actors is the case when an ordinary actor behaves in a
treacherous manner, either accidentally or by intent. Should these then be modeled as two
different actors, or as the same actor being connected both to use cases and misuse cases? The
latter alternative will easily lead to situations where a huge number of use cases are connected
to each actor - then it might be tidier to use duplicate actors. Giving them the same name
(e.g. “Operator”) will still signal that we are talking about the same role in the organization,
just that the ordinary actor denotes the operator performing as prescribed, whereas the
corresponding mis-actor denotes an operator whose behavior is not in accordance with
security regulations. These latest points are illustrated in Figure 5.

Figure 5: Some special mis-actors
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Here, the mis-actor “Bad luck” is introduced for easier elicitation of unlucky incidents that
nobody is really guilty of, but which may still jeopardize security. The operator may be
disabled, for instance by a sudden health condition such as a heart attack, and thus be
prevented from canying out normal duties required to ensure system security. As the figure
indicates, though, the operator’s disability need not be bad luck. It may also be caused on
purpose by the crook (poisoning?) or even by the operator himself, closing an eye to assist the
crook. Similarly, destruction of the server may result from some accidental equipment failure
(bad luck), but also from crook or operator manipulation (in the latter case, either by accident
or intent). Here, it can be seen that the previously mentioned possibility of arrows to show
initiation of use cases, is quite important. It is certainly helpful to know whether “Disable
operator” is something done to the operator by others (the line between the actor and the
misuse case) or done by the operator himself (the m o w from the mis-actor to the misuse
case).

4. Method guidelines
The fact that the examples shown in Figures 3 and 4 are quite incomplete (i.e.. there are
many other use and misuse cases which could also be thought of, as well as additional
relations between them), illustrates that diagrams quickly get complex. This may of course
also be a problem with ordinary use case diagrams, but the addition of misuse cases and new
relations has of course contributed to the complexity. Since one of the main advantages of use
cases is their simplicity, this means that the added diagram features should be used soberly,
and complexity should be added progressively, so that at each level the diagam is ideal for a
certain purpose. A step by step method can be outlined as follows:
1. First concentrate on the normal actors and the main use cases requested by these, i.e.,
the services that the users want, regardless of any security considerations. Describe
actors and use cases in the normal way suggested by UML methodology.
2. Then introduce the major mis-actors and misuse cases, i.e., threats that are reasonably
likely. If possible, there could be more mis-actors than given in our examples, and they
could be more precisely named. E.g., if the procuring company has a special concern

that their competitors might sabotage the system, one mis-actor could be called
competitor. This would give a clearer picture of that mis-actor’s motivation.
3. Investigate the potential relations between misuse cases and use cases, in terms of
potential “includes”-relations. This step is quite important since many threats to a
system can largely be achieved by using that system’s normal functionality, as for
instance the “Flood system” misuse case of our example.

4. Introduce new use cases with the purpose to detect or prevent misuse cases.
5. Continue with a more detailed requirements documentation.
Of course, this need not be a sequential process, but could also be done in much more
iterative manner - finding in one step that something was forgotten in a previous step. But
generally, the progression 1-5 seems sensible. The end-users and system owners basically
want some services to be provided - and without services there is no system and thus no
potential misuse anyway. Thus, step 1 will simply be ordinary, high-level use case modeling
without any of the extensions suggested in this paper. In step 2-3 the misuse cases are
introduced and their relationship with the initial use cases investigated. The new use cases
introduced in step 4 can somehow be seen as secondary use cases. “Monitor system”,
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“Enforce password regime” etc. are not services that the users really wanted or needed as
such, but services necessitated by security threats.
The indicated progression may also allow for different sets of participants in various steps
of the analysis. Steps 1-2 and possibly 3 could easily involve end-users. During step 3 and
particularly 4,discussions would become more technical. Now, security engineers are more
likely participants in the modeling process. With a more technically trained group of
participants it may not be such a problem after all that the diagrams become more detailed
during these stages.
Step 5 indicates that there are still lots of work to be done after the modeling of use and
misuse cases. As mentioned earlier, use case diagrams should complement more precisely
formulated requirements, not replace them. For security requirements it is obvious that there
are many considerations which cannot be expressed in our diagrams, such as
Who are the potential mis-actors, what is their motivation, knowledge, and destructive
capability? The mis-actors can be of many kinds, such as deliberate criminals,
challenge-seeking youngsters, dissatisfied employees, dubious comptetitors - and, as
seen in previous section, just bad luck. Although the diagrams provide a nice way of
identifying the various mis-actors, a more precise description and analysis must be
made in other forms.

What is the likelihood of various threats, the cost of the potential damage - not only in
direct economical losses, but also in terms of lost trust and goodwill from customers.
What are the possible countermeasures towards the various threats, and the costs of
these - which must be feasible in light of the threats’ costs and probabilities.
To what extent can it be verified that the selected countermeasures really deal with the
threats.

Here, there is obviously room for more formal approaches. Our misuse diagrams must only be
seen as a support for eliciting threats and corresponding security requirements up front, not as
a complete method to document and analyze these requirements.

5. Discussion and related work
The previous section ended with a statement that only a small part of the job would be done
by our misuse cases, and that more formal approaches would be needed in addition. Thus, one
might question the usefulness of our approach altogether. Might we not just as well have been
content that use cases are most suitable for functional requirements, and use other techniques
from the very beginning when other kinds of requirements have to be captured? Then, use
case diagrams would be kept simple, and elsewhere, more formal methods could be used. For
safety-critical systems formal methods have traditionally had a high standing [151. Can it be
said about our approach that it is still to informal to be of any help with security requirements,
thus falling between two chairs, only achieving some unnecessary complications of use case
diagrams?
We think not. First of all, as long as security threats are not being considered, our method
suggests that the added features will not be used. Thus, there is no complication of the
diagrams until actually needed. And an alternative approach, where ordinary functional
requirements are analyzed by use cases but security requirements only in other, textual
documents, will not necessarily be less complex - then the connections between use cases and
potential misuses of these would have to be registered some other way.
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Moreover, there ate several arguments why an approach based on use cases could be
helpful in the early elicitation of security requirements even if more formal approaches have
to be used afterwards:
Userlcustomer assurance. Although the end-users and management of the procuring
organization may not be able to discuss the technical details of security threats and
countermeasures, they will have concerns about various threats. Seeing these captured in
the use case diagram will reassure them that the problem is actually being dealt with - in
a much more direct manner than a mere textual discussion of security threats which they
have problems understanding.
Analyst creativity. Computer criminals are surely going to be creative in their attempts to
fool the system. Thus analysts need to be equally creative to identify the relevant threats
beforehand. For all the positive things that can be said about formal methods, their
rigidity may not inspire creativity in a brainstorming sense. In an initial phase where the
knowledge about the modeled domain is vague, this may actually hamper the process analysts seem to need languages allowing for some vagueness and incompleteness at this
stage [16]. Diagrams showing use and misuse cases side by side may be helpful for the
analysts’ creativity. For instance, just seeing the “Flood system” misuse case together
with lots of normal use cases, the analysts are triggered to think about various ways that
the system could potentially be flooded. Could it happen by repeated registering of
customer info (like noted in Figure 4)? Could it happen by excess catalog browsing?
Could it happen by repeated ordering of existing or nonexisting goods? The explicit
modeling of mis-actors in the diagram, will make it easier for the analysts to see the
system from the perspective of potential crooks (let’s only hope that it does not also
inspire them to act like crooks, as happens to the murder investigator in the movie [17]).
Traceability. The diagrams show in a straightforward manner the motivation for the
secondary use cases introduced to deal with security threat, e.g. that a system monitoring
function is required to enable the system to detect attempts at repeated log-ins and
flooding. Whatever techniques are chosen for requirements analysis, the problems of
traceability must somehow be addressed [11,18]. It would thus be nice if use cases could
be extended to give an overview not only of the functions wanted from the system, but
also of the security threats to be avoided.
An additional advantage, of course, is that the application of use case diagrams also for

security-intensivesystems, makes it possible to build on all the ongoing work providing easy
transitions between this and objectaiented design, while other techniques for security
requirements may have more problems in that respect.
As for related work, our graphical extensions to use case diagrams are believed to be
novel. However, from a more abstract conceptual or methodological viewpoint, we have by
no means revolutionized requirements engineering. The representation of misuse cases which
then lead to the representation of secondary use cases to deal with these, are quite similar to
previous approaches addressing the same kind of traceability, for instance [19], which couples
non-functional requirements with more abstract concerns. A misuse case like, say, “Flood
system” would here correspond to a concern that the system be flooded. Similar parallels
could be drawn to any approach coupling detailed requirements to higher level goals, such as
GBRAM (Goal-Based Requirements Analysis Method) [20,21,22,23]. Compared to these
more elaborated approaches, ours is of course much more limited - while they look at goal
structures in general, we limit ourselves to those resulting from the coupling between misuse
cases and the subsequent use cases introduced to deal with these. On the other hand, our
approach has the advantage of being visually intuitive, achieved through some fairly small
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additions to UML use case diagrams. Thus, our approach can be easily adopted in projects
where use case modeling is applied anyway.

6. Conclusions and further work
Standard use case diagrams are often good for eliciting functional requirements, but not so
good for security requirements, which often relate to activities which should nof be possible
in the system (and thus not modeled as use cases). In this paper we have suggested to extend
the diagrams with some additional concepts, most notably misuse cases and mis-actors to
capture security threats to the system.
The serious weakness of this work is that it has not been evaluated in practical software
development projects, only on what must be called toy examples. The next step will thus be to
try it out in a realistic setting. We feel quite confident that some industry partners may be
interested in this, because:
The approach is close to standard Uh4L use case diagrams, which are heavily used in
industry anyway.
Security requirements are increasingly important with the advent of e- and m-commerce,
and the problem that use case diagrams deal poorly with these, will be an industrial
problem.
The suggested extensions to use case diagrams are small, and simple to implement in a
tool prototype (which will be necessary, unless OMG should decide to include our
humble proposal into the UML language.. .)
Indeed, we have recently been contacted by a Norwegian software development company
generally interested in a research cooperation on process improvement in software
engineering. The elicitation of security requirements by misuse cases is one topic that we will
suggest to investigate in that context.
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