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Abstract—Thus far, most research in Image Forgery Detection
has concentrated on the detection and localization of specific
methods of forgery using methods like patch-matching, anomaly
detection, and examining residual-based local descriptors. Recent
research has shown that sufficiently trained Convolutional Neural
Networks can learn functions similar to those of networks trained
on handcrafted features. This research focuses on combining
this new knowledge with various preprocessing methods to
demonstrate a proof-of-concept model.
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Fig. 1.

Classification of image forgery detection techniques. From [4]

I NTRODUCTION

Increasingly, members of society rely on digital imagery
to make decisions and form opinions in the digital world.
Images are used everywhere: in courtrooms as evidence of a
crime, by car insurance agencies to evaluate damage after an
accident, in magazines to sell products or brands. Naturally,
as reliance on digital imagery grows, so, too, does the use of
photo editing software such as Adobe Photoshop or the GNU
Image Manipulation Program (GIMP). Using such software,
users are capable of drastically changing the content of an
image. Manipulations range from removing red-eye in a family
portrait to completely removing people or objects. Object
removal is typically done by copying some content that already
exists in the image over the pixels that contain the object.
The process is called Copy-Move. It is also possible to add in
content from one image (or several) to another in a process
called Splicing.
With free access to tools like GIMP and an internet full
of free resources, the use and abuse of photo editing software
has exploded. Humorously doctored images are spread across
image boards and email inboxes while politically charged
forgeries get blasted as news article headlines. With images
being used to make decisions with heavy consequences, there
exists a clear need for reliable forgery detection methods.
Within the realm of digital image forgery detection there
exist many methods [1–4] for detection and localization. Some
focus on emphasizing unique noise patterns within images to
create a “fingerprint” of the camera that captured the image [5]
while other methods attempt to identify copy-move forgeries
using block-matching/PatchMatch [6]. These solutions utilize
supervised machine learning on existing, labeled datasets to
train a machine so that it may classify images as Pristine or
Forgery. Localization of the manipulations takes place after an
image is determined to be forged. With Copy-Move forgeries,
patches of pixel that are copied can be found within the image
and highlighted. Splicing localization can be done by detecting
and highlighting a break in a boundary between the host
image’s content and the foreign spliced content.

Typically, splicing detection involves the use of handcrafted
filters and features within a neural network or other machine
learning system. These features are difficult to produce with
much research being done to develop newer, state-of-the-art
features. It has been shown in [7] that residual-based local
descriptor features can be replaced by CNNs with equal or
better performance. This removes the complexity and difficulty
of detecting forgeries based on handcrafted features.
Recent research by Cozzolino et al. has shown that an
Autoencoder network is capable of localizing forgeries within
a forged image by classifying portions of the image as pristine
or forged and selectively training the network only on the correctly determined pristine portions [8]. Thus, over iterations,
the network learns to reliably reproduce the pristine data while
giving rise to large errors when reproducing forged data. This
network was trained using a selection of handcrafted features.
It is the goal of this research to further investigate the use
of a CNN in classifying spliced images by training a deep
residual learning network similar to ResNET [9] but much
smaller in depth. Deeper networks with many layers require
proportionally large amounts of data to train on. While many
image forensics datasets exist, large set are often produced
automatically as in [10]. This research into splicing detection is
motivated by a need for a forgery detector capable of working
on realistic, high quality forgeries. Datasets containing high
quality, realistic forgeries are harder to create and, in the
cases of the DSO-1 and DSI-1 datasets in [11, 12], contain
a scarce few examples, 200 and 50 respectively. By dividing
images into patches, the number of available training samples
increases significantly. These datasets are much smaller than
other well known sets such as the IFS-TC dataset in [13] with
1818 images or the ImageNet database of [14] with 14,197,122
images.
Attaching an Autoencoder network to a Residual CNN will
allow the Autoencoder to make use of the CNNs extracted
features. Allowing the backpropagation from the Autoencoder
training through to the CNN may further increase the effec-

tiveness of the network in classifying digital images.
II.

E XISTING M ETHODS

Much research has been conducted in the Image Forgery
field. Because of this, there exist many methods for detecting
and localizing multiple different forms of image manipulation.
Some, [2, 5, 6, 15] focus on splicing and copy-move detection.
Other methods are more general. Fig 1. shows a brief overview
of detection methods.
A. Detectable Manipulations
What follows is a general list of detectable manipulations.
Many more methods exist for many more manipulations than
are listed here.
1) Splicing: Cozzolino et al. have heavily investigated
splicing detection and Copy Move forgery. Using an Autoencoder, Cozzolino and his team were able to localize
anomalies within an image to detect the presence and location
of splicing [8]. This work builds upon their research in [1].
Additional splicing research exists in [15]. Typically, splicing
is found by identifying broken patterns within an image. These
patterns are usually emphasized using complex, handcrafted
data transformations on images prior to processing them in a
neural network. By highlighting these patterns and features,
networks can focus on the features that matter most when
training and optimizing without having learn what to ignore.

5) Blur: Due to the nature of camera lens photography,
blurring on objects out of focus is a common phenomenon.
Clever forgery artists can attempt to take advantage of this
by manually blurring selected sections or objects in an image.
Wang, et al. have shown in [19] that it is possible to detect
manually blurred edges within an image using an SVM classifier.
B. Multiple Method Manipulations
It is important to state that manipulation detection methods
rely heavily on the type of manipulation present in the image.
For instance, a splicing detection algorithm or network might
have trouble finding Copy-Move forgeries or vice versa. For
example, look at the images present in Fig. 2, where a patchmatch algorithm successfully found duplicated tile images but
failed to detect the obvious splicing present in the image.
This image is an example forgery collected from an online
Photoshop community as part of an effort to build a new
dataset containing the output of multiple forgery methods and
artists. This endeavour is discussed further in section III.

2) Copy-Move: As mentioned, Cozzolino et al have researched Copy-Move detection and localization [2, 6]. The
primary method involves analyzing small patches of an input
image and scanning for duplications that are present elsewhere
in the image–though perhaps rotated or scaled. Copy-Move
forgeries differ significantly from splicing forgeries in that
copy-move manipulations use image data from the same host
image whereas splicing forgeries paste in data from other
donor images. [15] also presents some research on copy-move
detection.
3) Inpainting: Inpainting refers to the process of filling
in portions of an image whose content has been erased.
Unlike Copy-Move forgeries, which are large patches of data
that are duplicated elsewhere, inpainting takes small samples
from multiple locations within the same host image to fill
in deleted data. These patches are much smaller than typical
copy-move forgery patches and can easily fool PatchMatch
algorithms. However, Liu et al. have demonstrated Discrete
Cosine Transforms and ensemble learning techniques that can
classify JPEG inpainting [16].
4) Seam Carving and Scaling: Seam Carving is a contentaware image resizing algorithm that involves identifying the
least import ”seams” of an image that can be removed for
scaling purposes. Seam Carving can be used to maintain ratios
and proportions within the image that are otherwise lost with
basic stretching or shrinking along an image’s axis. It is also
possible to completely remove objects from images using seam
carving techniques. Fillion, et al. have used an SVM classifier
to detect the presence of content adaptive scaling in an image
[17] while others use Discrete Cosine Transforms to aide in
classifying input, [18].

Fig. 2. An example of a patch-match algorithm used in [10] failing to
detect and localize splicing within an image. Top: The input image. Middle:
Generated ground truth. Bottom: Output image

C. Localization
Localization of manipulated data also depends on the type
of detection and the method of forgery. For instance, CopyMove forgeries can be detected using PatchMatch. As stated

Fig. 3. An example of the Autoencoder Anomaly Detection method over several epochs. The top layer show the “heat map” of image reproduction errors. The
localization of anomalies becomes more reliable as discriminative learning takes place.

previously, PatchMatch algorithms can locate patches of the
data that have been copied (and perhaps rotated, or scaled) to
different sections of the image and then highlight the duplicate
patches in the image [6].
Splicing localization is a harder task. One method is by
finding broken patterns, like broken noise residuals as in
[5]. Methods like this typical involve applying some form
of transformation or alteration to the data before sending it
to a network in order to emphasize important features. In
many cases, very specific data transformations are the key to
unlocking higher accuracy in detection and localization.
Another recently proposed method [8] shows that an Autoencoder network can localize forgeries without prior training
on labeled data. The Autoencoder network instead learns how
to differentiate pristine pixels from forged or manipulated
pixels from the image itself. By discriminatively training the
Autoencoder on pristine data, it learns to reliably reproduce
clean portions of the image while forged areas give rise to high
errors. The pixels that give rise to high errors are considered
forged. Over iteration, the Autoencoder reliably learns which
pixels are original and which are likely to be forged. Fig. 3
shows an example of this process. It is important to note that
the Autoencoder localization assumes forgery detection has
already taken place and that the image is determined to be
a forgery. The Autoencoder network itself is not capable of
making such a classification.
D. Convolutional Neural Networks
Convolutional Neural Networks use convolutional layers
to reduce an image down to a smaller number of features.
A convolutional layer scans the entirety of and input image
using a sliding window that compares small windows of the
image with several different filter patterns. The values returned
correlate with the likeness of the image window data to the
filter patterns. CNNs usually make use of several convolutional
layers where initial layers reduce input images to more general
features while deeper layers learn more complex, descriptive
features. We note that in [7], it has been shown that Convolutional Neural Networks can learn functions similar to many
handcrafted features used in previous research experiments
in computer vision. This replaces the need for newer, more
targeted data transformations by relying on a neural network
to learn its own functions based on the data provided.

E. ResNET
Google Inc’s ResNET architecture is a deep convolutional
network that incorporates residual learning. By providing a
prior layers input to a later layer, without applying any
transformations, latter layers can learn residual features. He
et al. in [9] claim that such networks are easier to optimize
and benefit from added depth.

Fig. 4. An example residual learning layer from [9]. The input to the F(x) +
x layer includes the previous layer’s input x. The F(x) + x layer then learns
residual features

III.

I NSOLUBLES

Over the 10 week term of the REU program, many solutions were proposed for problems centered around image
forgery detection and localization. As time was invested, many
of these proposed solutions began to show signs of future
complications or otherwise proved themselves to be improper
solutions under the small time constraint. This section contains
a brief summary for each attempted research focus and some
analysis including some insight into the decisions to change
focus. Each topic also offers a discussion of what future
research in that topic might benefit from using or avoiding.
A. Realistic Dataset
Initially, we had focused on collecting a new dataset for
training and testing. It was our opinion that existing image
forgery datasets such as the IEEE IFS-TC Image Forensics
Challenge dataset used in [20] and Image Manipulation Dataset
[10] did not contain a broad enough range of manipulations
that accurately represent what can be encountered in real

Fig. 5. Pictured are the three best submissions as determined by the author. The forgeries in the first two images proved difficult to detect using the CMFDFramework while the last image (an example of splicing) appeared to be the most deceptive in our visual analysis. Top: Original. Bottom: Forgery

forgery cases. For example, the dataset used in [10] was
automatically generated by software to create a large set of
copy-move forgeries. We reasoned that because it is computer
generated, it cannot possibly contain examples of all CopyMove forgery methods. Likewise, the IEEE IFS-TC splicing
dataset in [20] is comprised of images constrained to a single
technique (Alpha matting) with various degrees of photorealism. Our research focus is on the detection of many different
forms of splicing. Using a CNN on a dataset containing only
examples of a single splicing method will result in a CNN that
learns features related exclusively to that particular splicing
method. It was clear that a better, more realistic dataset was
needed for the CNN to learn a general set of features rather
than features that describe a single forgery method.

many of the forgeries but not all. This is in part due to a lack
of familiarity with the software.

In order to obtain a more diverse dataset, we asked several
online image forgery communities to submit forgeries together
with their pristine hosts. We added a financial incentive for
those who where able to create a forgery that fooled current
detection methods—like the CMFD-Framework software provided by the authors of [10]. A deadline for submission was
set so that participants had two weeks (specifically including
two weekends) from initial posting to create their forgeries.
Unfortunately, by the submission deadline, we had only received a small handful of forgeries. In total, 24 forgeries were
submitted by 8 unique participants over the two week period.
Using the CMFD-Framework, we were partially able to detect

With a longer time frame for submissions, it is likely
that we would have received more submissions for review. To
create an adequately sized dataset would take much longer and
would require a restructuring of incentives used. By rewarding
the first twenty submissions that meet the requirements, we
found ourselves incentivising the speed of forgery production
rather than the quality. Instead, comparing the prediction
confidence between submissions or the accuracy of localization
using a network might have served as a better metric of ”quality forgery” and properly incentivised participants to create
quality forgeries rather than fight against the clock. Future
dataset creation attempts might also benefit from involving a

Regardless, the number of submitted forgeries is not
anywhere close to the number needed for our experiments,
especially not for deep learning which would require a dataset
several orders of magnitude larger. The submissions will
instead be used in experiments on the proposed solution to
gauge both the quality of forgery (difficulty in detection) and
the accuracy of the trained model. More effort could be spent
attempting to better incentivize the members of a wider array
of forgery communities, but we deemed this an inefficient use
of time and resources. In addition, the thought of writing a 610 page paper on the creation of a new dataset was troubling
enough to stop any further work in this area.

wider and more diverse set of online communities. A wider
variation in applicants likely also leads to more variance in data
and forgery techniques which can lead to interesting insights.
B. A Quicker Dataset
During the request period, we also attempted to scrape
data from an online Photoshop community. The goal was
to have a reasonably sized dataset made up of a large variety of forgery techniques and forgery artists. The subreddit,
r/PhotoshopBattles, (a subreddit is a user created and moderated community within the larger Reddit website that is usually
focussed on a topic, theme, or idea) hosts threads where the
thread “topic” is a host image and all replies in the thread are
doctored versions of the host image.
The image scraper successfully scrapes and organizes images by thread such that the pristine host image is associated
with all forgeries and can be used to create a ground truth
label. But, the scraped forgeries are not high quality nor are
they necessarily representative of the types of manipulations
malicious forgers might use. They consist mostly of hastily
pasted splicings of the host image into humorous settings.
This endeavour was abandoned shortly after the realization
that collected images did not provide any benefits to a neural
network over those in other currently existing networks.
It is likely that other online communities would serve as
better targets of a web scraping script. A community focussed
less on humor and more on the creation of high quality images
would yield more appropriate data for use in forgery detection
research. Finding such a community (or several) is simply a
matter of exploration, discovery, and time.
C. Finetuning Pretrained Model
Many popular and effective neural network architectures
are available for use online in a variety of machine learning
frameworks. These models often come pretrained and ready
to work, having been trained on high end graphics cards and
large datasets for weeks. It was thought that a pretrained
ResNET model could be fine-tuned on the submitted forgeries
or on other well known datasets such as the DSO-1 and DSI-1
datasets in [11, 12].
Fine-tuning, also known as Transfer Learning, is the process of retraining a network on new data. The pretrained
network weights can be used as either a fixed feature extractor
or as the initialization of a new training session. A fixed feature
extractor is in essence a trained CNN with the final layer, the
one that produces a classification, removed or replaced. Thus,
the trained network produces a high dimension vector that can
then be fed to a new linear classifier. Using the pretrained
network as an initializer for a new network then allowing
backpropagation to continue from the classification layer all
the way (or part of the way) through the CNN.
Fine-tuning saves an immense amount of time. Modern
Convolutional networks can take weeks across multiple high
end GPUs to fully train on a sufficiently large enough dataset.
Often, fully training a new network is unnecessary if pretrained
checkpoints are available for the same architecture trained on
a related dataset.

After a lengthy amount of time, the team was able to
successfully fine-tune a small number of models (ResNET,
Google’s Inception, and an InceptionResNET) on a few different datasets. It was hoped that fine-tuning the final layer of
these networks might yield some meaningful results as well as
offer a comparison between network architectures and between
datasets. The highest accuracy reported was by an Inception
ResNET V2 architecture trained on the IFS-TC dataset that
achieved 74 percent accuracy. Unfortunately, the same model
fine-tuned on the scraped forgeries (which were previously
determined to be of no use) yielded similar results of 71
percent accuracy. If the network was having the same difficulty
in detecting forgeries within two datasets of wildly contrasting
forgery skill levels, the network certainly wasn’t learning much
that was helpful or meaningful during its fine-tuning. This
discovery prompted us to reevaluate and pivot towards fully
training a smaller network.
One possible reason for the poor performance of the finetuned networks is that the original networks were trained for
1000-way image classification. The weights and biases learned
by such networks are very capable of determining the general
features of, say, a dog versus a cat after sufficient training
on an appropriately labeled dataset. They are not, however,
trained to detect small perturbations in pixel data patterns
which would require training on forged and pristine data. It
is likely that the pretrained feature weights did not aide the
network much during fine-tuning and did not serve as ideal
initialization weights for transfer learning.
Future research in this area using transfer learning might
benefit from using features extracted in earlier layers of the
network. These features are more general and are less specific
to the task being trained for. In the future, models pretrained
for the purposes of image forensics might be available for use
publicly like those available for classification.
IV.

P ROPOSED S OLUTION

Our current research focus proposes combining the findings
of [7]—that properly trained CNNs can replace the need
for complicated, handcrafted features—with the localization
powers of an Autoencoder as seen in [8] We hypothesize
that the combined network would be capable of state-of-theart performance after training on properly labeled data. By
back-propagating the errors in the final reproduction step of
the Autoencoder network all the way through the ResNET, we
suspected that the proposed network will be able to learn more
descriptive features than those learned in existing network
architectures.
A. Meaningful Features with Patches
In [7], the authors show that a class of residual-based
local descriptors can be thought of as a constrained CNN.
The authors were able to train and fine-tune their network
on a smaller dataset and achieve high accuracy in testing.
We plan to extend this insight by feeding the network a set
of image patches rather than the whole image. Patches can
be compared with a identical cropping of their ground truth
images to determine if the patch hosts any manipulated pixels.
If any pixels within the ground truth mask are manipulated,
the whole patch is considered forged.

With smaller inputs, the network has less of a need to
convolve the data down to less dimensionality. This preserves
more of the original structure and content of the data from the
patch which we predict will aide the network in learning more
meaningful features.
B. Fed to an Autoencoder
As stated, an Autoencoder architecture will be connected to
the end of a CNN architecture. This way, the Autoencoder will
be fed the convolved features extracted by the CNN portion
of the network. The Autoencoder will encode and compress
the features down into a bottleneck of neural nodes and then
attempt to rebuild and decode the compressed features back
into the full patches that were fed as input into the CNN. The
deepest layer of the Autoencoder, once trained, can be fed
to a classification layer to predict whether an input patch is
forged or not. The loss function will be the squared error of the
predictions. If the network predicts that the patch is a forgery,
we plan to experiment with the decoding layers to localize
the manipulations within the patch in a fashion similar to [8].
We predict that the features extracted by the CNN portion of
the network will be more meaningful to the Autoencoder and
allow for faster, easier optimization on the patches than the
handcrafted features used previously. It is also suspected that
the features extracted by a CNN will decrease the number
of iterations needed by an Autoencoder to localize splicing
forgeries.
V.

C ONCLUSION

This paper has presented a number of research focuses
and an analysis of why these focuses were not producing or
were not likely to produce quality results. It was shown how
existing datasets do not contain within them enough examples
of common forgery techniques and consequently how difficult
and time consuming it is to crowd source the creation of
a new dataset. It has also been shown that quickly scraped
forgeries from the web also lack high forgery quality, though
it is possible to create a large dataset rather quickly and easily.
An overview of fine tuning has been provided along with a
discussion on why the fine-tuning attempted in this research
was not likely to be beneficial as our research focus, image
forgery detection, is not aligned with the pre-existing networks
trained for 1000-way classification. In each of these topics,
suggestions were given for future research conducted in the
field based on what we learned and our analysis.
Building off of the accumulated knowledge, a solution
was proposed that aims to combine the feature extraction
capabilities of deep learning, Convolutional Neural Networks
with the localization powers of an Autoencoder. The proposed
network is likely to learn features general to many types
of splicing forgery when trained on an appropriately various
dataset.
The final goal of this research is to demonstrate the use
of a CNN and Autoencoder in image forgery detection. By
using residual learning, the proposed network will hopefully be
capable of detecting more meaningful and descriptive features
than the handcrafted features used currently. A network of
smaller than usual depth will preserve more content from
the original input and hopefully allow for more meaningful

Fig. 6. A visual depiction of the proposed network. On the left, a section
of a residual network is condensed into a “Residual Stack”. On the right,
an example combination of Residual Stacks feeding into an Autoencoder
network (in green) after classification. The Autoencoder network then produces
a localization map.

associations between datapoint inside both the CNN and the
Autoencoder. A smaller sized network also benefits from a
reduction in the size of dataset required to train and reach
optimization. The proposed residual CNN will be combined
with an Autoencoder for the detection and localization of
image forgery. By combining multiple architectures, it is hoped
that the proposed network will be capable of state-of-the-art
performance.
VI.
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