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Abstract
Network traffic classification to detect DDoS attacks is challenging in the context of high-speed networks. In this
paper, we discuss the need for distributed feature selection in intrusion detection systems using parallel computing.
This paper presents a parallel cumulative ranker algorithm to rank the attributes of a dataset for cost-effective classification of network traffic. We use MIT-DARPA, CAIDA, ISCX-IDS and TUDDoS datasets to validate our method.
Our feature ranking algorithm on large datasets (50,000 – 1,000,000 instances) finds best possible features from the
above mentioned datasets and gives high accuracy (92 – 97%) in a parallel environment, which takes significantly
less time (71 – 85% lower) than a sequential environment. We also discuss the importance of active learning to select
appropriate instances by an expert module in an unsupervised way to train an SVM binary classifier for detection of
DDoS attack traffic. Our approach selects small batches of training samples from a dataset to yield classification of
network traffic with high accuracy. Our approach on large data provides better accuracy in classification with fewer
training samples. A case study looks into the detection of intrusion in power systems.
Keywords: Feature Selection, Big Data, Parallel Computing, Active Learning, Support Vector Machine(SVM),
DDoS, Machine learning(ML)

1. Introduction
Big institutional networks are continuously adding to
the types and numbers of connected devices leading to
evermore complex networks that need to be maintained
24x7, possibly arround the world. The network traffic generated by these devices is voluminous, making it
very difficult to monitor and perform appropriate analysis to detect abnormal behavior [1]. In 2003, the total
amount of data generated on the Internet was about 5 exabytes, which tripled to 14.7 exabytes in 2008. Today,
approximately 5 exabytes of data are produced by users
every two days [2]. The data generation rate, the speed
of data in the network, and the variety and complexity
of data are also increasing tremendously. That is why,
this is the age of Big Data. There are many challenges
in extracting useful information from large amounts of
data or to classify such data. In this paper, we focus on
classification of network traffic data only.
Network traffic classification can facilitate the handling of different issues in network management. It is
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essential for network operators to know what is flowing
through their networks so that they can react quickly in
support of their business. For example, classification of
network traffic can be incorporated in an automated intrusion detection system [3], [4] as a core component, or
can be used to detect specific abnormalities (for example, Denial of Service attacks) or initiate a re-allocation
strategy on network resources for preferred customers
[5] automatically.
Distributed Denial of Service (DDoS) attacks have
posed serious threats to all kinds of businesses and enterprises. It is very hard to defend against DDoS attacks
because of changing attack signatures. Distinguishing
legitimate traffic from malicious traffic is hard, and to do
so in real time is even more complex. Setting up an appropriate filter mechanism manually is often extremely
difficult due to the large number of hosts involved in an
attack. It is also impossible to set filters for a zero day
attack in a pro-active way [6].
Changing trends in Network Traffic: It will be ideal
if a classification technique can consistently discriminate DDoS traffic from normal traffic with high accuracy in all possible scenarios. Several difficulties need
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Figure 1: A Conceptual View of Active Learning
to be handled because of changing patterns in DDoS
traffic, when embedded in normal traffic. Non-standard
ports, disguised ports and network address translation
(NAT) additionally increase the difficulties during classification. When traffic is tunnelled using different protocols, finding accurate analysis of traffic becomes further difficult, and more invasive inspection by the classifier becomes necessary. Encrypted or encoded traffic adds a security layer, but this limits the ability to
extract features. Evolving trends in applications give
us different advantages, such as better service qualities,
improved service policies and more stringent security
policies. These applications use multiple channels, e.g.,
signaling, video streaming, chat, data transfer and voice
calls. Most traffic classification techniques cannot keep
pace with such changing trends.
Scalability Synchronization: The Internet is growing
tremendously, including infrastructure and bandwidth
capacity of links. In spite of rapid growth, traffic classification needs to work online, providing live information or reacting as per the classification results in real
time. Real time traffic classification on such voluminous network traffic requires balancing accuracy, performance and cost. The challenge is to analyze the samples systematically, in a rigorous way to yield high accuracy for all possible scenarios in real (or near real)
time. Machine learning techniques require decreasing
the latency or limiting the latency of classification during execution. Different methods reduce data by controlling the number of packets in a flow [7, 8], or by
extracting features. Thus, computational overhead is

minimized by reducing the set of features [9] or dimensionality of the dataset. Scalability can be handled with
better architectural or framework choices on different
available hardware designs. General-purpose graphical
processing units (GPGPUs) provide a new paradigm for
computation, allowing execution intensive applications
to achieve desired performance with minimal hardware
costs. As far as software goes, we have to adapt machine learning algorithms such as support vector machines (SVM) to multi-core processing units to yield
better scalability.
Classification strategy: The classification results obtained by supervised methods rely on the quality of the
labeled samples used for learning. Many supervised and
unsupervised methods have been developed for classification of network traffic [10], [11], [12], [13]. In supervised methods, proper labeling of samples in real time
is usually difficult and expensive since, it requires one to
select and label the training samples, as they come. This
manual process can slow down the training phase without contributing much to the results. Active learning is
an approach to reduce the cost of labelling; the training set is kept as small as possible to avoid redundancy.
Active learning is a special case of semi-supervised machine learning. In active learning, the learning process
analyzes unlabelled samples to select the most informative patterns and updates the training set repeatedly, depending upon the judgement of a supervisor or expert
who assigns labels to the selected unlabelled samples,
as shown in Figure 1. Thus, we can get a small labelled
training set at a reduced cost. Existing active learning
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approaches for classification select the single most informative sample in a single iteration [14, 15]. However, in our scenario, the classifier has to be trained for
each new labeled sample repeatedly.

without any deterioration in performance. Such sampling has been established to be suitable for classification of streaming network traffic. According to Morgan
[20], state-of-the-art active learning based classification
of streaming network traffic has achieved accuracies in
the range of 90% or higher. He also concluded that
limiting the labelling cost or labelling only a few samples did not affect performance negatively. Binary SVM
can be used to find the uncertainty and diversity in twoclass classification problems. In some active learning
approaches [28], the authors have presented a technique
that selected the most uncertain samples by choosing the
samples closest to the current separating hyper-plane.
The label of the most interesting/ambiguous unlabeled
point was queried at each step.

1.1. Motivation
In this paper, we address the issue of batch mode active learning to classify network traffic for detection of
abnormal traffic, e.g., DDoS attack traffic, where a batch
of unlabelled samples is queried at each iteration by
considering both uncertainty and diversity criteria [16],
[17]. Confidence of a supervised algorithm on a considered sample is related to the uncertainty of that sample.
Lower the confidence higher the uncertainty. The diversity criterion of an unselected sample measures the
distance in the feature space from other selected samples. Using these criteria, we can reduce the redundancy
among the selected samples and select only a few labeled samples that can maximize the performance of the
classifier[18], [19], [20], [21].
In the recent past, many approaches have been developed to identify and block Internet-based attacks. For
example, an intrusion detection system (IDS) can be
deployed to fight external attacks quite effectively, although there are limitations. Zhang et al. [22], [23] enhanced traffic classification performance under the difficult circumstance of having a small sample set of data.
To handle a big sample set also, we need to change our
approach. However, most current approaches [24], [25],
[26], and [27] have used the centralized approach for defense.
In our work, we identify a few issues in feature selection in large network datasets in the context of classification of abnormal traffic, especially in the presence of
DDoS traffic.

1.2. Contribution
We contribute the following.
• In this paper, we develop a method to rank the features in a large dataset of network traffic, using a
parallel approach on GPUs. After rank the features, we choose the top features as per user requirement for classification of the network traffic
to identify DDoS attack traffic. Our approach is
cost effective in comparison to several other competing methods. The Proposed frameworks exhibit
three important features.
(1) Unlike a wrapper approach, our approach
does not need to use fixed classifier.
(2) Our approach is cost effective due to the use
of a parallel ranking approach.
(3) Our approach yields high accuracy.
• We present an active learning approach to select
appropriate instances of traffic from batches of
training data to classify network traffic with high
accuracy. We establish the method both theoretically as well as experimentally using several
benchmark datasets. Our approach is effective in
recent scenarios and demonstrates high accuracy
consistently.

a) Feature Ranking: Ranking the features may obtain an optimal feature subset for classification to
reduce high-dimensional data in machine learning
problems.
b) Scalability: Handling the scalability issue properly will enable the processing of voluminous data
in near real time.

• We present a case study on DDoS attack on electrical power systems, which constitute critical infrastructure.

c) Distributed Approach: Going beyond the centralized way, distributed approaches are likely to allow
treatment of a large volume of data in real time.

1.3. Organization

Classifification of high speed traffic requires a large
number of resources for training. It is often necessary to
sample a small portion of the data and train the classifier

The rest of the paper is organized as follows. Section 2 includes discussion on several different existing
approaches. Details about feature ranking and active
3

learning are reported in Section 3 and Section 4, respectively. In both sections, our proposed frameworks,
procedural designs, and experimental findings on different datasets are elaborated. In Section 5, we provide a
case study on detection of DDoS attacks on an electric
power system. Section 6 provides the conclusion and
future work.

In Table 1, we compare a few approaches for DDoS
traffic detection. We observe the following.
• Faster and appropriate ranking of each feature for
a given class can enhance the classification performance significantly.
• Statistical techniques such as correlation and dispersion measurement can help estimate the rank of
a feature for a given class effectively.

2. Related Work

• Instead of testing a detection method on a small
amount of data, we need to look for a bigger
dataset for better training.

2.1. Feature Ranking
A number of methods have been developed to classify
abnormal or DDoS traffic from normal network traffic.
Chawla et al. [32] discussed a method to discriminate
legitimate traffic generated by a flash crowd from DDoS
traffic using Pearson’s product moment correlation coefficient (PPMCC). However, the method did not focus on
choosing features necessary for effective classification.
Zhang et al. [23] developed a non-parametric enhanced
classification scheme using correlation computation. A
drawback of this approach was that it had access to only
a few training samples.
Luo and Jingbo [24] developed an intrusion detection
method by creating a four-angle star based visualization
technique to generate features. In this method, intrusion
detection was treated as a 5-class classification problem
and evaluated using the KDDcup99 dataset, considering
a small number of features.
Bravi et al. [34] associated scores to features to assess
their relevance. They used regression assuming that the
process underlying the generated data can be approximated by a continuous function. Their approach solved
a minimum zero-norm inversion problem using a neural
network. They performed concave approximation of the
zero-norm function and defined a smooth, global optimization problem to be solved, to estimate the relevance
of the features.
Ravale et al. [31] combined K-means clustering and
RBF kernel Support Vector Machine (SVM) in a classification module to decrease the number of attributes.
They tested this approach on the KDDcup99 dataset
[43]. Cao et al. [40] used an adaptive SVM with Principal Component Analysis (PCA) to find the relevance of
the features. Yusof et al. [33] used a hybrid KNN-SVM
method for classification to detect and predict DDoS
traffic.
Jia et al. [42] proposed and established a DDoS attack
detection method with hybrid heterogeneous multiclassifier ensemble learning. The algorithm used is a heuristic detection algorithm based on Singular Value Decomposition (SVD) [44, 45], validated using the KDDcup99
dataset.

• We need to use datasets that reflect current networks, so that the approach can be extended to handle Big Data now.
• In the context of high speed network traffic, we
need to achieve cost effective classification. So,
feature selection using parallel computation is
likely to be helpful.
2.2. Active Learning
In the past years, a substantial amount of work has
been carried out for improved Internet traffic classification [46]. For traffic policing, network security and traffic management, IP (internet protocol) traffic classification is essential. Some widely used techniques are portbased traffic classification, payload based traffic classification (Deep Packet Inspection), statistical approaches
and machine learning approaches [47], [48], [49], [50],
[51], [52].
Port-based traffic classification is a fast and simple
method, but several studies have shown that it doesn’t
perform consistently [53]. Payload-based classification
inspects the contents of each packet to identify the application. It uses unique payload signatures for further
detection and classification with high accuracy. DPI
(deep packet inspection) adds complexity to the solution of security, i.e., it uses firewalls, intrusion detection
systems, session border controllers, and honeypots/nets
arranged at network margins to defend security boundaries. These processes require regular monitoring, configuration changes, and log analysis [54], [55], [56].
The effectiveness of such ‘deep packet inspection’ techniques is diminishing because such packet inspection
relies on two related assumptions.
• Third parties unaffiliated with either source or recipient are able to inspect each IP packet’s payload.
• The classifier knows the syntax of each application’s packets.
4

Table 1: Comparison of Some Existing Works
Author and Year
Zhang et al. [23],
2013

Objective
Traffic classification

Approach Used
Non-parametric

Technique Used
Correlate Information

Luo and Jingbo
[24], 2014

Intrusion detection with fewer
features
Intrusion detection

Visualization of
features

Compute distance
between samples

Reduction
number
attributes

Discrimination
of DDoS attacks
from flash events
Detection
and
prediction
of
DDoS attack
Feature ranking

Correlation

K Means clustering and RBF kernel Support Vector
Machine
Pearsons Product
Moment

Hybrid classification

KNN-SVM

Feature scoring

Concave approximation

Cao et al. [40],
2017
Jia et al. [42],
2017

Traffic classification
DDoS attack detection

Machine learning
Ensemble learning

SVM and PCA

Our Work

Ranking of network traffic features

Parallel computation

Ravale et al. [31],
2015

Chawla et
[32], 2016

al.

Yusof et al. [33],
2016
Bravi et al. [34],
2017

of
of

1

http://l7-filter.sourceforge.net
http://tstat.tlc.polito.it
3
http://www.cs.umd.edu/projects/wifidelity/tracing
4
http://mawi.wide.ad.jp/mawi/
5
http://kdd.ics.uci.edu/databases/kddcup99/kddcup99.html
6
http://ita.ee.lbl.gov/html/contrib/WorldCup.html
7
https://www.caida.org/data/
8
https://www.ll.mit.edu/ideval/data/
9
http://www.csie.ntu.edu.tw/ cjlin/libsvmtools/datasets
10
http://www.unb.ca/cic/research/datasets/ids.html
11
http://agnigarh.tezu.ernet.in/ dkb/tucannon/index.html
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5

Hybrid
heterogeneous
multiclassifier
and
Singular
Value
Decomposition
(SVD)
Correlation, Dispersion

Tool/Dataset used
17-filter1 and Tstat2 tools,
sigcomm traces3, IBNL
traces [29], keio trace, wide
trace4, and IP trace dataset
[30]
KDDcup995

KDDcup99

1998 FIFA World Cup6,
CAIDA7, MIT DARPA8 and
GENI [32]
KDDcup99

Poland electricity load [35],
[36], diabetes [37], Santa
Fe laser [38], [39], housing9,
abalone dataset9, cpusmall9.
Andrew Moore [41]
KDDcup99

MIT-DARPA,
CAIDA,
ISCX10and TU-CANNON
tool11

3. Feature Selection and Ranking using Parallel
Computation

Usually, customers may use encryption to obfuscate
packet contents (including TCP or UDP port numbers),
and governments may impose privacy regulations to
constrain the ability of third parties to lawfully inspect
payloads. Thus, the first assumption may not hold. The
second assumption makes it necessary that commercial
devices will need to be updated frequently to stay ahead
of changes in application packet payload formats.
Researchers are looking for new developments in
traffic classification. One observation is that at the network layer, Internet traffic exhibits statistical properties
considering charracteristics such as the distribution of
flow duration, flow idle time, packet inter-arrival time
and packet lengths. These are unique for certain classes
of applications and enable different source applications
to be distinguished from each other. The relationship
between the class of traffic and its observed statistical
properties has been noted in [50]. The authors analyzed
and constructed empirical models of connection characteristics such as bytes, duration, and arrival periodicity
for a number of specific TCP applications. Dewes et al.
[51] analyzed Internet chat systems by focusing on the
characteristics of the traffic in terms of flow duration,
packet inter-arrival time, packet size and byte profile.
Lang et al. [57], [58] also observed distinctive traffic characteristics such as the distributions of packet
lengths and packet inter-arrival times, for a number of
Internet applications. The results of these works have
stimulated the development of new classification techniques based on statistical properties of traffic flow. The
need to deal with traffic patterns, large datasets and
multi-dimensional spaces of flow and packet attributes
is one of the major reasons for the introduction of machine learning techniques in this field.
Several other supervised methods have been proposed for classification of network traffic [23], [59],
[60]. The classification results obtained by these methods relied on the quality of the labelled samples used
for learning. Supervised classifiers provide better classification, if there are accurate and adequate amounts of
labelled samples for training. Park et al. [61] showed
that accuracy was sensitive to site-dependent training
datasets, while Erman et al. [62] showed different accuracy results between the two data traces analyzed with
the same ML algorithms. Active learning is a semi–
supervised approach which can address these issues.
However, the amount of work on active learning based
classification of network traffic has been limited till this
time.

Being able to classify network traffic correctly and
quickly has great impact on areas such as performance
monitoring, QoS, user behavior analysis, user accounting and intrusion detection [63], [64], [65]. Effective and efficient classification algorithms that can work
with large amounts of data are also useful in areas such
as microarray analysis [66], [67], image classification
[68], [69], face recognition [70], [71] and text classification [72], [73]. Many datasets that need to be processed also are high dimensional, i.e., they have a large
number of features. Feature selection often leads to better classification of data by enabling better extraction of
relevant patterns.
Generally, in a single dataset, feature selection is performed in a centralized setting. However, data can naturally occur in a distributed manner or we can partition
and store the data for handling in a distributed manner. Thus, an approach to feature selection should be
able to handle voluminous data or multiple partitions
of a dataset concurrently. There are several ways to
distribute the feature selection task [74]. According to
Bolón-Canedo et al. [2], there are four reasons to apply
a distributed feature selection procedure.
• The data may be in a single large set.
• The data may be in different sets in different locations.
• In real time, infinitely large volumes of data may
be arriving continuously.
• The dataset may not be particularly large, but different feature selection methods can be applied in
parallel to evaluate what works well, and whether
it helps to use different sets of features in an ensemble situation.
3.1. Feature Selection
Research on feature selection was initiated around
1960 [75]. Feature selection can be defined as a technique to choose a subset of relevant features by removing irrelevant and redundant features [76] from a dataset
to build learning models [77]. Thus, it includes a search
process to find a best feature subset from all possible
subsets. An evaluation measure is applied to estimate
and evaluate the relevance of each feature subset for
a given class. We can select or rank features in three
ways: wrapper, filter, and embedded methods.
6

Figure 2: Two ways of partitioning a dataset
bandwidth. There are two major issues that hamper network data analysis for DDoS attack detection: (i) A
huge amount of data can be loaded in the buffer within
a short time frame, and (ii) Because of changes in the
pattern of traffic, data become heterogeneous, making it
harder to mine useful information or pattern.
An intrusion detection system needs to achieve high
accuracy with efficient computation. Feature selection
can provide an edge in intrusion detection in achieving
maximum performance. We select a subset of relevant
features to build the defense system. Detecting attacks
in real time is often difficult due to the huge amount of
data flowing on the Internet. Feature selection can reduce the amount of computation and model complexity.
It can help select a minimum number of features from
the original feature set to achieve high detection accuracy [86]. An effective feature subset can improve the
training and testing times of an intrusion detection sys-

3.2. Feature Selection in Intrusion Detection
A number of methods for network traffic classification have been proposed [78], [46], [79]. Traffic classification is normally an essential component in QoS
control [80] and intrusion detection [81], [82]. With the
popularity of cloud computing [83], [84], the number of
applications deployed on the Internet is quickly increasing. The types of techniques applied for classification
for intrusion defense most commonly include decision
trees, artificial neural networks (ANN), naive Bayes and
fuzzy set theoretic approaches. These approaches can
be further categorized based on prior knowledge used
during feature selection, into three, viz., supervised,
semi-supervised and unsupervised.
DDoS attacks represent a major type of intrusion.
The size and speed of DDoS attacks are increasing day
by day [85]. The perpetrators of this type of attack are
always changing their style of attack to consume more
7

tem and can make the system lightweight, and hence
suitable to perform in real time.

(a) Pre-processing. To build the prototype, we choose
five attributes of network traffic, source IP address (f1),
destination IP address (f2), source port number (f3),
destination port number (f4) and frame length (f5) of
each traffic sample. Using editcap1 and Tshark2 , we
obtain the values of these attributes from traffic data
containing about 1,000,000 packets. An empirical study
was conducted to observe the behavior of our model by
varying the number of partitions. Our observation is that
the proposed framework is scalable for any number of
attributes or features. We check the accuracy behavior
as we vary the partition numbers for each dataset.

3.3. Feature Selection in Parallel Computing
In recent years, many efforts have been made to
exploit GPUs (Graphic Processing Units) as a parrallel
computing environment [87], [88]. Morán-Fernández
et al. [89] compared centralized and distributed feature
selection methods. According to them, by partitioning
the dataset vertically or horizontally we can achieve
higher classification performance at significantly
reduced running time. Figure 2 shows these two
partitioning approaches. Ramı́rez-Gallego et al. [90]
designed the Fast Minimum Redundancy Maximum
Relevance (Fast-mRMR) algorithm and implemented
it on several different platforms, namely, CPU for
sequential execution, GPU for parallel computing, and
Apache Spark for distributed computing using Big Data
technologies.

(b) Dataset Partitioning. To perform distributed parallel computation, we partition the network traffic data
vertically. We vary the number of partitions and compute the rank of each feature in each partition. We also
track execution time in both a sequential environment
and in a parallel environment.
(c) Parallel Ranking. Each partition is processed on a
machine with GPUs without any overlap. The rank calculation is performed for each partition individually. We
consider both relevance and redundancy while computing the rank of an attribute. Two methods are used to
derive the rank of each feature.

We can distribute the computational load of a voluminous network traffic dataset among the cores of a GPU
and apply feature selection approaches to each core locally. The features selected can be put together and
ranked on a cumulative basis. This distributed parallel approach can handle a large dataset and process it in
near real time without compromising quality.

Definition 1: Correlation rank Ri is defined as the
rank of a feature fi , given by the correlation coefficient Cori over all other features of the feature
0
subset S for the given class Ci . This coefficient
gives a measure of the correlation of the feature fi
with all other features from the same subset.

3.4. Parallel Cumulative Rank (PCR): The Proposed
Method
We aim to develop a cost effective method to classify
large volume network traffic for detection of DDoS attacks by operating over an optimal subset of features in
a parallel computing environment.

Definition 2: Dispersion rank Di is defined as the
rank of a feature fi , given by the dispersion coefficient or index of dispersion Dispi over all other
0
features of the feature subset S for the given class
Ci . This coefficient gives a measure of how the
instances of the feature fi are clustered (homogeneous) or dispersed.

3.5. Framework
Figure 3 shows our proposed framework as a prototype model. The whole process can be visualized in
terms of three major tasks, as discussed below.
3.5.1. Feature Ranking
This work starts by ranking the features for each partition of a dataset. The rank of a feature defines the
relevancy and non-redundancy of an attribute or feature. Later, a global or cumulative ranking is computed
by combining the individual ranks for each partition.
Higher the rank, the higher the likelihood of being included in the feature subset for classification. There are
three sub-tasks, performed in parallel. The sub-tasks are
described next.

Definition 3: Cumulative rank Cumi is defined as
the global rank of a feature fi over all other fea0
tures of the feature subset S for the given class Ci .
This rank is the cumulative rank considering both
correlation rank and dispersion rank of the feature
0
fi of the feature subset S for the given class Ci .
1 https://www.wireshark.org/docs/man-pages

editcap.html

2 http://www.wireshark.org/docs/man-pages/tshark.html
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Figure 3: Proposed Framework of PCR
c.1 Correlation rank: We use a correlation measure to
compute dependency of an attribute on all other attributes. The rank of an attribute can be computed
based on the correlation coefficient of a given class.
The Pearson correlation coefficient p is a measure
of the linear correlation between two variables x
and y. The Pearson correlation coefficient can take
values from -1 to +1. A value of +1 shows that
the variables are perfectly linearly related by an increasing relationship, a value of -1 shows that the
variables are perfectly linearly related by decreasing relationship, and a value of 0 shows that the
variables are not linearly related to each other.

Figure 4: Abstract Idea of Rank Evaluation

of that attribute. In other words, it is a measure
used to evaluate whether a set of observed occurrences are clustered tightly or dispersed. A higher
dispersion value means a bigger spread. This concept can be applied to rank an attribute, so that we
can get more relevant and non-redundant features.
The dispersion value q of a feature is given by

P
P
P
(n (x ∗ y) − ( x) ∗ ( y))
p= p P
P
P
P
(n (x2 ) − ( x)2 ) ∗ (n (y2 ) − ( y)2 )
(1)
For a set of m features, we can compute m-1 number of p-values for each of the features to find the
relevancy for that class. The mean p-value for one
feature gives the relevancy of that feature w.r.t. all
other features. Thus, a rank among all the features
can be established.

q=

variance σ2
=
mean
µ

(2)

The idea is to find a rank for the feature depending on
the uniqueness of an attribute in a collection of samples.
If any other measure can provide similar rank, we may
be able to substitute one for the other. In Figure 4,
we see that correlation rank provides us the horizontal
uniqueness among the attributes and dispersion rank
provides vertical uniqueness of the attribute.

c.2 Dispersion rank: Dispersion rank can be defined
as a measure used to quantify whether a set of observed instances of an attribute are clustered or dispersed for a given class. A dispersion measure
gives us a score of spread in the values of an attribute in a dataset with respect to the mean value
9

3.5.2. Feature Selection
The feature ranking process provides us a rank for
each feature. We select a subset of best features using
a cut-off point in the rank, which can be chosen heuristically supported by empirical results. We choose three
best attributes for classification with respect to the cutoff
threshold.
3.5.3. Classification
To evaluate the performance of our ranking approach,
we choose a set of five well-known classification algorithms for evaluation. We also check how the accuracy
changes as we vary the number of vertical partitions.
We check the accuracy of the feature ranking process
using five well-known algorithms: Fine KNN (A) [91],
Linear Discriminant (B) [92], Logistic Regression (C)
[93], Boosting (D) [94], and Complex Decision Tree
(E) [95]. Taking one partition with around 100,000
packets from each dataset, we apply the feature ranking
process to get the top three features and use these
features for classification. We choose five classification
algorithms to obtain the accuracy of our proposed
ranking algorithm on any dataset in the given framework. Each of these classification algorithms works
differently, and they may give different accuracies on
the same dataset. We do not focus on the working
principles of the classification algorithms. These classification algorithms can vary depending on availability.

Figure 5: A Snapshot of the Dataset

Cumulative Rank. Cumulative rank is defined as the
rank we get after combining both correlation and
dispersion ranks to compute the relevancy better for
an attribute for a given class, considering all partitions. The correlation rank provides us the horizontal
relevancy and the dispersion rank provides vertical
relevancy of the attribute for that class. The mean value
of both ranks for a single attribute provides one rank
over all attributes for a single partition of the dataset.
So, the ranks of all the partitions are accumulated to
produce a global rank. With variations in the numbers
of vertical partitions, correlation rank and dispersion
rank also vary, and so does the cumulative rank. It is
important to note that the rank of a set of features for
a fixed dataset does not remain the same if we change
the number of partitions, and when we do so, the
classification accuracy also varies. For a fixed dataset,
we may need to tune the number of vertical partitions
to obtain better classification accuracy, and parallel
computation helps such tuning easily.

The following propositions are true for Parallel Cumulative Rank (PCR).
0

Proposition 1: A subset of features S with high
correlation rank for a given class Ci is relevant to
0
the class, i.e., S Ci where represents relevance
(dependence) relationship due to high correlation.
Explanation: Correlation rank is used to assess the
significance of the relation between two or more
variables. Suppose f1 , f2 ,...., fn are features or at0
tributes in the subset of features S of the given
class Ci . If the Pearson correlation coefficient is
close to +1 or −1 for f1 for the given class Ci [as
Pearson correlation coefficient value ranges from
+1 to −1], we say that f1 has relevance to all other
features of that subset of features for the same class
[96], [97]. Features with higher correlation rank
have higher relevancy.

Consider the example shown in Figure 4,
• Let the Correlation Rank of Attribute 2 in the first
partition be 3, and the Dispersion Rank of Attribute
2 in the first partition be 4.
• Then the rank of Attribute 2 in the first partition


( ((3+5)/2) ) = 4
• Suppose there are a total of 5 partitions. The rank
values from all partitions of Attribute 2 are 4, 3, 4,
1, and 5.


• So, the Cumulative Rank is ( ((4+3+4+1+5)/5) )
=4.

0

Proposition 2: A subset of features S with low
dispersion rank for a given class Ci is relevant to
0
the class, i.e., S
Ci , where represents relevance relationship due to low dispersion.
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Table 2: Execution time for feature ranking for different conditions
Experiment
1
2
3
4
5
6
7
8

Partition
Number
1
8
1
2
4
6
8
10

Worker
Number
0
0
5
5
5
5
5
5

Environment
Sequential
Sequential
Parallel
Parallel
Parallel
Parallel
Parallel
Parallel

Average Execution Time (in seconds)
50,000 Packets
100,000 Packets 1,000,000 Packets
67.76
73.84
82.30
68.45
75.57
83.43
10.46
10.85
23.45
10.46
10.87
23.48
10.51
10.91
23.49
10.52
10.93
23.52
10.55
10.94
23.54
10.57
10.97
23.58

1,000,000 packets from each dataset. In each
group, we combine 60% normal traffic and 40%
DDoS attack traffic. The source IP addresses and
destination IP addresses have been converted into
decimal values. A snapshot of the dataset is shown
in Figure 5.

Explanation: Dispersion coefficient (index of dispersion) is a measure to evaluate how the values
or instances of an attribute are clustered or dispersed for a given class. Suppose f1 is a fea0
ture or attribute in the subset of features S of the
given class Ci . The index of dispersion is used to
test for homogeneity of the observations of an attribute [98]. When the coefficient of dispersion is
low, the instances of feature f1 of class Ci are said
to be “under–dispersed (more homogeneous)” or
otherwise, they are “over–dispersed (less homogeneous)”. The lower the coefficient value the higher
is the dispersion rank for the given class Ci . A
more highly homogeneous attribute would be more
relevant for the same class.

b) Workstation Configuration: We perform our experiments on a workstation with a 2.30 GHz processor, 64 GB RAM and a 64 bit Windows 10 operating system. For parallel computing, we use
NVIDIA Quadro K620 GPU with a total available
graphic memory of 34,778 MB, dedicated video
memory of 2,048 MB and 384 cores.
c) Platform Used: We use MATLAB R2016a 64 bit
edition to perform our experiments. This version
of MATLAB has a parallel computing toolbox. We
have used 10 workers in the work environment,
to run our evaluation process concurrently. These
workers are MATLAB computational engines that
run locally. The whole experiment is performed
with workers present in a single machine in a distributed model using the parallel computing toolbox. We assume that the communication time required to send the traffic data to a single worker
node of the GPU from the CPU is constant.

0

Proposition 3: A subset of features S with high
cumulative rank for a given class Ci is relevant.
Explanation: Suppose f1 is a feature or attribute in
0
the subset of features S of the given class Ci . If
it has higher correlation rank and also higher dispersion rank, the cumulative rank or relevancy is
higher for class Ci than all other attributes from the
0
same subset of features, S .
3.6. Experimental Set-up and Results
We use the following datasets and environment to
carry out experiment for the evaluation of PCR.

3.6.1. Results
Initially, we study the effect of partitioning the dataset
and working in parallel on the execution time of the
feature ranking procedure. In Table 2, we see that if
we vertically partition the dataset, the execution time is
increased for sequential computing and it gets reduced
significantly when we do it in a parallel environment.
It is important to see how execution time changes if we
change the the number of workers for a fixed number of
partitions.
In Table 2, we observe the following.

a) Datasets: We use four datasets viz., MITDARPA3 , CAIDA-20074 , ISCX5 , and TUDDoS6 .
Using editcap and Tshark, we pre-process the
three groups of packets with 50,000, 100,000, and
3 https://www.ll.mit.edu/ideval/data/
4 https://www.caida.org/data/
5 http://www.unb.ca/cic/research/datasets/ids.html
6 http://agnigarh.tezu.ernet.in/

dkb/tucannon/index.html
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Table 3: Execution time variation due to variation in the
number of workers for fixed partitions
Number of Partitions = 6
Workers 5
6
7
8
9
10 11 12
Avg.
10.93 9.07 8.12 7.63 7.32 7.13 7.12 7.12
Exec.
Time
(sec)
T seq (execution time in sequential environment) for
50,000 packets with 8 partitions with 5 workers is
68.45 sec
T par (execution time in parallel environment) for
50,000 packets with 8 partitions with 5 workers is
10.55 sec

Figure 6: A graph for execution time vs. number of
workers

Reduction in time (50,000 packets)
=((T seq −T par )/T seq )∗100
=((68.45−10.55/68.45)∗100)
= 84.58 %
Similarly,
Reduction in time (100,000 packets) = 85.52 %
Reduction in time (1,000,000 packets) = 71.78 %
In Table 3 and Figure 6, we see the changes in time
as we vary the number of workers. It takes less time
when the number of workers is high. Table 4 and Figure 7 show that parallel computation time does not vary
much with variation in the number of partitions. We also
see the change in execution time needed for ranking of
the features by changing the number of partitions for a
fixed number of workers and hence the speed-up, which
increases a bit. This study gives us a direction for the
remaining experiments.
From Table 2 onward, experiments are executed on
100,000 packets of network traffic. For classification,
we keep the number of workers fixed and change the
number of partitions to see the change in rank along
with accuracy. We do not increase partition size. However, if we increase the partition size, it would not affect
the execution time (Figure 6). But if we increase the
number of workers, it reduces the execution time (Figure 5). The accumulation of the feature rank from each
partition is just a data gathering process in parallel computing. Whatever the overhead it causes, it is small and
can be ignored due to the advantages gained from parallel computing.
Table 5 and Figure 8 show the accuracies. Accuracy
results are given in Table 6 to Table 9, and Figure 9

Figure 7: A graph for execution time vs. number of
partitions

Table 4: Execution time for feature ranking due to variation in number of partitions for fixed workers

Partitions
Avg.
Exec.
Time
(sec)
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Number of Worker = 10
5
6
7
8
9
10 11 12
7.12 7.13 7.14 7.14 7.15 7.16 7.16 7.15

Table 5: Classification accuracies for one partition for
four datasets
Datasets

Feature
Ranking
f1 f2 f3 f4 f5
4 1 5 2 3

MITDARPA
CAIDA 1
ISCX
2
TU
2
DDoS

2
1
3

4
4
1

5
3
4

3
5
5

Classification
Accuracy
(For Three Top Features)
A
B
C
D
E
89.8 68.0 66.5 86.6 89.2
80.0 62.4 62.4 82.5 84.4
92.8 60.0 60.0 91.4 93.2
95.6 79.8 92.7 94.5 95.2
Figure 9: Accuracy for different algorithms vs. number
of partitions for MIT-DARPA dataset

Figure 8: Accuracy for different algorithms with one
partition (whole) for all datasets

Figure 10: Accuracy for different algorithms vs. number of partitions for CAIDA dataset

Table 6: Classification accuracies for different partitions for MIT-DARPA dataset
Number
of Partitions
6
7
8
9
10

Feature
Ranking
f1 f2 f3
2 1 4
4 2 5
5 3 5
5 1 5
5 4 2

Classification
Accuracy
(For Three Top Features)
f4 f5 A
B
C
D
E
5 3 80 62.4 62.4 84.6 82.8
2 3
89.8 68.0 66.5 86.6 88.9
1 2
5 5 94.8 67.1 67.2 87.4 91.6
1 3 96.6 76.0 71.7 88.0 92.0

Table 7: Classification accuracies for different partitions for CAIDA dataset
Number
of Partitions
6
7
8
9
10

Feature
Ranking
f1 f2 f3
1 2 5
2 1 4
2 4 5
1 5 2
3 4 5

Classification
Accuracy
(For Three Top Features)
f4 f5 A
B
C
D
E
5 3 93.5 71.8 79.1 60.0 94.7
5 4 94.5 67.9 68.6 60.0 95.3
3 2 93.7 66.1 69.5 92.7 95.1
4 4 97.8 84.4 84.9 98.2 97.4
2 1 93.7 66.1 69.5 92.7 95.1
13

to Figure 12. In these tables, we see that for different
numbers of partitions, the same accuracy level is given
by the classifiers. It is because the rank of features is
the same. Suppose, we get ranks for the five attributes
as 4, 2, 5, 2, 3. Then we select the second, fourth and
fifth attributes for classification. Again suppose, we get
ranks for the five attributes as 5, 1, 5, 5, 5. Then we
select first, second and third as the top three attributes.
We see for each dataset that the accuracy is the highest
for one value of the number of partitions. The number
of partitions can be different for different datasets to get
high accuracy. The classification accuracy we get after
partitioning the datasets is higher than without partitioning.
In Table 6, algorithm E seems to show very low variation in accuracy, which is likely due to the nature of
that algorithm. The discussion of these classification
algorithms is out of the scope of this article. In Table
8, Algorithm C is 25% less accurate than Algorithm A.
There is a variation in accuracy along with other algorithms due to change in the number of partition.

Discussion. Based on the experiments already discussed in this paper, we enumerate a few of our observations.

Table 8: Classification accuracies for different partitions for ISCX dataset
Number
of Partitions
6
7
8
9
10

Feature
Ranking
f1 f2 f3
1 2 4
1 3 4
3 1 2
1 4 2
1 3 2

Classification
Accuracy
(For Three Top Features)
f4 f5 A
B
C
D
E
3 5
95.7 72.0 77.6 60.0 96.1
2 5
5 4 96.4 67.8 68.7 60.0 96.3
3 5 97.2 84.4 84.9 97.6 96.2
5 5 96.4 67.8 68.7 60.0 96.4

• Classification accuracy depends on the selection of
an appropriate subset of features.
• An appropriate partitioning of the dataset can help
find the best possible feature subset.
• An appropriate selection of the number of worker
nodes can help achieve better speed-up.
• An inappropriate partitioning may lead to poor
speed-up.
• The selection of the number of worker nodes does
not influence classification accuracy.
• An appropriate dataset partitioning and worker
node selection can help significantly in the selection of the best possible feature subset, and hence
achieve better classification accuracy.

Figure 11: Accuracy for different algorithms vs. number of partitions for ISCX dataset
Table 9: Classification accuracies for different partitions for TUDDoS dataset
Number
of Partitions
6
7
8
9
10

Feature
Ranking
f1 f2 f3
3 1 4
3 1 4
2 1 3
4 2 3
1 3 4

Classification
Accuracy
(For Three Top Features)
f4 f5 A
B
C
D
E
5 2 94.3 89.9 95.7 94.2 93.5
4 5
95.4 79.8 96.7 95.4 94.0
4 5
1 5 96.2 90.8 97.5 98.2 96.8
2 5 95.0 80.4 91.4 93.6 94.9

• We experiment using 6-10 partitions of a single
dataset. After a ranking algorithm is applied, a
specific partition gives us the best feature subset.
We select this best subset. Considering the execution time vs. the number of partitions graphs (Figure 7 and Table 4), we see that the best execution
time for our system occurs with 10 partitions for a
dataset.
• We execute our ranking algorithm a number of
times to decide on the appropriate partition number that gives the best feature subset. This process seems to add significant overhead to our work.
However, in a parallel distributed environment, this
overhead is expected to be negligible. In our experiment, the execution time for the ranking algorithm for 100,000 packets with 6 partitions and 10
fixed workers is almost 7-8 seconds on a single machine. If we apply the same algorithm in a network
of systems in a distributed fashion using a parallel
computing environment in each system, the above
mentioned overhead will be surely negligible.
3.7. Comparison with [99],[100],[101]
In the past, several authors have explored feature selection in parallel computing environments for network
traffic analysis. However, our approach in this paper
differs significantly from [99], [100], and [101]. In Table 10, we show a comparison of our method with these
methods.

Figure 12: Accuracy for different algorithms vs. number of partitions for TUDDoS dataset
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Table 10: Comparison with [99],[100],[101]
Theoretical
Dataset(s) Used
Proof

Method & Year

Key Feature(s)

Bul’ajoul et al.
[99], 2014

Utilization of QoS and parallel technologies

No

Chen et al. [100],
2015

Horizontal and vertical data
compression model and
MapReduce [102] based
parallelization approach
Integration of a simplified
neighborhood classification
using the percentage instead
of group rank

No

Distributed feature selection
in a number of horizontally partitioned datasets and
a parallel cumulative ranker
algorithm to rank the attributes

Yes

Kuttranont et al.
[101], 2017

Our Method

Traffic generated
by NetScanPro7
Tool
Normal and attack traffic from
KDD CUP 19998
and CMDC20129
Normal and attack traffic from
KDD CUP 1999

No

4. Active Learning in Network Traffic Classification

Normal and attack traffic from
MIT-DARPA,
CAIDA-2007,
ISCX,
and
TUDDoS

Performance
40,000 packets are processed. Speed-up factor is
around 3.
8,000 instances are processed, speed-up factor is
4 to 8.
20% out of the 4,90,000
instances is processed,
CPU execution time is
1,112 to 1,116 seconds,
and GPU execution time
is 33 to 37 seconds.
Speed-up factor is 3.
50,000
to
1,000,000
records are processed,
CPU execution time is
around 66 to 84 seconds,
and GPU execution time is
around 10 to 24 seconds.
Speed-up factor is 4 to 7.

tion about traffic characteristics can be sparse and not
coherent. Furthermore, in large-scale networks, direct
information about the label for a specific traffic instance
is missing. All labels can be obtained by querying, but
due to the scale of the network and anonymity issues, it
is very costly.
In the context of this paper, we assume that in a large
network infrastructure, there is a huge surge in network
traffic during a DDoS event. However, the resources to
respond to this increased traffic are fixed, and are not
sufficient. So we need to optimize our response. We
have to classify the traffic to separate legitimate and illegitimate traffic using collective classification.
Collective classification refers to the classification of
a set of interlinked objects using all possible information we have [103, 104]. In order to perform a collective classification task, it is necessary to retrieve class
labels for an initial population of traffic instances and
use these class labels in the next round of classification.
Thus, before classifying the entire traffic, some selected
instances need to be labeled with the required information and their belongingness towards different classes
determined.
Based on the initial information, classification can be

Network traffic identification and classification are
important areas of research for network security, network design, network monitoring and management.
Due to the increasing size of transferred data and the
diversity of applications available, it is necessary to understand the structure and the dynamics of networks,
perform flow prioritization and diagnostic monitoring.
Such activities are helped by traffic analysis, including
classification.
A real time traffic classification approach has the potential to provide solutions for different network management problems, which are difficult to solve using statistical approaches. Every ML algorithm usually has a
different approach to deal with features, leading to different dynamic behaviors during training and classification.
In network traffic classification, one interesting and
yet challenging issue is the variety or spread of information. Spread of information means that every type of
traffic can have unique characteristics or statistical properties. The set of nodes and connections between them
in real network infrastructure is known, but the informa15

Figure 13: Proposed Framework
one might want to test for that activity. During each iteration i, A is broken up into three subsets.

performed for all other remaining instances of network
traffic in batches. The main issue is to determine which
instances should be selected early for labeling. The obvious answer is that it should be started with some random nodes that have class labels or those nodes that estimate the whole network most accurately. This approach
to solve the problem of which nodes’ labels should be
acquired in order to perform the collective classification
involves active learning or active inference.

1. Ak,i : Data points for which the label is known.
2. Au,i : Data points for which the label is unknown.
3. Ac,i : A subset of Au,i , that needs to be labeled based
on learning from the training data.
Most current research in active learning involves the
best method on how to choose the data points for Ac,i .

Active Learning. Active learning is a special case of
semi-supervised machine learning in which a learning
algorithm is able to interactively query the user (or some
other information source) to obtain the desired outputs
at new data points. It is also called optimal experimental design. There are situations in which unlabelled data
is abundant but manually labelling such data is expensive. In such a scenario, learning algorithms can actively query the user, the teacher or the expert for labels. This type of iterative supervised learning is called
active learning. Since the learner chooses the examples,
the number of examples to learn a concept can often be
much lower than the number required in normal supervised learning. With this approach, there is also a risk
that the algorithm may be overwhelmed by uninformative examples.

4.1. Active Learning Framework
We develop an active learning approach to network
traffic classification for detection of DDoS attack using appropriate training samples, identified by an expert
module from a pool of unlabeled data in a batch mode.
4.2. Framework
Figure 13 shows our proposed framework as a prototype. The whole process can be visualized in terms of
various components, as discussed below.
4.2.1. Data Components
We use four datasets, viz., MIT-DARPA10 , CAIDA200711 , ISCX12 , and TUDDoS13 . We choose five attributes of network traffic: source IP address, destination IP address, source port number, destination port

Definition:. Let A be the total set of data under consideration. In the case of a DDoS attack, the DDoS traffic is
embedded in the overall traffic. Thus, A would include
all instances of network traffic that are known to have a
certain malign activity and all additional instances that

10 https://www.ll.mit.edu/ideval/data/
11 http://www.caida.org/data/
12 http://www.unb.ca/cic/datasets/ids.html
13 http://agnigarh.tezu.ernet.in/
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dkb/tucannon/index.html

vectors generated in the previous round of SVM
training of the classifier. The expert module processes the batch of training data to find the required
samples according to the strategy discussed below.
Chosen samples of data and classes are merged
with the previous set of training data, for further
training in the next round. Thus, we can get better boundary lines and an updated set of support
vectors.

number and frame length of each traffic sample, the
same as before. Using editcap14 and Tshark15 , we obtain the values of these attributes from traffic data containing about 1,000,000 packets. The source IP addresses and destination IP addresses have been converted into decimal values.
1. Training Data: Training data are comprised of
both normal and DDoS traffic instances, described
using five attributes. The label for each instances
comes from the pool of labels. These data are used
to train an SVM binary classifier.

Algorithm 1 ActiveRD 1
1:
2:
3:

2. Test data: Test data are also comprised of both
normal and DDoS traffic instances. The labels of
each instance is in the pool of labels. The trained
SVM classifier classifies the test data.

4:
5:
6:
7:
8:
9:

3. Pool of labels: In our framework, we keep all the
labels of training and test data in a separate pool
and for every instance of training and test data,
there is an exact mapping of labels without any error. Labels for training data are given to the expert
module, when needed to provide the appropriate
instances to update the training data for the SVM
classifier.

10:
11:
12:
13:
14:

4. Best Possible Support Vectors: This data component is a set of support vectors, which is updated
iteratively. After complete exhaustion of the training data, this component has the best set of support
vectors to classify the test data.

15:

T rue accuracyi = 100 − (

4.2.2. Process Components
For active learning, we have developed a few core
processing components as per the framework.
A. Selection of training data: To initiate the active
learning process, we select a few random instances
of traffic data from the training data. Learning from
these instances, the SVM computes n support vectors. Using these vectors, the expert module provides the appropriate training samples with class
labels from the pool of labels on request from this
component. 3 ∗ n instances from the training data
are evaluated in the expert system in each iteration.
The appropriate instances are updated by this component during the training stage of the SVM.

f alselabelling
∗ 100) (3)
totaltestlabel

Algorithm 2 ActiveRD 2
1:
2:
3:
4:
5:

B. Expert module: The number of samples in a batch
of training data is thrice the total number support

6:
7:

14 https://www.wireshark.org/docs/man-pages

procedure FindAccuracy
Select a few training samples, T rainS eti .
Train SVM using T rainS eti .
Test SVM on test data.
f alselabelling
T rue accuracyi = 100 − ( totaltestlabel
∗ 100).
BestAccuracy = 0
if T rue accuracyi > BestAccuracy then
BestAccuracy = T rue accuracyi .
BestS VectorS et = S upportVectorS eti
if Training Data Exhausted then
Stop FindAccuracy
else
Input BestS VectorS et to Expert Process.
Call Expert Process for next informative
batch of training samples, T rainS eti+1 .
Go to Step 3.

procedure Expert Process
if Size of BestS VectorS et = n then
Pool 3 ∗ n training data samples as a batch
from original training set.
Calculate Euclid Dist for each support vector
in BestS VectorS et with 3 ∗ n train data samples.
Choose training samples with maximum and
minimum Euclid Dist from each support vector
from BestS VectorS et, to obtain 2∗n or fewer samples.
Input these training samples as T rainS eti to
procedure FindAccuracy
Stop

editcap.html

15 http://www.wireshark.org/docs/man-pages/tshark.html

Expert Module Strategy
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Table 11: Classification Accuracies Vs. Initial Number of Training Instances for All Datasets
Datasets

DARPA

CAIDA

ISCX

TU-DDoS

A

B
10
50
60
70
100
500
10
50
60
70
100
500
10
50
60
70
100
500
10
50
60
70
100
500

C

D

E

F

101
100

10,000

20,000
97

101
100

10,000

20,000
97

101
100

10,000

20,000
97

101
100

10,000

20,000
97

G
72.98
79.71
83.25
95.76
88.35
76.44
83.08
85.66
98.79
94.4
97.57
94.13
89.88
99.46
97.19
96.57
98.21
94.13
84.76
99.91
99.96
99.95
99.91
99.96

5
7
5
5
13
23
10
23
7
42
53
157
14
29
7
35
74
36
11
20
26
37
16
15

For Table 11 to 14 : A. Initial Training Data Instances, B. Number of Training Data Instances in a Batch, C. Total
Number of Training Data Instances, D. Number of Test Data Instances, E. Total Number of Iterations, F. Highest
Accuracy, G. Number of Best Support Vectors of Instances.

– Let n be the number of support vectors generated in the (i − 1)th training iteration of the
SVM classifier.

C. SVM Classifier: The SVM Classifier has two
stages: training and testing. The selected or updated training data are used for learning and construction of the hyperplanes for classification are
performed in this training phase. The generated
support vectors are provided to the expert module
for appropriate selection of instances, which are required for the next iteration of learning. SVM classifier classifies the test data using the hyperplanes
generated in the learning phases.

– A batch of size 3 ∗ n is pooled from the main
training dataset for further evaluation in the
expert module to find appropriate instances
– From each support vector provided by the
SVM classifier, the Euclidean distance is
computed to every sample in the batch. Samples with the shortest and longest distances
from each support vector are selected to
merge with the training data for the SVM
classifier, to create the training data for the
ith iteration. So, the number of strategically
chosen samples is less than or equal to 2 ∗ n.
For these chosen samples, we use the original
classes/labels stored in Pool of labels. The
Euclidean distance can be substituted with
other distance metrics.

D. Evaluate Accuracy: Variations between the classified class labels and the actual class labels are
used to compute the accuracy of the proposed
model. Labels on test data are required for finding the classification accuracy using Equation 3 of
our framework, when the SVM classifier classifies
the test data into two separate classes.
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Table 12: Classification Accuracies Vs. Number of Training Instances in a Batch for All Datasets
Datasets

A

B

DARPA

70

CAIDA

60

ISCX

50

TU-DDoS

60

C
100
200
300
500
700
1,000
100
200
300
500
700
1,000
100
200
300
500
700
1,000
100
200
300
500
700
1,000

D

10,000

20,000

10,000

20,000

10,000

20,000

10,000

20,000

E

F
101
51
35
21
16
11
101
51
35
21
16
11
101
51
35
21
16
11
101
51
35
21
16
11

G
95.76
82.48
91.07
83.27
84.45
84.87
98.79
89.65
99.79
94.4
80.57
97.37
97.19
95.47
98.61
96.32
88.92
97.37
99.96
99.87
99.91
99.99
99.95
98.76

5
10
8
10
9
10
7
35
9
42
38
38
7
83
33
27
34
48
26
17
29
19
11
11

onwards. If a lower number of instances in a batch can
give higher accuracy than a higher number of instances
in the batch, the expert module works less to find the
appropriate instances using support vectors for further
classification.
However, a higher number of instances in a batch
makes for fewer iterations to run through the whole train
dataset. So, in Table 13, we change the total number of
the training instances. A perfect tuning between number of instances in a batch and total number of instances
in train dataset can reduce the iterations to run through
the whole training data. In these four tables, we find
how many instances in the training data can give higher
accuracy with fewer iterations.
In Table 14, we keep the first three columns fixed at
the specific settings for which we get higher accuracies
in the previous tables. However, we change the number
of instances in the test data. This is because, we want
to see how the accuracy changes for a higher number of
instances in the test data. In these tables, we see that
after the tuning of the first three columns depending on
the results of the previous tables, the accuracies do not
vary much with variations in the number of instances in

4.3. Result
We use the datasets mentioned earlier and the following environment to carry out the experiments for the
evaluation of the framework. The set-up has been described in Section 3.6.
In Tables 11-14, we present classification accuracies for the datasets under different conditions. Table
columns are initial training data (A), batch-wise training
data (B), total training data (C), total test data (D), total number of iterations (E), the highest accuracy (F) and
the best support vectors (G). In the tables, we change the
conditions of four columns: initial training data, batchwise training data, total amount of training data, and
total amount of test data one by one, and find the effect
on classification accuracy.
In Table 11, we change the initial instances of training
data (first iteration) for all datasets. We do so to find the
number of initial instances to obtain high accuracy. A
small number of initial instances that give high accuracy
makes the active learning process more efficient.
In Table 12, we keep the number of initial instances
constant to obtain higher accuracy, but we change the
number of instances in the batch for the next iteration
19

Table 13: Classification Accuracies Vs. Total Number of Training Instances for All Datasets
Datasets

A

B

C

DARPA

70

100

CAIDA

60

300

ISCX

50

300

TU-DDoS

60

700

D
1,000
2,000
5,000
10,000
15,000
20,000
1,000
2,000
5,000
10,000
15,000
20,000
1,000
2,000
5,000
10,000
15,000
20,000
1,000
2,000
5,000
10,000
15,000
20,000

the test data (lower to higher), which is desired form the
perspective of active learning.
In Tables 11-14, we have a column for the number of
best support vectors which gives the best accuracies in
a specific iteration. The number of support vectors does
not depend upon any conditions or changes in the first
three columns. After fixing the values of the first three
columns at a specific setting, we get the actual support
vectors for best classification accuracies.
Table 15 shows the difference between execution
times in the sequential environment and in the parallel
environment. The parallel environment is created using
GPU worker nodes, as discussed in Section 3.6. The
version of MATLAB we use has a parallel computing
toolbox. We have used 10 workers in the work environment to run our evaluation process concurrently. These
workers are MATLAB computational engines that run
locally. The entire experiment is performed with workers present in a single machine in a distributed model
using the parallel computing toolbox. We assume that
the communication time required to send the traffic data
to a single worker node of the GPU from the CPU is
constant. In this table, we see that executing the same

20,000

20,000

20,000

20,000

E

F
11
21
51
101
151
201
5
8
18
35
51
68
5
8
18
35
51
68
3
4
9
16
23
30

G
64.41
95.76
95.76
95.76
95.76
95.76
71.56
76.92
76.92
99.79
99.79
99.79
76.17
85.17
98.61
98.61
98.61
98.61
58.88
99.99
99.91
99.95
99.95
99.95

10
5
5
5
5
5
40
43
43
9
9
9
40
49
33
33
33
33
23
18
9
11
11
11

classification procedure in a parallel environment can
reduce the execution time by 15 % - 25 % compared to
the serial execution environment
4.4. Discussion
Based on the experiments reported in this paper, we
enumerate our observations as follows.
• Our experiments demonstrate that a classification
technique supported by an active learning approach is effective for network traffic classification.
• Classification accuracy is largely dependent on
variations in (i) the number of instances in a batch,
(ii) the initial number of instances and (iii) the total
number of instances in training data.
• The number of iterations needed to identify the
best possible support vectors is also dependent on
the above variations.
• From a given training set of instances, we can extract the best possible support vectors for maximum accuracy for the given test data with the help
of active learning.
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(a) Accuracy vs. Number of Initial Training Data (b) Accuracy vs. Number of Training Data Instances
Instances for All Datasets
in a Batch for All Datasets

(c) Accuracy vs. Total Number of Training Data (d) Accuracy vs. Number of Total Test Data InInstances for All Datasets
stances for All Datasets

Figure 14: Accuracies for Specific Scenarios as per Tables 11-14
Table 14: Classification Accuracies Vs. Total Number of Test Instances for All Datasets
Datasets

A

B

C

DARPA

70

100

2,000

CAIDA

60

300

10,000

ISCX

50

300

5,000

TU-DDoS

60

700

2,000

21

D
1,000
2,000
5,000
10,000
20,000
50,000
80,000
1,000
2,000
5,000
10,000
20,000
50,000
80,000
1,000
2,000
5000
10,000
20,000
50,000
80,000
1000
2,000
5,000
10,000
20,000
50,000
80,000

E

21

35

18

4

F
97.8
98.78
99.28
97.58
95.76
96.39
97.25
99.85
96.45
98.28
99.58
99.79
96.39
97.25
98.24
97.27
99.17
96.43
98.84
97.64
97.53
99.87
99.82
99.95
99.94
99.91
99.97
99.95

G

5

9

33

18

Table 15: Execution time in Sequential Computation Vs. Parallel Computation
Datasets

Initial
Number
of Training data
Instances

DARPA
CAIDA
ISCX
TUDDoS

70
60
50
60

Number
of Training Data
Instances
in
a
Batch
100
300
300
700

Total
Number
of Training Data
Instances
2,000
10,000
5,000
2,000

Test
Data

Total
Number
of Iterations

Highest
Accuracy

Execution
time for Serial
Computation
(in sec.)

Execution time
for
Parallel
Computation
(in sec.)

21
35
18
4

95.47
97.25
97.53
99.95

195.522
318.417
187.243
40.798

8.27
15.354
8.772
2.407

80,000

Table 16: Comparison with [106],[107],[40] and [105]
Method
Year

Key Feature(s)

Dataset(s) Used

Jadidi et al.,
2015 [105]

Use of SVM for semisupervised approach

Data from two data centers 94.01% accuracy is
based on Citrix XenServer1 obtained with 129,571
and
VMware
ESXi2, flows
DARPA and CAIDA

No

Haddadi
and ZincirHeywood,
2016 [106]

Use of traffic flow exporters and protocol filters

Zeus dataset3 from the
Snort web site and one
Citadel, one Kelihos, and
one Cutwail traffic data
sets from the NETRESEC
repository4

99.9% detection rate obtained with 10,000 flow
instances

No

Ashfaq et al.,
2017 [107]

Fuzziness based semisupervised learning approach

NSL-KDD dataset5

Maximum accuracy obtained 84% with almost
50,000 records

No

Cao et al.,
2017 [40]

Use of SVM training
model called SPP-SVM
and principal component
analysis (PCA)

Andrew Moore dataset6

98.6% accuracy is obtained with 24,897 samples

No

Our Method

Use of SVM binary classifier for iterative active
learning process

DARPA, CAIDA, ISCX
and TU-DDoS datasets
used

Maximum 99.9% accuracy obtained with
100,000 samples

Yes

1
2
3
4
5
6

&

Performance

Parallel
Execution

https://www.citrix.co.in/products/xenserver/
https://www.vmware.com/products/esxi-and-esx.html
http://www.unb.ca/cic/datasets/botnet.html
http://www.netresec.com
http://www.unb.ca/cic/datasets/nsl.html
https://researchportal.hw.ac.uk/en/persons/andrew-j-moore/datasets/

• We can extract informative samples using the expert module in an unsupervised manner.

• The active learning approach has been found to
perform consistently well with high accuracy for
several datasets.
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4.5. Comparison with [106],[107],[40] and [105]
There is very little work on active learning based or
semi-supervised network traffic analysis. Our approach
in this paper differs significantly from the approaches
discussed in [106], [107], [40] and [105]. In Table 16,
we show a comparison of our method with these methods.
5. Case Study: Detection of DDoS Attack in Electric
Power System
It is instructive and useful to see how our proposed
framework works in a real life scenario. We have acquired 15 datasets on Power System Attacks provided
by Mississippi State University and Oak Ridge National
Laboratory [108]. In the network diagram as shown in
Figure 15, we have several components. Firstly, G1
and G2 are power generators. R1 through R4 are Intelligent Electronic Devices (IEDs) that can switch the
breakers on or off. These breakers are labeled BR1
through BR4. We also have two lines. Line One (L1)
spans from Breaker One (BR1) to Breaker Two (BR2),
and Line Two (L2) spans from Breaker Three (BR3) to
Breaker Four (BR4). Each IED automatically controls
one breaker. R1 controls BR1, R2 controls BR2, and so
on. The IEDs use a distance protection scheme which
trips the breaker on detected faults, whether actual or
faked, they have no internal validation mechanism to
detect the difference. Operators can also manually issue
commands to the IEDs R1 through R4 to manually trip
the breakers BR1 through BR4, respectively. The
manual override is used when performing maintenance
on the lines or other system components.

Figure 15: Power System Framework Configuration
Provided by Mississippi State University and Oak Ridge
National Laboratory

4. Relay setting change (Attack): Relays are configured with a distance protection scheme and the attacker changes the setting to disable the relay function such that relay will not trip for a valid fault or
a valid command.
5. Data Injection (Attack): Here, a valid fault by
changing values to parameters such as current,
voltage and sequence components are imitated.
This attack aims to blind the operator and causes
a black-out.

Power System Attack Datasets:. These datasets consist
of fifteen sets with 37 power system event scenarios in
each. The 37 scenarios are divided into Natural Events
(8), No Events (1) and Attack Events (28). For our
experimental purpose, we consider only the two-class
problem (Natural and Attack) as shown in Table 17.
Types of scenarios include the following.

There are approximately 129 features in every
dataset. There are 29 types of measurements from each
phasor measurement unit (PMU). A phasor measurement unit (PMU) or synchrophasor is a device which
measures the electrical waves on an electricity grid, using a common time source for synchronization. In addition, there are 4 PMUs which measure 29 features for
116 PMU measurement columns. Further, there are 12
columns for control panel logs, Snort alerts and relay
logs of the 4 PMUs/relays (relay and PMU are integrated together). The last column is the marker, and
so in there are total 129 columns in each dataset.

1. Short-circuit fault: This is a short in a power line
and can occur in various locations along the line.
The location is indicated by the percentage range.
2. Line maintenance: One or more relays are disabled
on a specific line to do maintenance for that line.
3. Remote tripping command injection (Attack): This
is an attack that sends a command to a relay which
causes a breaker to open. It can only be done once
an attacker has penetrated outside defenses.
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Table 17: Power System Attack Dataset Structure
Scenario
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
35
36
37
38
39
40
41

Events
Fault from 10-19% on L1
Fault from 20-79% on L1
Fault from 80-90% on L1
Fault from 10-19% on L2
Fault from 20-79% on L2
Fault from 80-90% on L2
Fault from 10-19% on L1 with tripping command
Fault from 20-79% on L1 with tripping command
Fault from 80-90% on L1 with tripping command
Fault from 10-19% on L2 with tripping command
Fault from 20-79% on L2 with tripping command
Fault from 80-90% on L2 with tripping command
Line L1 maintenance
Line L2 maintenance
Command Injection to R1
Command Injection to R2
Command Injection to R3
Command Injection to R4
Command Injection to R1 and R2
Command Injection to R3 and R4
Fault from 10-19% on L1 with R1 disabled & fault
Fault from 20-90% on L1 with R1 disabled & fault
Fault from 10-49% on L1 with R2 disabled & fault
Fault from 50-79% on L1 with R2 disabled & fault
Fault from 80-90% on L1 with R2 disabled & fault
Fault from 10-19% on L2 with R3 disabled & fault
Fault from 20-49% on L2 with R3 disabled & fault
Fault from 50-90% on L2 with R3 disabled & fault
Fault from 10-79% on L2 with R4 disabled & fault
Fault from 80-90% on L2 with R4 disabled & fault
Fault from 10-49% on L1 with R1 and R2 disabled & fault
Fault from 50-90% on L1 with R1 and R2 disabled & fault
Fault from 10-49% on L1 with R3 and R4 disabled & fault
Fault from 50-90% on L1 with R3 and R4 disabled & fault
L1 maintenance with R1 and R2 disabled
L1 maintenance with R1 and R2 disabled
Normal Operation load changes

Class Type

Natural Events

Attack Events

Natural Events

Attack Events

NO EVENT SCENARIOS

have presented a method to rank traffic features to support the selection of a best subset of features to achieve
high classification accuracy. To handle large volumes
of network traffic, we present a parallel computation approach. In addition to theoretical evidence, our experimental results are convincing from both execution time
performance as well as classification accuracy. Further,
we uncover interesting findings regarding the interaction of worker nodes and dataset partitions with classification accuracy. PCR can be extended by incorporating

5.1. Results
We combine our frameworks of feature ranking and
active learning to discover anomalies in these datasets.
The results are presented in Table 18.
6. Conclusion
Classification of anomalous traffic is difficult in current networks and systems, especially when it is necessary to deal with a large volume of traffic instances. We
24

Table 18: Execution Results Using Active Learning to Detect Intrusion using Ranked Feature
Datasets

1
2
3
4
5
6
7
8

Active Learning
Parameters
Number Number of
of Initial Samples in
Samples Batch

10

100

Number of features
Features in Optimal
in Optimal Feature Set Feature Set

Accuracy
(10-Fold
Cross Validated)

3
3
3
2
2
2
5
2

92.94
94.26
99.19
99.45
99.61
97.98
90.63
97.60

9

11

10
11
12

3
3
2

13

12

14

9

15

15

61, 92, 48
48, 77, 28
115, 63, 11
115, 48
28, 98
115, 65
48, 77, 115, 5, 69
26, 84
77, 65, 115, 48, 26,
61, 11, 15, 94, 57, 5
115, 77, 98
92, 115, 77
115, 106
27, 57, 15, 65, 28,
104, 106, 48, 92, 63,
42, 11
67, 65, 92, 115, 11,
98, 38, 69, 106
56, 115, 94, 26, 72,
84, 67, 107, 128, 42,
35, 65, 11, 17, 21

soft computing and other techniques to enable ranking
of features for critical voluminous data spaces to establish its generality. Work is underway towards development of a fuzzy reasoning enabled PCR supported by
active learning.
We have presented a method to learn from traffic in
batches to label test instances to maintain high classification accuracy. To handle voluminous network traffic,
we use the active learning approach with fewer training samples. We justify the suitability of this approach.
In addition to theoretical evidence, our experimental results are convincing from classification accuracy. Our
frameworks work well on power system attack datasets.

90.61
99.47
83.20
96.73
89.56
81.90
99.71
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