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Server Hello
Server Certificate

Server Key Exchange
Certificate Request
Server Hello Done

Client Certificate
Client Key Exchange

Certificate Verify
[Change Cipher Spec]

Finished

[Change Cipher Spec]
Finished

HTTP Request

Client
Validates
Server
certificate

Server
validates
Client
certificate

Server parses Client
certificate and gets
CN, DN

Bind Request

Bind Success

Search Request

Search Entry

Send Requested
Web Page

( DN, Auth Type,
 Passwd )

( Base DN,
Filter )

( DN, Attribute
List )

Server parses the attribute List
get the Attribute Certificate,
validates the User for Privileges
to requested Web Page
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