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1. Introduction
Much recent cryptography research has been focused on solving problems that pertain to secure electronic voting.  Specifically, different forms of cryptography are being applied in order to achieve the all-important voting system properties of privacy/anonymity, accuracy, verifiability, receipt-freeness, in-coercibility, and robustness.   The Paillier cryptosystem based on the composite residuosity class problem has received much of the research interest due to possessing some important properties useful in the e-voting application.  The Paillier’s scheme enables the distribution of trust across a number of system participants and further enabling its use in the e-voting application. One version of the Paillier schemes was implemented by former UCCS graduate student, Brett Wilson, as a web service. 

This paper presents some suggestion on the optimization of current Paillier Cryptosystem especially in the area of encryption/decryption optimization and user interface.  

2. Pailliar Crytosystem Overview
Pailliar Cryptosystem is a probabilistic encryption scheme based on computations in the group Z*n2, where n is an RSA modulus. This scheme has some very attractive properties, in that it is homomorphic that can be informally stated as follows:

E(M1 + M2) = E(M1) * E(M2) and E(k x M) = E(M)k

That is, the encryption of the sum of two messages is equal to the product of the encryption of each one. This can be used in applications that require computing with encrypted numbers: voting schemes and lottery protocols. 

In e-voting applications, the ability to perform decryption, i.e. the knowledge of the secret key, gives a huge power. A way to reduce the trust in such a secret owner, and consequently to increase the security as well as the availability, is to share the secret between many entities in such a way that cooperation between them is necessary to decrypt. A threshold decryption scheme is a protocol that allows any subset of t + 1 out of L entities, or servers, to decrypt a ciphertext, but disallows the decryption if less than t servers participate in the protocol. 

A threshold cryptosystem consists of the four following components:

1. A key generation algorithm (administrator): 

· Takes as input a security parameter k, the number L of decryption servers, the threshold parameter t and a random string w;

· It outputs a public key PK, a list of private keys, SK1, ….SKL and a list of verification keys, VK1,..VKL (the public key PK and all the verification keys VK, VKi are publicized and each server receives its share Ski of the secret key)

2. An encryption algorithm (voters) 

Each voter broadcasts an encryption of the vote (by sending it to a bulletin board) together with a proof that the vote is valid. All the valid votes are then combined to produce an encryption of the result, using the homomorphic property of the encryption scheme. 

· It takes as input the public key PK, a random string w, and a clear text M

· It output a ciphertext c

3. A share decryption algorithm(servers) 

· It takes as input the public key PK, an index 1<= I <= L, the private key Ski, the list of verification keys, VK1…VKL,  and a ciphertext c

· It outputs a decryption share ci and a proof of its validity proofi

4. A combining algorithm

· It takes as input the public key PK, a ciphertext c, a list of decryption shares, c1….cL, and a list of validity proofs, proof1..proofL

· It outputs a cleartext M or fails

To operate the e-Voting threshold cryptosystem, the following parties are normally assigned: an administrator, a combiner, a set of L servers, and voters.  Fig. 1 shows tasks assigned to each party and how the system is operated in order. 
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Figure 1: Step by step operation of e-Voting System[1]
3. Related Work
There is several independent works that are also related to cryptosystem scheme for application like e-voting and lotteries. For example, in [4], Hirt and Sako propose a general method for building receipt-free election schemes, i.e. protocols where vote-buying or coercing is not possible because voters cannot prove to others how they voted. Their method can be applied to make a receipt-free version of the threshold cryptosystem scheme without losing the efficiency gain as in the non-receipt free case.

The threshold cryptosystem implemented in [1] assume for simplicity a trusted dealer for setting up the keys initially, and it assume that the modulus used is a safe prime product. In [5], Damgard and Koprowski propose techniques by which one can drop these restrictions at the expense of an extra intractability assumption.  

4. Suggested Optimization/Improvement
In [1], the author suggested several improvement areas for the implemented e-voting system. One of the suggestions is the optimization of encryption and decryption method. The author specific suggested the reader to refer to [3] for the improvement. 

One of the major concepts in optimization the encryption and decryption is to simply one of the public keys to g=n+1. In [3], several mathematic theories and lemma shows that the simplification can be used without losing security. This simplification also leads to another concept. That is, the radon value, s, used in the encryption process can be generalized and decide after the public and private keys have been generated. 

Table 1 summarizes the changes in the encryption and decryption operation comparing to the implemented scheme

Table 1: Encryption/Decryption Scheme Comparison

	Current Paillier System
	Suggested Paillier System

	Key Generation
g = nαmodn2
	Key Generation
g=n+1

	Encryption:
C = gMxnmodn2
	Encryption:
C = gMxnsmodns+1

	Decryption
M = L(cλ(n) mod n2)/L(gλ(n) mod n2) mod n
	Decryption
1. cdmodns+1 ( (1+n)jMdmodns 
2. gdmodns+1 ( (1+n)jdmodns 
3. (jMd)(jd)-1 = Mmodns 


After simplifying the public key g=n+1, while encrypting, instead of computing (1+n)m directly, the computation can be done in the following
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This method of calculation allows the change with a O(ns) size exponent for O(s) multiplications by calculating the binomials using
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The current working implementation of the E-Voting system is basically a proof of concept.  In order for it to be viable as an actual model for voting, the interface would need to be available on the web.  In order to accomplish this, there would need to be a way for multiple administrators to encrypt and decrypt voting results in the way explained above, as well as a way to uniquely identify voters and ensure that there would be no duplicate ballots.

In order to set this up, you would need to make a number of additions to the current database.  As it is set up, only the election names, ballot names, and votes are contained in the database.  In order for the website to be functional, there would need to be a database that identified users, and classified them as administrators or voters.  Additionally, there would need to be an eligibility table to keep track of the elections users are able to vote for.  Finally, you would have to track in the database what stage of decryption/encryption the election was in, and who the relevant administrators for a given election were.

[image: image4.jpg]il

Database Schema

i)





               Figure 2: Proposed redesign of the E-Vote Database


The end user would be directed to a login page, where they would input a given username and password on a secure web page.  From there, depending on the user class, they would be directed to an administrator page or a voter page.  The voter page would have a list of elections the voter was eligible for and a link to access the ballots for that election.


The administrator page would have a list of all elections that the user was administering, and an option to use their encryption key to encrypt/decrypt a given election.  Administrators would also be given the option of creating new elections and assigning other users as administrators on a created election.
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Figure 3: Proposed Website Layout


An additional improvement to the data structure we would suggest would be the elimination of data storage in XML files.  Currently, a part of the information is stored in a MSSQL database, and another part stored in XML files, which are vulnerable to corruption or alteration by an intruder.  Standardizing the data to be all contained in one database would add a level of security and reduce the complexity of the installation.

5. Future Work
Due to time constraint as well as a considerable amount of time spent setting up and understanding the system in [1], the suggested improvement were not able to complete during this semester. As a result, one of the suggested future work for this project is to implement the suggested optimization. 

Another area of future work is to integrate the cryptosystem protocols described in [4]-[5] and to evaluate the change in security performance with the addition of the protocols. 

Finally, the biggest change that would be needed to make the system usable would be an addition of the web interface and the implementation of a users table.

6. Conclusion
In this report, the concept of the threshold cryptosystem is described using the implementation of the system in [1] as an example. Since the system implemented in [1] is the simple version of the threshold cryptosystem, two suggestions were made in this report for the optimization of the system. 

The first suggestion is to simplify one of the public key generation from g = nαmodn2 to g=n+1. This simplification reduces the encryption computation speed from a O(ns) size exponent to O(s) multiplications.  Another suggestion is to implement the system in web interface
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