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1 Introduction

This project plan is the top level-controlling document for the DITSCAP project.

1.1 Overview and Project Background

The purpose of this project is to complete the processes defined in the Defense Information Technology Security Certification & Accreditation Process (DITSCAP) package on the E-voting system developed by Brett Wilson.  The main objective of this project is to assess the security characteristics of the E-voting system and to report the findings of the assessment.

The E-voting system was created by Brett Wilson to fulfill his Master’s of Computer Science master project requirement.  This system implements a Paillier threshold cryptography scheme in order to fulfill the necessary voting properties to include privacy/anonymity, accuracy, verifiability, receipt-freeness, in-coercibility, and robustness.  
1.2 Task Description

A System Security Authorization Agreement (SSAA) document will be created from the DITSCAP package for the E-voting system.  In order to complete the SSAA document, security evaluations, threat assessments, security penetration tests, and risk mitigation will be conducted on the E-voting system.

1.3 Deliverables

Completed SSAA document

1.4 Assumptions and Constraints

· Since this project has no specified monetary budget, only the e-voting systems which is readily available to the University or network systems which can be made available for the purposes of this research will be considered; no software will be purchased for this project.
· While there is no financial budget for this project, there is a real resource limitation: student hours.  We will track the hours spent on this project, and include this information in the final report; this information may be useful to future groups attempting similar projects.
· Network Security is assumed to be a topic of greatest interest, both to the researchers and to potential users of this information.  Thus, we will focus on these security techniques and penetration testing of the network systems for the bulk of this project.

· At this time most of the network configurations are expected to be performed using a virtual machine product such as VMWare (http://www.vmware.com/) when possible.  This will reduce the hardware requirements for this project.

1.5 References

Wilson, Brett.  Implementing a Paillier Threshold Cryptography Scheme as a Web Service Master Project  : http://cs.uccs.edu/~gsc/pub/master/bswilson/docs/PTCWebService_FinalPresentation.ppt#269,9,Generic%20PTC%20Use
DoD Information Assurance Support Environment : http://iase.disa.mil/ditscap/
What is DITSCAP and SSAA : www.nswc.navy.mil/ISSEC/COURSES/Ditscap.ppt 

DoD Information Assurance Portal :  http://iaportal.dod.mil/portal/page?_pageid=33,152581&_dad=portal&_schema=PORTAL
Project Web site : http://viva.uccs.edu/ditscap
1.6 Definitions and Acronyms

DIACAP – Defense Information Assurance Certification & Accreditation Process

DITSCAP – Defense Information Technology Security Certification & Accreditation Process

SSAA – System Security Authorization Agreement 
DAA – Designated Approving Authority

2 Management Structure

2.1 Project Organization

Our project has a centralized structure. We have a 5 software engineers, a project coordinator and project manager. Each network component would be handled by 1 or 2 software engineers. All major project decisions would be made by the project manager. In addition the project manager in consultation with Boeing and other team members would decide on deadlines. In addition he would also provide guidelines. Each individual member would make technical decisions and milestones pertaining to his work area in consultation with the project manager and project coordinator.
Each individual in the group has a title and a role. We have a project coordinator that oversees the group, ensures each of the team members has a fair share of workload to do and keeps the whole group to date. Each team member would be working on his assigned network component.

The responsibilities may somewhat overlap. For e.g. the project coordinator along with the above mentioned responsibilities would also work on his network component.

2.1.1 External Interfaces 

Lead Boeing POC is Mr. Izzy Rodriguez.  Other consulting support will be available from the following: Dr. Raymond L Waggoner, Mr. Matt Blackford and others identified by Boeing in response to specific needs of the Boeing team.

The project team is free to consult with the experts and consultants recommended by UCCS, Boeing, and others consulting this effort or identified by the project team.

2.1.2 Internal Structure 


[image: image1]
2.1.3 Roles and Responsibilities

	Role
	Responsibility

	Project Manager 

Dr. Edward Chow
	1. Oversee project functions

2. Communication with Boeing POC,

3. Communication with entire project team, 

4. Approval of all work products before submission to Boeing

	Project Co-coordinator

Samarpita Hurkute
	1. Assimilating information submitted by software engineers,

2. Working on a select network component of e-voting system which will be updated later in the project phase

3. Submitting updated work products to PM

	Software Engineer 1

Shin Nam
	Working on select network component of the e-voting system. 

	Software Engineer 2

Kunal Bele
	Working on select network component of the e-voting system

	Software Engineer 3

Saroj Patil
	Working on select network component of the e-voting system

	Software Engineer 4

Chuck Short
	Working on select network component of the e-voting system

	Software Engineer 4

Rajshri Vispute
	Working on select network component of the e-voting system


2.1.4 Staffing

	Role
	Staff Member Name
	Start Date
	End Date

	Project Manager
	Dr. Edward Chow
	Feb 2007
	May 2007

	Project Coordinator
	Samarpita Hurkute
	Feb 2007
	May 2007

	Software Engineer 1
	Shin Nam
	Feb 2007
	May 2007

	Software Engineer 2
	Kunal Bele
	Feb 2007
	May 2007

	Software Engineer 3
	Saroj Patil
	Feb 2007
	May 2007

	Software Engineer 4
	Chuck Short
	Feb 2007
	May 2007

	Software Engineer 5
	Rajshri Vispute
	Feb 2007
	May 2007


2.2 Communication

The project team will have informal meetings outside the classroom on Mondays after class. The time of this meeting would be mutually decided. Communication other than the meetings would take place on email. It is suggested that every project team member uses his UCCS email id for communication for convenience purposes.

Formal meetings of project team members will take place with Dr, Chow as and when circumstances demand. The time and place of these meetings will be mutually decided.

Meetings involving Boeing and UCCS together will take place at the mutual convenience.

Any communications with Boeing will be done on email, phone or in personal group meetings.

2.3 Risk Management

2.3.1 Risk Identification

· Will the project team be able to handle the network components of the e-voting system?

· Would the e-voting system be installed on the virtual machines in EN-149? What are the alternatives to the e-voting system
· Complexity in PTC (Paillier Threshold Cryptography)
· Can the project be completed in the stipulated time given by BOEING             considering the schedule of the project team as UCCS full-time/part-time              students.

· Delay in feedback from BOEING.

· Incorrect knowledge of security features and solutions regarding network security.

· Security risks: Virus, Trojan horse, Port Scanning, DoS Attacks, Intrusion, etc.
2.3.2 Risk Mitigation and Management

· There should be equal distribution work  to every project team member so as they will be e able to handle the assigned project with their schedule.

· We can use the configured virtual machines for penetration testing purpose. 
· The complexity of Distributed network security and PTC should be resolved with further learning and assistance from Dr. Chow.
· Proper and on-time feedback from the BOEING needed.

· Security Solutions:

· Anti-virus software

· Intrusion Detection Systems

· Firewalls

· Spam filters

· Access Management software

· Identity Management software

· Privacy Management software

· Improper estimates would be corrected for their effectiveness
2.4 Startup

The e-voting system network should be installed on the UCCS virtual machines. After installation the group will devise a plan of attack to penetrate the system. The plan of attack is carried out and security requirements are devised.

The project team member should get consent from the Project manager on his/her work who in turn will take the feedback from BOEING.  

2.5 Closeout

Every Project Team Member should get their final reports to the project Co-coordinator
The project co-coordinator will get the consent from Project Manager.

The final report and deliverables will be integrated and presented to BOEING.

3 Planning and Control

3.1 Resource Identification

3.1.1 Staffing

The Five Team Members and the project co-coordinator have a similar skill set. The tasks will be divided up evenly among the team. Each member will work on individually on assigned part of the project.
3.1.2 Time

· A project plan to be submitted to  Boeing  on 4/4/07
· Interim status updates will be provided weekly.
· Informal meetings among group members will be once in a week. The most convenient time is  after the class on Monday 

· Semi-Formal meetings will be held as and when circumstances demand.

· Formal meetings with Boeing and Dr. Chow to be held once in the middle of April

· Final presentation to Boeing  will be scheduled for the last week in April (date TBD)

3.1.3 Cost

This is a research project with a budget amount of zero. We will be using free hardware resources and software licenses that are currently available to our team. In some cases we may use demo or trail licenses for software.

3.1.4 Materials

We would be using the computer resources at the UCCS lab EN-149.

3.2 Resource Allocation

3.2.1 Schedule

Schedule I: Phases in formulation DITSCAP

	Phase 1 

Definition
	Phase 2

Verification
	Phase 3

Validation

	Analyze
	Initial Certification

Analysis

• System Architecture

• Software Design

• Network Connection

• Product Integrity

• Lifecycle

Management
	Certification/Evaluation

• Certification Test &

Evaluation

• Security Test &

Evaluation

• Penetration Testing

• System Mgmt. Analysis

• Site Accreditation

	Develop Mission
	Vulnerability

Assessment
	Contingency Plan

	Needs Registration
	Prepare Security and

Certification


	Risk Mgmt Review


Schedule II: Administrative schedule

	Date
	Action

	2/15/07
	Team members decided

	3/23/07
	Initial meeting with Boeing

	4/2/07
	Analyze the e-voting system

	TBD
	Review meeting with Boeing

	4/9/07
	Install e-voting system in EN-149

Envisage plan of Attack.

Include nessus for generic penetration testing

Understand basic cryptography and their vulnerability.

	4/16/07
	Follow phases in Schedule I

	TBD
	Follow-up with DAA

	TBD
	Final presentation


The Project Manager is responsible to ensure that adequate resources and funding are provided for:

· Managing requirements

· Project monitoring and control activities

· Engineering activities

· Internal and external coordination

· Peer reviews

If adequate resources or funding are not available, the Project Manager identifies the problem and mitigation strategy on the weekly 5-15 report to senior management.

3.3 Project Monitoring and Control

3.3.1 Project Monitoring

The Project Manager meets with the project staff as required to review technical progress, plans, performance, project metrics and issues.  The size, effort, resources, cost, schedule and critical dependency data are tracked and recorded as appropriate.  

3.3.2 Status Reporting

The Project Manager prepares and submits a 5-15 Report to the Boeing POC each week.  The 5-15 report should take approximately fifteen minutes to prepare and five minutes to read.  At a minimum the 5-15 includes the following items:

· Accomplishments

· Address major milestones, status and deliveries 

· Address process-related activities (Requirements Development & Management, Project Management (Planning/Monitoring/Controlling), Supplier Management, Measurement & Analysis, QA, CM, Engineering, Integration, Verification/Validation, Training, Risk Management and Decision Alternative Studies) occurring this week 

· Report metrics

· Planned Activities for Next Week

· Significant Upcoming Events

· Issues and Concerns 

3.3.3 Formal Customer Reviews

	Project Stage
	Nature of Review
	Type of Review
	Customer Review Comments
	Date

	Requirements Review
	Review the project plan and features to be evaluated
	Review with the “customer” or sponsor
	TBD
	TBD

	SSAA Evaluation Review
	How the SSAA reflects operation of the e-voting system with an acceptable level of risk
	Review with the “customer”
	TBD
	TBD

	Project Final Review
	Review Final Results of SSAA
	Review with “customers”
	TBD
	TBD


3.3.4 Internal Reviews

The Project Manager formally reviews the project status with the Boeing POC on a minimum monthly basis and presents the following types of information.  

· Project Milestones

· Engineering Status

· Risk Management Items

3.3.5 Lessons Learned

TBD

4 Supporting Plans

4.1 Systems Engineering

4.1.1 Alternatives Analysis (include this section if appropriate for your project)

A structured approach (analysis) to major decision-making will be performed that evaluates various alternatives and selects the best value approach.  
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