CANVAS Report for CTF Event at USAFA on 4/25/2007
Subject: Penetration Tools for Front Range Pen Test Exercise
Front Range Voting Machines (FRVM) is a fictitious company located in Denver, Colorado. It was created for the “Front Range Capture the Flag “contest sponsored by the USAFA on 25th April 2007.

FRVM built a voting system using a web interface. It is intended to tally votes for political elections. One person – one vote! There is a web front end and Mysql at back-end.

We were (Team 4 of 3 students) hired to perform a complete system evaluation. We have to perform the ENTIRE voting system/process which includes all hardware, software, policies and the process of the voting system.

The structure of voting system was:
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Rules to follow:
1. We cannot hack or attack any other teams. This exercise was about security evaluation.

2. We may not modify any software, hardware or data that would interface with any other team’s system evaluation.

3. Keyboard time will be shared among members of our team. 

4. If we violate any rule – we will be disqualified and asked to leave.
Our job was to find actual vulnerabilities and recommended solutions. They had given us the IP Address, Subnet and Route. Backtrack was installed on our machine (one for 1 team of 3 students). We have to use different tools like Auto Scan, Nmap, Nessus for scanning and finding the open ports.

We found several open ports like 21/tcp, 25/tcp, 80/tcp, 135/tcp, 139/tcp, 443/tcp, 445/tcp, 1027/tcp. 
Different flags were located through out the system. We were able to find only one flag using Metaspolit 2.0.  

They had given us 3 hours for fining vulnerabilities and our solutions. After that we have to submit the report which they graded. They had selected 5 teams in which two students were from UCCS.

After the completion was over, they showed us where all the flags were located? What was the procedure to find them? At that time we realized that it was easy but we were not able to do it. We just found one flag.
The procedure to find the flags:
1. nmap –F –TS 192.168.104.0/24 – it gives us server IP Address.

2. We found the webserver. Now go to internet explorer and type http://192.168.111.249/ (which is IP of server), Say view source, It will give us directory structure. Check directories and in Images directory there was first flag located. 

3. Go to msf console (loading Metasploit version 2).Use WebDAV and here you get command prompt after running the metasploit.  Now look for directory structure and here in dir FLAG.txt there was Second Flag.
4. Go to C:\Inetpup\wwwroot. First go to webpage and look directory structure for php files. We will find admin.html file. From this we will find admin.php file.
Now in C:\Inetpub\admin.php, we will find the code where are username/password. We try to login the voting system with this username/password and you will get authentication succeed. Here is the third flag.
5. Look for root password. Try to look for hashes.txt. Here we get password. Now try ssh@root IP Address, enter the password (root), it works. Here we get 4th Flag.
6. From the webpage if you enter some field(for serial number) like ; , then you will get SQL error which is the hint that we get SQL password. Try to login to Mysql database. Mysql -  u root. We will be in Mysql database. Show databases; here we will get 5th Flag.
7. In the Serial Number text box, If we enter 123 OR 1=1(for serial number) and try to submit the vote. You will get successful message. That was the most vulnerable situation to voiting system. 
Finally they gave “Demo: Jam-resistant communications WITHOUT a shared secret-- BBC algorithm”that was really good.

The report which we submitted for competition was as follows:
TEAM 4 Report 

Using Nmap our team was able to determine the IP Address of the web server box. After learning the IP Address, Autoscan gave us the open ports and services running behind those open ports. We then used Metasploit 2 Framework to use the WebDAV exploit through port 80.

We gained access to the root directory of the Web Server. From that point, we went to Inetpub/wwwroot   directory and viewed the php script file (admin.php, mycgi.php) from where we found Mysql database and valid IP Address, username and password. 
We recommend that steps to be taken to secure Mysql database from SQL Injection. Patches should be used to prevent exploits. Closing the open ports that are not explicitly necessary for the voting system to work would help. Adding an IDSon the network would allow us to monitor network traffic for known attack signatures. Since we understand that WebDAV is a vulnerability we could set-up the IDS to inform us if this particular attack is taking place.
In order to prevent the attack we would need Host based IDS and firewalls to limit the traffic to the host machine. This system did not incorporate a firewall in front of the web server, which allowed the vulnerability to be exploited.

We recommended that using a different port for the web server. There are numerous vulnerabilities on port 80. We suggest 443 or 445 for more secure https.

We found the flag file in the C:\ directory with the verification number 129765.

Any computers that are attached to the same subnet to the system would be vulnerable after the web server is compromised. Putting the web server on a DMZ would contain damage to the local computer only.

We would also use SNORT to protect or observe the network.

The serial numbers used to verify a voter were sent in clear text and encryption/decryption was not used. If a person was able to get access to traffic between the web server and the user computer, then they could find the pattern to the serial numbers. Some sort of password should be used to verify the serial number. Digital certificates should be used and in order to log in to the system some sort of authentication is needed. (CAC card or some other private/public key)
The system went down after being exploited. This would create angry voters if they could not cast their votes.

……………….End…………………………………………………………………………

I observed that if we would have been used Backtrack or some kind of exploitation tutorials that would be easy for us to find the vulnerabilities. 
It was a Great learning experience….







