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1 Introduction

This project plan is the top level-controlling document for the E-Voting DIACAP project.

1.1 Overview and Project Background

The purpose of the E-Voting DIACAP project is to complete the DIACAP package for the E-Voting system.  The DIACAP package is submitted to the appropriate Designated Approval Authority (DAA) in order to gain Authorization To Operate (ATO) from the government.  This allows the E-Voting software to run on DoD computers.

The DIACAP process replaced the DITSCAP process in July 2006.  Although final instructions have not been released from the government enough information is known to start creating the DIACAP package. 

1.2 Task Description

Study and document the transition from DITSCAP to DIACAP. Include the following DIACAP documents: System Identification Profile (SIP), Implementation Plan, Validation Procedures, and DIACAP Scorecard. 

1.3 Deliverables

· DIACAP package for the E-Voting System containing the following:

· System Identification Profile (SIP)

· Implementation Plan with appropriate information assurance (IA) controls

· Validation Procedures given the IA Controls for the E-Voting system

· DIACAP Scorecard for E-Voting System (blank)

· Document comparing the differences between DITSCAP and DIACAP process

· Traceability map between DITSCAP and DIACAP
1.4 Assumptions and Constraints

Since the DoD has only published interim guidance explaining the DIACAP process, there is a lot of information missing on how to complete a DIACAP package.  At this time there is no documentation on what artifacts are necessary to sell-of IA controls.  Due to this situation DAA’s are relying on the SSAA document to provide them the necessary information.

Also the assumption about the E-Voting system is as follows:


The E-Voting system is an internet program that allows service men and women to vote for elections when they are stationed away from the US.  The site is accessed using a CAC card, which has a valid DoD PKI certificate.

1.5 References

DIACAP Knowledge Service

https://diacap.iaportal.navy.mil/
I-Assure

http://www.i-assure.com

1.6 Definitions and Acronyms

ATO



Authorization to Operate

DAA



Designated Approving Authority

DIACAP


Defense Information Assurance Certification & Accreditation

Process
DITSCAP


Defense Information Technology Security Certification &

Accreditation Process
DoD



Department of Defense

IA



Information Assurance

UCCS



University of Colorado at Colorado Springs

2 Management Structure

2.1 Project Organization

The E-Voting DIACAP package is being assembled by students of the University of Colorado at Colorado Springs (UCCS) enrolled in CS 591.  The faculty POC for this project is Dr. Edward Chow.  Once completed the project will be presented to the Boeing Corporation.

2.1.1 External Interfaces 

The Boeing POCs for this project are: 
· Ismael Rodriguez 

· Raymond Wagner 

· Matthew Blackford  

2.1.2 Internal Structure 

Please see section 4, Organization Chart.
2.1.3 Roles and Responsibilities

	Role
	Responsibility

	Project Manager
	Samarpita Hurkute

	Technical Lead
	Brigette Wilson


2.1.4 Staffing

	Role
	Staff Member Name
	Start Date
	End Date

	Project Manager
	Samarpita Hurkute
	2/07
	5/07

	Technical Lead
	Brigette Wilson
	2/07
	5/07


2.2 Communication

The DIACAP and DITSCAP team will communicate once a week on project status, current problems, and risk items. 
2.3 Risk Management

The risk for this project centers around only having minimal interim guidance on the DIACAP process.  To mitigate this risk, as talked about earlier, in places where the guidance is unclear (like what documentation is needed to meet IA controls) a reference to where the item is talked about in the DITSCAP process will be provided.

2.4 Startup

There are no special steps to start this project. 

2.5 Closeout

The project will closeout once the project deliverables are complete and presented to the Boeing Corporation.

3 Planning and Control

3.1 Resource Identification

3.1.1 Staffing

The staffing for this project will be one person full-time with part-time manager supervision.
3.1.2 Time

The E-Voting DIACAP project will start Feb 2007 and run till April 2007.  At the end of April 2007, the project deliverables will be presented and delivered to the Boeing Corporation.
3.1.3 Cost

There is no associated cost to this project.
3.1.4 Materials

The E-Voting documentation and code written by Brett Wilson (UCCS) will be used to understand this particular system.
3.2 Resource Allocation

3.2.1 Schedule
Project start 




February 2, 2007

Project Plan Document Complete

March 30, 2007

SIP Complete




April 4, 2007

Implementation Plan Complete

April 7, 2007

Validation Procedures Found


April 10, 2007

DIACAP Scorecard Found


April 12, 2007

DITSCAP/DIACAP document complete
April 19, 2007

Traceability matrix complete


April 21, 2007

Project completion  



April 23, 2007

3.3 Process Resources

The Project Manager is responsible to ensure that adequate resources and funding are provided for:

· Managing requirements

· Project monitoring and control activities

· Engineering activities

· Internal and external coordination

· Peer reviews

If adequate resources or funding are not available, the Project Manager identifies the problem and mitigation strategy on the weekly 5-15 report to senior management.

3.4 Project Monitoring and Control

3.4.1 Project Monitoring

The Project Manager meets with the project staff as required to review technical progress, plans, performance, project metrics and issues.  The size, effort, resources, cost, schedule and critical dependency data are tracked and recorded as appropriate.  

3.4.2 Status Reporting

The Project Manager prepares and submits a 5-15 Report to the Boeing POC each week.  The 5-15 report should take approximately fifteen minutes to prepare and five minutes to read.  At a minimum the 5-15 includes the following items:

· Accomplishments

· Address major milestones, status and deliveries 

· Address process-related activities (Requirements Development & Management, Project Management (Planning/Monitoring/Controlling), Supplier Management, Measurement & Analysis, QA, CM, Engineering, Integration, Verification/Validation, Training, Risk Management and Decision Alternative Studies) occurring this week 

· Report metrics

· Planned Activities for Next Week

· Significant Upcoming Events

· Issues and Concerns 

3.4.3 Formal Customer Reviews

Once each step is performed in the DIACAP process a review of the output will be performed among the team members.  No formal reviews with the customer will take place till the end of the project.

3.4.4 Internal Reviews

The Project Manager formally reviews the project status with the Boeing POC on a minimum monthly basis and presents the following types of information.  

· Project Milestones

· Engineering Status

· Risk Management Items

3.4.5 Lessons Learned

A lessons learned session will take place at the end of the project.

4 Organization Chart
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