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Abstract—This document describes a couple shortcomings of Open Source Tripwire as it is implemented in UCCS IT department. OSSEC is suggested as a possible replacement. (Abstract)
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I.  Introduction 

Security should be a major concern for any computer connected to the internet, especially for a server that communicates, with hundreds to thousands of clients. If that one server gets compromised, potentially any client connected to that server is affected. University of Colorado at Colorado Springs (UCCS) has thousands of computers on its network and around 80+ servers supporting those computers.  
Using VMWare ESX to virtualized servers allows UCCS to reduce and centralize the number of physical servers the Information Technology (IT) department manages. A known side effect is VM sprawl, increases the number of virtual servers running due to the ease of creating new servers. IT department created new virtual servers to separate services based on use and security needs for each service.  Each server should have multiple levels of protection such as network firewalls and a Network-based intrusion detection systems (NIDS) as well as host-based firewall and host-based intrusion detection system (HIDS).  In this research paper I propose changing our HIDS from Tripwire to OSSEC.
II. Centralized Management is Needed

An intrusion detection system (IDS) is a hardware device or software program that monitors network or system activity for malicious activities or policy violations and produces reports based on that activity. A host-based intrusion detection (HIDS) is an IDS at the computer system level, monitoring and analyzing the operation system and processes running on that computer. As the number servers increases, managing each insistence of a HIDS becomes time consuming and error prone. A security system with centralized management is needed.

III. Open Source Tripwire
A. Open Source Tripwire Background and Current State
Tripwire started out as an academic project at Purdue University and was released to the public in 1992. In 1997 Tripwire, Inc was founded, a commercial version forked from the academic source [1]. The commercial version of Tripwire is an enterprise HIDS with active development and support. The free version, Open Source Tripwire, development has decreased. The new official binary is from April 2007 and latest source codes modification was in March 2010.
IV. OSSEC to the rescue
OSSEC is an open-source Host-based Intrusion Detection System that can perform log analysis, file integrity checking, rootkit detection, real-time monitoring and active responses.  OSSEC is supported on most platforms; Linux, Unix, BSD, Solaris, Windows, Mac OS X and VMWare ESX. A full list of support operating systems can be found at http://www.ossec.net/main/supported-systems.  OSSEC is still under active development with new release every few months; Oct 2010, Sep 2010, April 2010, Dec 2009, Sept 2009.
A. OSSEC Background
OSSEC was written by Daniel Cid and made public in 2004. It was written it because tripwire was not adequate for his needs. In 2008 Third Brigade acquired the project, and then in 2009 Trend Micro acquired Third Brigade.[2] Currently Trend Micro owns the OSSEC project, but states it will remain free under the GNU GPLv3 terms. Commercial support for OSSEC can be purchased through Trend Micro.  The source code repository is at http://bitbucket.org/dcid/ossec-hids/
B. Key Features of OSSEC 
· Log File Monitoring and Analysis
· System Integrity Checking
· Registry Integrity Checking (Windows only)
· Rootkit Detection (Linux/Unix only)
· Output and Alerts
· Active Response
C. Two models Local and Agent/Server
OSSEC has two models, Local and Agent/Server
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Communication over the network between the Agent and Server is done on UDP port 1514, using zlib compression and blowfish with pre-shared keys for the encryption.
In addition to receiving logs from agent clients, the server can also receive and understand logs via syslog from network equipment vendors such as Cisco, Juniper, SonicWall, Checkpoint, Sourcefire(Snort). OSSEC installer for Linux, Unix, Solaris, *BSD and Mac variants is available to download as a source package ready to compile and install.  The install script gives you a choice of local, agent, or server.  For systems that don’t have a compatible compiler you must create a binary to distribute to those systems, like a server in a DMZ. For windows only an installer with a pre-compiled binary is available. 
There are some compile time directives I used in my testing.  I found the OSSEC online documentation to be spotty, with either old information or more commonly a lack of information. A few different documents discuss sending the output to a database, but some left out the required compile time directives. Read through the documentation and the wiki “Know How” pages and plan out what you want/need to do before installing OSSEC. The mail-list is an information source that should not be over looked.
 When installing to multiple clients with similar answers to the install script you can use a preloaded-vars.conf file similar to an unattended file. The install script preloads any variables or options defined in this file and will not prompt you for them. You can make the install.sh script run automatically or with reduced prompts. You can automate adding and extracting agents by using the ossec-batch-manager.pl script. There are other 3rd party scripts available that integrate agent deployment with Active Directory.
See Appendix A for instructions on installing OSSEC.

D. Analysised is separated into three main parts
Analysis is handled by a process called ossec-analysised and is separated into three main parts Pre-Decoding, Decoding and Signatures.
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· Pre-decoding which extracts known fields; time, host

· Decoding which use user-defined expressions
· Signatures which use user-defined rules
V. Possible improvements for OSSEC

A. Add more active-response scriptsd
Push blocks to a switch’s Access Control
VI. Possible improvements for OSSEC
A. Add more active-response scriptsd
· Push blocks to a switch’s Access Control List (ACL)
· Push blocks to a network Firewall
B. Preserving the state file for process monitoring

· Snapshoot of the process output to always compare against until a new snapshot is made, evaluate the pros and cons of this.
C. Add files to real-time monitoring

· Currently only directories can be added to real-time monitoring 

D. Add more flags for real-time monitoring

· Examples to add IN_CLOSE_NOWRITE, IN_CLOSE_WRITE, IN_UNMOUNT
E. Finer granulatiry on selecting real-time monitoring flags

· Select which real-time monitoring flags to use on an entry by entry bases 

F. Selective recursition
· Currently recursion always on and requires ignores specifically entry to skip a folder 

G. Decrease syscheck scanning times

· Remove sleeps 
· Remove nice options
· Remove limits that slow down the scan 
H. Add files to real-time monitoring

· Currently only directories can be added to real-time monitoring 

I. Known hash intergration
· Compare hashes created by OSSEC to National Software Reference Library (NSRL) database, HashKeeper.
J. Web-Based or GUI Tools
· Rule creator and editor

· Decoder creator and editor

VII. Conclusion
Having HIDS on a server is a good security practice and even required in cases like PCI. Managing 100 standalone HIDS with Tripwire becomes a problem when trying to upgrade kernels and rpms or deploy new software. OSSEC is a free open source HIDS with the options for commercial support. Its centralized management server allows for easy management and deployment of policies across all agents. Server and OS specific policies provides increased granularity allowing for the ability to have additional rules or override rules on host or OS level. OSSEC is a good replacement for Open Source Tripwire based on UCCS IT department’s requirements.  OSSEC also offers additional features of Tripwire that could be leveraged to increase computer security on our campus.
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Appendix A
My test boxes were running CentOS 5.5  (a clone of Red Hat Enterprise Linux 5.5) 
Installing

# http://www.ossec.net/main/downloads/

# Unofficial RPMs from Atomic Turtle Repository  http://3es.atomicrocketturtle.com/packages/ossec/

wget  http://www.ossec.net/files/ossec-hids-2.5.1.tar.gz

wget http://www.ossec.net/files/ossec-hids-2.5_checksum.txt

grep ossec-hids-2.5.1 ossec-hids-2.5_checksum.txt

md5sum ossec-hids-2.5.1.tar.gz 

sha1sum ossec-hids-2.5.1.tar.gz

tar -zxvf ossec-hids-*.tar.gz

cd ossec-hids-*

# Enable Database support before running ./install.sh

yum install mysql-client

yum install mysql-devel

cd src; make setdb; cd ..

# Start the install process
./install.sh

# My answers to the install script 

# en, server, /var/ossec, y, ossec@uccs.edu, n, smtp.uccs.edu, y,y,y,y,n,y, <enter> 

# Enable database, (must compile with db options first)

/var/ossec/bin/ossec-control enable database

# Starting OSSEC processes

/var/ossec/bin/ossec-control start

# Starting OSSEC processes with debug enabled for all OSSEC processes

/var/ossec/bin/ossec-control start enable debug 







