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    Abstract - An overview of the Department of Defense’s (DoD) approach to securing Information Systems (IS) residing on the DoD Global Information Grid (GIG).
I.    INTRODUCTION

   The purpose of this paper is to give the reader an in-depth overview of the DoD Information Assurance Certification and Accreditation Process, otherwise known as (DIACAP). DIACAP is the process used to bring new ISs into the DoD architecture in a way that limits risk to the fullest extent possible while still allowing mission assurance. 
  The DIACAP is not the first guidance for the Certification & Accreditation of a DoD IS.  Prior to DIACAP, the DoD Information Technology Security Certification & Accreditation Process (DITSCAP) [1].  Under DITSCAP, it was not unusual for an IS to take five or more years before an Authorization to Operate (ATO) was awarded.  The main improvements intended with DIACAP focused on the processes used as well as the centralized approach to C&A, commonly referred to by DoD as “NET-centric”.  
  For the purpose of this overview, I will cover the laws and guidance governing the implementation of the DIACAP (Section II), the parties implementing DIACAP and their responsibilities (Section III), the five steps in the DIACAP process and their key sub-steps (Section IV), the parts of a DIACAP package (V), the different types of decisions and accreditations that can be given to an IS (Section VI), my assessment (Section VII), and finally my conclusion (Section VIII).
  First, we’ll take a look at the reason DIACAP exists.

II.   LAWS AND GUIDANCE
  In 2002, it was recognized that information security was critical to the physical and financial security of the United States of America.  Federal law was signed in Title 44 US Code establishing the Federal Information Security Management Act of 2002, otherwise known as “FISMA” [2].  FISMA provides a framework designed to help federal agencies (and contractors of the same) manage information security.  

  FISMA tasked the National Institute of Standards and Technology (NIST) to establish standards and guidelines within this framework for DoD components (e.g.: USAF, Army, Navy, etc…) and contractors to rely upon when securing their information assets [3]. NIST uses “Special Publications” (SP) to define these standards and guidelines.  Specifically, the SP 800 Series governs computer and information systems security.  This series provided the guidance needed for the DoD to establish standards for its flavor of information security guidance.
  The DoD 8500 series is the area in which Information Assurance (IA) is covered.  DoD Directive 8500.01E is the “root” document associated with IA and is the basis for more specific guidance falling under the IA umbrella [4].  DoD Directive 8500.1 and DoD Instruction 8500.2 provide the guidance needed for the document that designates DIACAP and provides the authority for it to be implemented DoD-wide [5].  The result of that authority resides in DoD Instruction 8510.01, DoD Information Assurance Certification and Accreditation Process (DIACAP) [6].
III.   PARTIES AND RESPONSIBILITIES
  The chain of command for DoD IA activities is complicated and diverse.  It is spelled out in great detail in DoD Directive 8510.01.  For the purpose of describing the process of a typical DIACAP, from inception to decommissioning, I will discuss the parties that directly participate in the accreditation of any given DoD component’s IS.  
  At the top of any DoD component’s IA chain-of-command is the DoD Component Chief Information Officer (CIO).  The DoD Component CIO is responsible for appoint a Senior Information Assurance Officer under their component to enforce the C&A process within their respective DoD component.  The SIAO is also responsible for tracking the C&A status of ISs under their component.
  The component’s Designated Approval Authority (DAA) is assigned by the head of the DoD component, who is not an IA person.  It is the DAA’s responsibility to ensure DIACAP packages are initiated and completed for all ISs under their control.  It is also the DAA who will approve or deny operation of an IS, based on the findings of the DIACAP.  DAA’s also ensure Security Classification Guides (SCGs) are in place for the programs under their purview.  These SCGs are critical in the DIACAP process, as we’ll discuss later.
  The Program or System Manager (PM/SM) for each IS is tasked with budgeting for IA throughout the entire IS lifecycle, not just as issues arise (funding for a project is founded on IA being built-in at the start of a program, not at the end, where it is considerably more costly).  The PM/SM also appoints an Information Assurance Manager (IAM) for the IS and ensures that person has the authority and resources needed to accomplish the DIACAP.  The PM/SM is ultimately responsible for the implementation of DIACAP for their assigned ISs.
  The IAM is largely responsible for the orchestration of the DIACAP package for the IS they’ve been assigned.  It is the IAM who appoints Information Assurance Officers (IAOs) to maintain security for the IS.  The IAM provides the IAOs guidance for making sure DIACAP packages are put together properly and implemented according to design.

  In practice, it is the IAO who does most of the footwork involving preparing a DIACAP package and ensuring IA controls are met prior to an accreditation system.  When corrective actions are issued (e.g.: patches, configuration changes, etc…), it is the IAO who ensures the actions are completed and reports compliance up the IA chain-of-command.  
IV.   FIVE STEPS OF THE DIACAP
  There are five major steps in the DIACAP, each an important part of the lifecycle of the IS.  Each step is comprised of sub-steps required to meet the requirements of DoD Instruction 8510.01.  
1)  Initiate and Plan:  During this phase, the IS is registered it’s respective DoD Component IA program.  It is assigned IA controls to be implemented based on the Mission Assurance Category (MAC) and Confidentiality Level (CL) of the IS.   MAC concerns mission criticality.  For example, if a system directly supports a warfighting mission where lives would be at stake should the system cease operation, it would be assigned a MAC I level of assurance.  For less critical systems, MAC levels of II or III could be assigned.  The CL of a system is based on the highest confidentiality level of information it services (public, sensitive, classified).  It is the combination of these two items that determine the IA controls to be assigned to an IS.
  Also during this step, the DIACAP team is assembled and the implementation plan is initiated.

2)  Implement and Validate Assigned IA Controls:  In this step, the IA controls are implemented and validated through what is called the DIACAP Implementation Plan (DIP), which I’ll explain in further detail in Section V.  This is also where the Plan of Actions & Milestones (POA&M), which I’ll also describe later, is prepared.  Finally, the results are put into a scorecard for presentation to the DAA.
3)  Make Certification Determination/Accreditation Decision:
In this step, the DAA makes a decision on Certification and Accreditation based on the information provided.  While not the final step in the DIACAP, it is often regarded as the most important, as this step determines whether or not the IS is allowed to operate, and under what conditions (if any).  
  For that reason, this is a very important decision which can seriously affect the success of a program.  The culmination of all the work in preparation of DIACAP is assessed here.  There are many things a DAA considers before making a decision:

· Reliability and Viability

· Acceptability of IA mechanisms and safeguards

· How the system affects the larger environment,

including situational awareness and defense of IS

· Severity of IA controls not implemented (defined as Category I (most severe), II, or III vulnerabilities
  Because of the wide array of circumstantial possibilities, a system with high number or severity of vulnerabilities is not necessarily disapproved to operate.  The DAA (and DAA staff) assess all aspects of the system (and vulnerabilities, if present), before making an accreditation determination.

  If the system is standalone system having no contact with another DoD network, high risk vulnerabilities may be temporarily given a grace period for implementation through the POA&M.  A system that is highly interconnected with other DoD systems may be denied even if it only has low risk vulnerabilities, simply because of the possibility of affecting neighboring systems.  Even the mission necessity or cost of corrective actions can be considering when making an accreditation system.  For this reason, the DAA usually has a staff of highly qualified IA personnel to assist in their decision.  

  Temporary (interim) accreditation decisions can last 30, 60, 90, or even 180 days.  Final accreditation decisions are normally valid for a period of three years.

4)  Maintain Authorization to Operate and Conduct Reviews:

This stage is where a system is maintained at a risk level equal to or less than that of which it was originally accredited at.  If a POA&M was submitted for an accreditation decision, the IAM will ensure the milestones are met in the promised timeframe.  
Period or impromptu reviews can result in a system losing accreditation if the DAA determines that that risk is not worth continued use.  It is important that during this stage that the DIACAP team not be slack in their responsibilities.  This is also the stage where re-accreditation will be applied for, should the system continue to be needed.
5)  Decommission:  This is where a system that is no longer needed is retired.  The system, however, is not just shut down.  Inheritance relationships need to be evaluated to determine whether decommissioning would impact other operational systems.  Artifacts and supporting documentation is reviewed to determine if it can be discarded and other remaining data will be reviewed for impact.
V.   THE PARTS OF A DIACAP PACKAGE
  Although we’ve briefly learned about the various parts of the DIACAP package through discussion of the DIACAP process, there are few we missed and a few that require elaboration. 
The following is a list of all the parts needed for a Comprehensive DIACAP package.  The Executive package can contain much less, as I’ll explain later.
1)  System Identification Profile (SIP):  The SIP is an overall description of the IS covering every aspect of its composition.  There are 32 total data points in the SIP.  I will cover a few of the most important, though the full list is available in DoD Instruction 8510.01:
· System Identification

· System Owner

· Governing DoD Component IA Program

· System Name

· Acronym

· System Version or Release Number

· System Description

· DIACAP Activity (current stage of DIACAP)

  The SIP is the method in which the IS in question is registered with the DoD.  It is updated each time the DIACAP enters a new phase, all the way through decommissioning.  In this way, the DoD can account for all systems under its control and can better assess the functionality (and weaknesses) of the Global Information Grid (GIG).

2)  DIACAP Implementation Plan (DIP):  The DIP includes everything necessary to implement DIACAP in accordance with DoD Instruction 8510.01.  It includes the IA controls to be used, the status of their implementation and the completion date for each.  It also identifies the team responsible for completion of all DIACAP related activities, as well as the resources needed to accomplish the DIACAP.
3)  Supporting Certification Documentation:  This is where all the results of validation testing are located.  Any other artifacts deemed valuable to C&A also go here.  
4)  DIACAP Scorecard:  The DIACAP Scorecard is the culmination of everything affecting the IA posture of the IS being evaluated for accreditation.  It can be exchanged electronically and even digitally signed using a DoD digital certificate.  

  Once completed, the DIACAP Scorecard conveys not only the IA posture of a system, but whether or not it was accredited for operation, how long it is accredited for, what the MAC and CL of the system is, and the last time it was updated.  

5)  Plan of Actions & Milestones (POA&M):  The POA&M is where all corrective actions for an IS are identified.  It is used by agencies to identify, track, prioritize and monitor vulnerabilities to a system that have not been addressed.  It provides the DAA, or anyone else reviewing a system, a place to find what risks have not been mitigated and what their expected dates of correction are.  Also, should the DAA have “signed off” on an acceptable risk (as in the event of a standalone system), this will also be documented here.
VI.   DECISION AND ACCREDITATION TYPES
  Upon review of the DIACAP package, the DAA can make one of many decisions.  The most desirable, of course, would be the full, three year Authorization to Operate (ATO).  Yet, not every package that comes through is a risk worth affording, which is why there many levels of authorization a DAA can give:
· Authorization to Operate (ATO):  This is given when a DAA has reviewed a DIACAP package and accepts the risk of running the IS in question.  A system with a CAT I risk cannot be accepted.  A system with a CAT II risk can be accepted, so long as the risk can be mitigated within 180 days.  A system with a CAT III risk can be accepted.  In the event of a CAT III risk, the DAA must decide whether a date should be given for risk mitigation, or if the risk is acceptable over the lifecycle of the system.
· Interim Authorization to Operate (IATO):  This is given when a DAA believes there are risks that can be mitigated, but the system can operate for a specified period of time while those issues are being addressed.  In this case, a detailed POA&M must accompany the accreditation.  The length of time a DAA can give depends on the severity of the existing vulnerabilities.  It should be noted that this decision is typically reserved for systems that are in a state of change.  A completed system should not be given an IATO as a “band-aid” for continued function. If an IATO is issued, there must be a corresponding Authorization Termination Date (ATD) no later than 180 days after the IATO issue date. Consecutive IATOs can only be granted for a period of up to 360 days.  
· Interim Authorization to Test (IATT):  This is given when a system is to be temporarily accredited and allowed to operate for testing purposes only.  It should not be given to circumvent normal C&A or validation activities.
· Denial of Authorization to Operate (DATO):  This is given when a DAA believes a system has too much inherent risk to be allowed to operate.  This determination can in any number of ways.  If the system is already operational and a DATO decision has been made due to some discovery, the DATO is to take effect immediately.
  As for accreditations themselves, there are two different types:
1)  Type Accreditation:  This type of accreditation is used when there will be multiple types of identical systems in different locations.  This saves time and money evaluating systems that are of a standardized nature and will be deployed in the same fashion from location to location.
2)  Stand-Alone IS Accreditation:  This type of accreditation is given to a system or enclave that will be completely isolated from other systems on the GIG.  By being isolated, several IA controls can be regarded differently, as many exploits involve a remote attacker.  If that remote attacker cannot reach the system, then the DAA can waive their application during the DIACAP process.
VII.   ASSESSMENT
  As a veteran Information Assurance Officer, I have mixed feelings regarding the DIACAP process.  Overall, I think it is a great step towards enterprise risk management and information assurance.  However, I do believe there are areas that can be improved upon.  
  My biggest concern is the protection of information used to make accreditation determinations.  The IA control list is unclassified and readily available on the Internet.  If an attacker knows what the MAC and/or CL level of a system is, they will know exactly what controls have and have not been applied during the C&A process.  Additionally, the IA controls being a static list is a cause for concern as cyber threats change frequently.

  Another area of weakness, I feel, is the fact that a stand-alone system can be granted accreditation more easily than a networked system, in some cases, even totally disregarding some of the IA controls altogether, based on the systems isolated nature.  All one has to do is read on the story of the Stuxnet, a highly sophisticated computer work, possibly designed to attack an Iranian nuclear plant [7].  In the case of the Stuxnet attack, the system was thought to be impenetrable due to fact that it was not connected to any external networks.  Not only was it successfully penetrated and thoroughly hacked, it took many months to figure out there was a malignant presence in the system, wreaking havoc.  Had stronger IA controls (such as a robust intrusion detection system) been in place, the worm might have been detected sooner.  Who is to say that couldn’t have been a U.S. system?  The very same thing could’ve happened on our soil, all because we treated a system differently because there was an “air gap”.
V.   CONCLUSION
  While I do have a few items of criticism, the DIACAP is certainly a robust process that when followed according to directives, can provide an extensive amount of risk management, while still allowing for a robust development cycle.  It would be my hope that events like the Stuxnet will drive periodic reevaluations of the directives and instructions governing the DIACAP process to ensure that future threats are mitigated during development and not after an attack.
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