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    Abstract — Microsoft’s Windows Communication Foundation provides support for X.509 Certificates in the following applications: authentication, authorization and transfer security. I provide an overview of WCF and some specifics to help frame this support. I present illustrations and explanations of the certificate  support. 
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I.    INTRODUCTION

   The X.509 specification describes several constructs, among them, a Public Key Infrastructure, a Certificate specification along with certificate management, encryption algorithms and other things. The .Net framework and Windows Communication Support (WCF) provide support for using X.509 certificates and certificate validation during service and client Authentication, Authorization and message Transfer.

  I will attempt to illustrate some of these concepts graphically as well as map the concepts to supporting WCF concepts, classes and enumerations. will introduce a very simple WCF client and Service application written in C# to put things in context. Hereafter I will refer to X.509 Certificates simply as ‘certificate.’
II.   What is WCF
    WCF is part of Microsoft’s .Net framework starting with version 3.0. It is an API that unifies many existing web communication standards including: WS-Addressing, WS-ReliableMessaging, WS-Security etc. Describing these standards is beyond the scope of this paper. 
  WCF is a Service Oriented Architecture (SOA) and communicates with platform- and language-independent SOAP messages. 

[image: image1]
  WCF lives in the .Net framework’s System.ServiceModel namespace and many nested namespaces. The service model models the WCF service as the name implies. A WCF service is comprised of three parts:
1. Service class, code that implements the services offered.

2. Host environment that supports the Service class. The Host environment can be Internet Information Server (IIS), a self-hosted Service or a Windows service.

3. Endpoint(s) where clients connect to the Service. The endpoint is defined by the ABCs presented next.
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Figure 1
III.   The ABCs of WCF

   WCF defines an Endpoint, essentially a place where a service is offered, and the description of that service. The Endpoint is described by what are commonly referred to as the ABCs. Address, Binding and Contract: These are the Where, How and What of WCF communications. Where is the service, how do you interact with it, and what services does it offer. The specification of each of these concepts is described in code and in configuration files.
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Figure 2
A.    Address
  The address is a Uniform Resource Identifier (URI) that describes the transport (https) the location (localhost), port (8000) and a service name (ServiceName). 
https://localhost:8000/ServiceName
B.    Binding
  The binding is a description of the communication channel(s) to be used. Binding has many properties including those that specify the binding Type, transfer security Mode, client credential type, etc. I will talk more about these properties in the Transfer section below.
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Figure 3
WCF supports a number of different protocols. Built-in WCF Binding types include: 
· BasicHttpBinding

· NetTcpBinding

· NetPeerTcpBinding

· NetNamedPipeBinding

· WSHttpBinding

· WSFederatedHttpBinding

· WSDualHttpBinding

· NetMsmqBinding

  I will show examples and support specific to the WSHttpBinding since this binding provides the most support for certificates and will probably be the most commonly used when interoperating with other non-WCF services due to its compliance with Web Services standards. Binding Behaviors “control impersonation levels, how client credentials are authenticated and authorized and service credentials.” (1)

C.    Contract
  The contract is a description of what the service has to offer, and to some extent how it offers these services. It is a collection of contracts Service, Operation, Data and Fault Contracts. The Service contract is a collection of Operation contracts. An operation Contract is essentially a method, or service offering. The data contract specifies the data structures that are exchanged. The Fault contract is essentially a way to transport exceptions, or errors. 
  A simple service contract interface is presented below.
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Figure 4
IV.   WCF Support for Certificates
  WCF provides classes, methods and enumerations to support the use of certificates in Authentication, Authorization, Transfer and Identity Management.  
  The WCF namespace System.ServiceModel.Security contains several X509 support classes. The .Net framework provides the System.Security.Cryptography.X509Certificates namespace which contains many support classes for encryption using certificates. 
  “To obtain the private key associated with an X.509 certificate in a certificate store, WCF must have permission to do so.” (2) Follow the instructions in the second reference to provide this permission.
A.    Authentication
  WCF supports several Authentication Types to evaluate if a party is who he says he is. This is specified in the ClientCredentialType enumeration which is a property of the chosen Transfer mode:
· None

· Windows authentication

· Username and Password

· X.509 Certificate

· Issued Token

· Custom

  When you choose X.509 Certificate, you enjoy the support that the X.509ClientCertificate authentication class provides:
· CertificateValidationMode (see below)

· CustomCertificateValidator

· IncludeWindowsGroups

· MapClientCertificateToWindowsAccount

· RevocationMode (see below)

· TrustedStoreLocation

  The X.509 Certificate authentication type relies on the validity of the Certificate provided by the party being authenticated. The certificate is either authenticated by checking the Certificate store for a copy of the corresponding certificate, or by checking for the Certificate Authority certificate who signed the party’s certificate. This validation behavior is specified by the CertificateValidationMode:
· None

· PeerTrust

· ChainTrust

· PeerOrChainTrust

· Custom
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Figure 5
  Support for the validation method of the Certificate’s revocation status using the X.509RevocationMode enumeration:
· NoCheck

· Online (using online CRL)

· Offline (using cached CRL)
B.    Authorization

  WCF supports two different Authentication stores, Windows Groups and the ASP.Net Membership provider. Using the Membership provider allows you to support roles-based authorization without having access to the facility network’s Groups, and relieves you of creating user accounts for all those clients that will be using your service. 

  If you use this provider, you run the aspnet_regsql.exe tool, to build the ‘aspnetdb’ database in Sql Server. This tool is found in %Windir%\Microsoft.NET\<Version>. It creates several tables:
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Figure 6
These tables can be used with the SqlMembershipProvider class to support Roles-based Authentication. 
  “FirstYou need to enable the role provider in the host config file and configure the application name…” (3) In the app.config file, the roleManager property must be set to enabled, a default provider specified, along with providers and applicationName settings in the serviceAuthorization in the Behaviors element. 
[image: image8.png]<behaviors>
<serviceSenaviors>

<benavior name="AliceServiceBehavior">
<serviceauthorization
principalPermissionode ="UseAspNetRoles"
zoleProviderName ="SqlRoleProvider™ />
</benavior>
</servicesenaviors>





Figure 7
  “The identity of the caller is attached to the executing request thread in the form of a security principal, accessible through the CurrentPrincipal property:

System.Threading.Thread.CurrentPrincipal”(4)
  Using this IPrincipal property, and some concrete implementing classes to carry represent the IIdentity and Authorization support method IsInRole(role). can be specified imperatively…

if (Roles.IsUserInRole(“sales”))…

 …or declaratively in code or with method Attributes.
[PrincipalPermission(SecurityAction.Demand, Role =
    “sales”)]

Public void Method1()

C.    Transfer

  WCF supports different Transfer security options depending on the chosen binding. For the WSHttpsBinding the security modes available are: 
· None

· Transport

· Message (default for WSHttpsBinding)
· TransportWithMessage (combines Transport security with Message credential Authentication).

  Message security involves securing the message using the WS-Security specification. Transport secures the communication channel depending on the binding and associated transport being used. WSHttpBinding for example uses HTTPS, TLS/SSL security over HTTP. If self-hosting this binding, you must bind a certificate to the port that is being used. Transport with Message secures the channel and uses message security credential for Authentication.
  The main disadvantage of Message security is performance. Its advantage is end-to-end security. Transport’s main disadvantage is its hop-to-hop limitation. If there are one or more intermediaries, the channel may not be secured. Transport’s main advantages are speed and ease of use.
  Message security is the default transfer security for the WSHttpBinding. It uses the WS-Security specification to secure messages and requires that both parties service and client support this specification. Message security includes a ProtectionLevel attribute whose options are None, Sign and EncryptAndSign (default). This can be specified at the OperationContract (method) level.  

D.    Identity Management

  Identity management refers to the context in which the service’s methods are run under. WCF provides the IIdentity and IPrincipal interfaces to support identities. WCF provides a special internal IIdentity class for X.509 certificates. After that, the actual code implementation can be customized to run different methods and other internal procedures under different identities. WCF allows for impersonation to support running under different contexts. WCF provides for Impersonation and Delegation, but that is beyond the scope of this paper.
V.   Example Scenario
  In a sample Business to Business scenario, business Alice and business Bob both know each other. Both businesses are using WCF. Alice and Bob exchange certificates offline, and manually add each other’s certificate to their associated Certificate stores on the computers that will be their business activities online. This is accomplished with the Certificates Snap-in for the Microsoft Management Console. 
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Figure 8

  Both select the WSHttpsBinding, with message credential type of Certificate, and Message transfer mode. For Authorization, Alice selects PrincipalPermissionMode UseAspNetRoles on the Binding’s Service Behavior and implements an Asp.net Roles database using the aspnet_regsql.exe tool. Alice specifies the CN/Thumbprint as the username for the client to map the certificate to appropriate roles in the SQL Server membership store (database). 
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Figure 9
  Alice’s developers then proceed to do the following:

1. Define a service contract interface with the operations that Alice would like to provide.

2. Write a service that implements this interface.

3. Implement declarative authentication using the roles specified in the Asp.net roles database.

4. Specify security and role settings in the app.config file.

5. Publish a client proxy derived from the service contract by writing it themselves (rather than using the overly verbose srvcutil.exe utility)

6. Provide that proxy to Bob’s developers.
  Bob’s developers then proceed to do the following:

1. Using proxy class, begins developing against the operations provided.
2. Configures their app.config file in a similar manner to bob, with changes based on the client nature.

VI.   Additional Support
  WCF provides classes, methods and enumerations to support the use of certificates in Authentication, Authorization, Transfer and Identity Management.   

A.    Secure Conversation
  Secure conversation feature allows hybrid communication where Public/private key cryptography is used to transport a shared, symmetric key that will be used for the balance of the ‘conversation.’ The Symmetric key algorithm is much faster and supports larger payloads.
B.    Windows Server 2008 Certificate Authority
  Windows Server 2008 (Enterprise and Datacenter versions) provides a Certificate Authority whose Online Responder service supports Online Certificate Status Protocol (OCSP). I believe that this feature could be used by implementing a custom Validation mode and requisite supporting methods. I have not looked into this.
C.    WCF Auditing
  While it doesn’t have anything to do with Certificates, WCF supports auditing to record what has happened with Certificate security features.

VII.   Tools
  WCF provides a handful of tools that are useful in building services that use Certificates.

1. Certificate Creation Tool: Makecert.exe. Use the following command line text to build a self-signed certificate for development usage:
makecert.exe -sr CurrentUser –ss My -a sha1 –n
    CN=ServiceName -sky exchange -pe
2. Configuration Editor Tool: Svcconfigeditor.exe
3. Certificates Console Snap-In to install certificates into local Windows Certificate store.
4. Configure a Port with a Certificate: httpcfg.exe or netsh.exe to bind a certificate to a port used in a self-hosting scenario when using the WSHttpBinding.
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