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What is 802.11 ?

IEEE  (Institute of Electrical and Electronics Engineers) 802.11 is a set of standards carrying out WLAN computer communication in frequency bands. 802.11 was purposed to. 802.11 standards  are created by the IEEE Standards Committee (IEEE 802).IEEE 802.11 Standards was created to define WLANs .IEEE 802.11 Standards helped to increase using Wireless networks “WLAN” by providing higher data rate applications and range . First 802.11 was released in 1997 then IEEE released many types and improvements of 802.11 :

	Type
	Release date
	Frequency
	Description 

	802.11 

	1997
	2.4 GHz
	Include MAC and WEB

	802.11 a

	1999
	5 GHz
	Use OFDM

	802.11 b
	1999
	2.4 GHz
	Use code keying (CCK)

	802.11d
	2001
	5 GHz
	Purposed to ease deployment = Global Harmonization

	802.11F
	2003
	--
	Defining inter-AP protocol

	802.11 g
	2003
	2.4 GHz
	Higher Rate Extensions in the 2.4GHz 

	802.11h
	2003
	5 GHz
	Use (TPC) to limit RF energy and DFS” Spectrum Managed 802.11a”

	802.11 i
	2002
	
	MAC Enhancements for Enhanced Security “Provide high security by TKIP and CCMP”

	802.11j
	2004
	4.9 GHz
	Use OFDM speeds to Japanese band

	802.11e
	2005
	2.4GHz
	(QoS) enhancements

	802.11 n
	2009
	2.4  and 5 GHz 
	Use MIMO to increase speed and the throuput


(OFDM) : Uses Orthogonal Frequency Division Multiplexing 
(TPC) : transmission power control .
(DFC) : dynamic frequency selection
(TKIP) : Temporal KeyIntegrity Protocol 

(CCMP) :Counter Mode with CBCMAC Protocol .
(MIMO) : multiple-input multiple-output .
802.11’s Proccess :
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A diagram shows the basic radio size used in the 802.11b system
The IEEE 802.11 standard provide peer-to-peer (P2P) networks , In ad hoc connection and networks with access points (AP) with “AP as mobile nodes”. 82.11’s network provide the wireless client using radio frequency to communicate to an AP. While the client has interface card (NIC) .The AP work as transformer and bridge to the other side . All communications between the two sides go through AP. 
the popular Linksys WRT54G contains an 802.11b/g radio with two antennas
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The Process

How and what is the security process :
a. the Authentication with an open system authentication Wireless NIC start to send an authentication frame to the access point AP includes its identity. the access point responds by frame that includes the acceptance or the rejection . After that with shared key authentication the Wireless NIC sends an authentication frame with the encrypted version of the challenge text to the access point. The AP response with the correct key after decrypted it .Essentially, The Wireless NIC's authentication status will be know .
b. The Confidentiality and privacy as goal of WEP. It provide for privacy of data transmission across WLAN . which is provided by WEP “Wired Equivalent Privacy”. WEP is a protocol that uses RSA’s RC4 data stream encryption and CRC-32 integrity checking of data frames at the data link layer. At the beginning , WEP was used in the hardware and firmware of the WLAN’s NIC. It is worth stressing that vulnerabilities in WEP will require a new generation of wireless interface cards..

c. The integrity : The IEEE 802. Provides  data integrity , by rejecting any data has been modified by any one in the middle in process between wireless clients and access points. 

802.11 Vulnerabilities AND Risks

Key distribution problem : Shared key the key is shared with everyone in other words the key is the same for everyone .So one can decrypt others information. So it will be easy to get the password if it was generated by the key .

 
Insertion attack : The insertion attacks could be in two forms with out being in authorization process :

1- Unauthorized plugged client: by tiring to connect to WLAN client such as laptop or PDA, to even a AP without authorization. There is possibility to connect to the network if the AP doesn’t require the password before connecting.

2-  Unauthorized plugged rogue access point : A rogue access point is a WALN’s AP that is located in secured company network without locally authorization or the one allowing hacker to be able to use a man-in-the-middle attack to attack . Big originations and companies with some employees can be threaten by this risk because any authorized user has access to the WALN can be reason to be router that allowing  unauthorized clients to access to the secure network either by mistake or from ignorance.
Denial of Service : DoS attack like when Jamming occurs because of a signal from a wireless device that overwhelms legitimate wireless signals. It could be done by cordless phone or microwave oven this could happen especially in 802.11b and 802.11g wireless LANs that use 2.4 GHz region .So the signal of the network will be broken and unable to communicate on the network. the denial of service can accurse as a result of flooding bogus or some users have over downloaded .

Interception and monitoring of the traffic : It is common in broadcasting networks to have attack as interception and monitoring of the traffic . 
1- Sniffing the traffic : It is usually focused in the fist part of the traffic with includes the access information “the username and password” .An attacker in this case try to sniff the traffic by capturing the information he will have the ability to access as legal user .In WLANs the sniffer ,if he was using connected wirelessly, has to be in the range of the Wireless network .

2- Hijacking the network  or the traffic :Once the hijacker get the access to the network either by the above way or others , possibly , he can inject negative traffic into the network traffic .The negative traffic can be commands destroy the traffic routing or the association for users . 

3- Monitor of the broadcast :  If an attacker get access to broadcasting network by attack an access point , that means he can monitor all the going traffic over the network because in broadcasting network the traffic forwarding to all hops in the network .So that he possibly can get important data or information .

4- Evil Twin : An attacker can Laure a user to his network unacceptably by creating a fake point access with a stronger signal nearby the user. So the user might give away some important data through the attacker’s network .
Misconfigration : 

1-  The SSID : The SSID (Server Set ID) can be configured to allow clients to communicate to the appropriate access point. With the perfect configuration clients who are configured with the same SSID can communicate to access point  having the same SSID . SSID is shared password between the access point and the clients . An attacker can try to guess the common default SSIDs by using a force dictionary include the most common SSIDs .The SSID’s text is so clear in the air in clear text,so that makes it easy to be captured by sniffing 802.11 traffic.  Some default  SSID : tsunami ,101, Compaq , WLAN, intel, Linksys ,Wireless.
2- Wired Equivalent Privacy (WEP) : it could into three forms :No encryption mode ,40 bit encryption  ,128 bit encryption . Public WLAN access points mostly don’t enable WEP encryption .An attack can happen to 802.11 WLAN uses wired equivalent privacy which has some known weaknesses in the implement of the encryption . Even though we should use WEP to make harder for the attackers to get the network .There are tool to guess the WEB key.
Security Solutions
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B 3.3 Security of 802.11 Wireless LANs

s ‘This section discusses the built-in security features of 802.11. It provides an overview of the inherent

security features to better illustrate its limitations and provide a motivation for some of the
recommendations for enhanced security. The IEEE 802.11 specification identified several services to
provide a secure operating environment. The security services are provided largely by the Wired
Equivalent Privacy (WEP) protocol to protect link-level data during wireless transmission between clients
and access points. WEP does not provide end-to-end security, but only for the wireless portion of the
connection as shown in Figure 3-5

No Security or security is provided through other means  802.11 Security
3 >

Figure 3-5. Wireless Security of 802.11 in Typical Network
3.3.1 Security Features of 802.11 Wireless LANs per the Standard

‘The three basic security services defined by IEEE for the WLAN environment are as follows:

®  Authentication—A primary goal of WEP was to provide a security service to verify the identity of
communicating client stations. This provides access control to the network by denying access to client
stations that cannot authenticate properly. This service addresses the question, “Are only authorized
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There are strategies and tools to secure 802.11 wireless networks :

· Minimizing the sharing of the files over the network . especially , if it was unnecessary that means share as less as we can .in addition set strong password ifor the shared files . 

· Using WEP Encryption : Even though WEB has some known weaknesses in the implement of the encryption . we should use WEP to make harder for the attackers to get the network .
· Secure your 802.11 WLAN  and APs with password to get the accessthen have the admin.
· Using MAC address for allowing the Access and control connection . MAC addresses are connected statically with physical network , Using MAC is a hundred percent secure because it could be sniffed or copied ,there is no guarantees but make it as more hard for hachers to attack your WLAN .

· Try not to put the access point nearby the walls , try to allocate them away from the walla and close to the central .

·  Use Remote Authentication Dial In User Service (RADIUS ) :
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Draw for RADIUS Server 
A Remote Authentication Dial-in User Service (RADIUS) server is type of servers which is used authenticating in wireless clients who willing to get access to an access point. The WLAN client contacts an access point “a RADIUS client”, which is going to communicates with the RADIUS server. 
· Don’t use non-upgradable equipment , In order to catch up with updates .so that you can grantee can upgrade periodically .

· Using software to check periodically the rogue access points such as Kismet , Inssider , NetStumbler to see if any rogue access points are founded lately .
· Set APs in DMS , Use Virtual Private Network (VPN) ,according to Wikipedia, is a computer network that is implemented in an additional software layer (overlay) on top of an existing larger network for the purpose of creating a private scope of computer communications or providing a secure extension of a private network into an insecure network such as the Internet “”. So we should use VPN to create a tunnel to get into the WLAN in more secure way .

[image: image6.png]Wifi Security.pdf - Adobe Reader =18 x|
L}

Flo Edt Vew Document Tools Window Help x

(= RS R A R [me% - 1 [y S

Remote Access Security using VPN

Firewall  Enterprise

Hotel/Airport/Home
With VPN Client

Sec Confidential

» ®v.| Eu.| e, | Eu e, | o, | e, | T [Fw Tin| Tyw| En | Ew| #m| #o.| e | @ a2 w| o Qo |siw| = en|[« D DR 1057pm





	VPN Pros
	VPN Cons

	VPN is one of the most successful strategy in hiding your IP address
	You have to create a virtual internet connection which make it more complicated .

	VPN can be used with all types of applications :browsers, chat client , torrent clients ..ect.
	We have a limited number of IPs at the same location unlike proxy .

	VPN use high level of encryption and authentication protocols . So we can a high security 
	The provider stores the real IP address and the activities for a temporary time .

	VPN is fast unlinke another tepology which can sloer down the speed such as proxy .
	VPN is expensive compring to the other softwares 


· Use firewalls to isolate wireless traffic from wired network .
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· Using SNMP : Some wireless APs use SNMP agents, which allow network management software tools to monitor the status of wireless APs and clients. The first two versions of SNMP. 

There some tools could be useful to increase the security in 802.11 WLAN :

· AirSnort , Acoording to the  official website , is a wireless LAN (WLAN) tool which recovers encryption keys. AirSnort operates by passively monitoring transmissions, computing the encryption key when enough packets have been gathered 802.11b, using the Wired Equivalent Protocol (WEP), is crippled with numerous security flaws. Most damning of these is the weakness described in " Weaknesses in the Key Scheduling Algorithm of RC4 " .for more information “ http://airsnort.shmoo.com / “

· Another tool is WEPCrack is an open source tool for breaking 802.11 WEP secret keys. This tool is is an implementation of the attack described by Fluhrer, Mantin, and Shamir in the paper "Weaknesses in the Key Scheduling Algorithm of RC4 ,While Airsnort has captured the media attention, WEPCrack was the first publically available code that demonstrated the above attack. We released code and announced to bugtraq on Aug 12, 2001. Airsnort released code about a week later, but had a much more useable and complete implementation for both collection and cracking. Adam Stubblefield and AT&T had the first publically announced verification of the attack, but did not release their source code for public review and use.for more information “http://wepcrack.sourceforge.net/”

· Kismet : it is an 802.11 layer2 wireless network detector, sniffer, and intrusion detection system. Kismet will work with any wireless card which supports raw monitoring (rfmon) mode, and can sniff 802.11b, 802.11a, and 802.11g traffic. Kismet identifies networks by passively collecting packets and detecting standard named networks, detecting (and given time, decloaking) hidden networks, and infering the presence of nonbeaconing networks via data traffic.for ,ore information “http://www.kismetwireless.net/” .
CONCLUSION
Finally , There is no one 100 percent grantees’ or strategy in 802.11 security but it is very beneficial if we fallow the security plan as much as we can  .Encryption can be one of the most important key in 802.11 security in the future .There are some new standers solved some security issues for example in 802.1x and 802.11i offer improvements and mitigate several security concerns in the authentication . 
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