Wireless Network Security

James Logan, Michael Menozzi

jlogan@uccs.edu
mmenozzi@uccs.edu
Abstract – This document contains information on wireless networking topics. It is recommended that the reader have an understanding of wireless network protocols, architectures, and exploits before continuing on with the document. 

I.  INTRODUCTION

Wireless networking can be as simple a PC connecting to a single base station or a complicated infrastructure comprising of multiple networks that support many types of electronic mobile devices ranging from phones to GPS systems. However, unlike its hardwired counterpart a wireless network can often times be more unreliable.  This is due to limitations in hardware and the availability of remote access points. In addition there are more concerns with data integrity and the user’s assurance that the data being transmitted is kept private between the communicating parties.  These concerns are brought upon due to the fact that each transmission is being broadcast in the public domain for all devices to listen to.  Therefore it is necessary to implement protocols and encryption policies to not only prevent unauthorized viewings of an individual’s data, but to also secure the device from which the data is being sent. Examples of these include intercepting data via the airwaves by listening to all transmissions and piggybacking data device to device via an ad hoc wireless network.  The following sections in paper will include security practices on the topics:

- Wireless Network Architectures

- Wireless Network Software Products

- Wireless Network Encryption

- Preventing Wireless Network Exploits.

In addition, there will be an overview of particular technologies that when augmented with a wireless network help increase the security on the network itself.

II.  SECURING WIRELESS NETWORK ARCHITECTURES

From a single connection of a PC to a base station to the complex infrastructures deployed by corporations that support GPS and mobile phones wireless networks must not only support high volume on demand traffic but also must ensure that data is secure.  As a precursor to making a wireless network operational the following considerations should be taken in to account:

- Controlling the Broadcast Area – consider the signal strength and direction of the access point. Try to ensure that broadcast signal is as weak as possible when detected from exterior walls to avoid snooper programs.

- Examine Each Access Point – Ensure that each access point is configured to allow only administrator access to the systems software.

- Ban Rogue Access Points – Determine that all access points in place are provided by the corporation.

- Use 128 Bit WEP – This provides some type of privacy when communicating with access points.

- Use SSIDs Wisely – Change the Service Set Identifiers for access points and if necessary don’t use them at all.  This is designed to disguise or hide a company’s network.

- Limit Access Rights – Limit the access point to allow only connections from user’s with approved MAC addresses.

- Limit the Number of User Address – Limit the number of DHCP addresses assigned to cover those users who actually need access to the network.

- Authenticate Users – Use a firewall that supports VPN capabilities and require users to login as if they were dialing in remotely.

- Use a RADIUS Server – This can be used to provide authentication.

- Obtain Professional Services -  Depending on the type of data flowing across the network it might be necessary to contract an expert to secure the network especially in the case of DoD and company trade secrets [1].


One type of architecture is for wireless networks is SWAN (Secure Wireless LAN). The main focus of this architecture is that it is generic in design so that it can be integrated into an existing system. In addition it is designed to be low cost and easy to implement.  The key aspects of the SWAN architecture is that presents mechanisms that handle Admission Control, Intrusion Detection, Malicious Behavior Detection, that Maintain Quality of Service, and Network Health[4].  


One of the basics concepts behind the SWAN architecture is the addition of an Access Controller and a Global Monitor.  The Access Controller is designed to determine whether a node can join the network, which access point it can connect to, and how much bandwidth it can use. The Global  Monitor on the other hand handles network health management and ensures that network is functioning correctly. It uses SNMP MIBS to administer decisions on the network.  In addition the Access Controller must address these key issues:

- Flooding of Access Points with tremendous amounts of data which create Denial of Service.

- Allowing a node to migrate from access point to another.

- Two or more malicious nodes could work in tandem and either steal information or disrupt functionality of the network by launching distributed attacks[4].

Therefore it is necessary to keep the identity of the connection between nodes and access points. This is one of key components in the SWAN architecture.


Other key issues of the SWAN architecture is the actual node access mechanism and the key distribution methods.  The idea with the access is that of a query scheme between a node and the Access Controller.  The node must first specify what operations it wants to perform before joining the subnet. Then the node sends connection request to an access point. The access point then sends a Admit_Req packet to the Access Controller which contains the MAC address of the new node and replies to the node that its request to join has been forwarded.  Then Access Point will reply with an Admit_Req_Ack packet to the node with an IP address and contact details of the Access Controller. One interesting thing about the SWAN architecture is that if a Access Point is already experiencing a heavy traffic load The Access Controller and Global Monitor can send a Move_Req packet to move a connection to an adjacent access point[4]. Once the a request to connect has come in to the Access Controller, it makes its decision based on intent and trust value.  The Access Controller’s first intention is to go off a “first yes” policy.  This is a concept which intends to trust everyone at first or until the node starts to misbehave or has had a history of problems on the network.  Once a node is admitted to the network the Access Controller issues it a PIN as a second identity in addition to its MAC address.  The PIN is used to communicate with the Access Controller and the Global Monitor in which both components keep a PIN/MAC table. However this technique is susceptible to spoofing attacks via MAC addresses.


After communication link has been established between the access point and the node, the Access Controller and Global Monitor issues a symmetric key pair that will be used for communication.  In addition the key generated will only lasted for a specified duration of time.  This is based on “intent” and the “trust level” of the node.  One interesting concept is that of “incrementing trust.” This is based on the idea that if a session goes off without a hitch or there has been no detection of malicious behavior, the duration time for the generated keys will be extended.


Other attributes the SWAN architecture implements are that of Trust Level and Intent Graphs.  The Trust Levels are designed to allow the system if a particular node is allowed to run certain operations on the network.  The levels of trust include Low/Unknown, Medium, and High whereby a High trust level allows operations that could critically impact the network[4]. In addition the Access Controller and Global Monitor will generate a Intent Graph which is basically Deterministic Finite Automaton.  This is designed to model a node’s behavior when wanting to perform certain actions on the network.  When a node is using bandwidth and resources on the network, it is being monitored by the Global Monitor which builds up a “trust history” of the node.  In addition the Global Monitor must have tolerance levels whereby the action being performed is not seen as an intrusion[4].

III.  SAR PROTOCOL FOR WIRELESS AD HOC NETWORKS


Ad Hoc Wireless Networks have no structure and are in constant states of flux of changing the current state of architecture with the removal and introduction of new nodes to the network.  In addition, the Ad Hoc model takes on the notion of “trust your neighbor” relationship.  This suggests that all nodes that are participating in the network will route all packets by any sender without being subject to any attack or modifications to data be transmitted.  However, there is always the potential for malicious nodes to corrupt the networks stability by inserting erroneous route updates, replaying old routing information, changing routing updates, or advertising incorrect routing information[3].  Therefore the idea of Security-Aware Ad Hoc Routing Protocol has been introduced to perhaps aid in securing transmissions in an ad hoc network.  The concept is based on an on demand protocol similar to AODV or DSR[3].  It begins a with a route request packet to be sent out in a controlled flooding manner to intermediate nodes to determine the path to the destination. Once a path is found a route reply packet is sent back to the originator and connection is established.  However, the SAR protocol is designed to embed security metrics into the route request packet.  Once intermediate nodes receive this packet they examine the security metrics and determine if they themselves can provide the necessary mechanisms to provide safe transit for the data to be sent.  In addition, the SAR protocol does not necessarily focus on shortest path if there is only one secure path. If there is more than one secure path then the SAR protocol will chose the shortest/quickest path.  Consequently, the downside to this protocol is that if no secure path can be found the request path packets will be dropped and no more communication will take place with the connected network[3].


One of the more interesting techniques that the SAR protocol uses is the ability for applications to incorporate explicit trust levels in the route discovery process[3].  The concept here is simulate a hierarchy used in an organization by associating numbers to a particular trust level.  The numbers used are designed to represent security, importance, and capability and with basic algorithms, levels can be sorted to reflect node position on the hierarchy.

One of the necessary guarantees that the SAR protocol must take into account is that trust level or protection scheme should not be able to be altered at any point on the network.  This means that nodes with lower trust or protection levels cannot all of a sudden assume higher levels of the schemes that they currently employ. In addition, it is also important that nodes cannot alter the protection level defined in the route request packet.  One method of insuring this behavior is to distribute keys to nodes that allow some type of authentication mechanism.  The key distribution is such that only nodes with the same protection or trust scheme can share a key.  Also, by encrypting the “trust level” of the route request and route reply portion of the packets would ensure that only nodes with the designated protection scheme could process the packet and all other nodes would be forced to drop the packet[3].  In conjunction with the key distribution, there are also secure routing metrics that come in to play when determining a “trust level” for a node that include:

- Timeliness – Route updates need to be delivered in a timely fashion. If not, false information can be propagated across the network which could lead to a loss in credibility. The use of timestamps and timeout mechanism help to avoid this issue. 

- Ordering – Out of order routing updates can mislead what the true state of the network really is and lead to false information to be sent across the network. The use of sequence numbers is used to avoid this issue.

- Authenticity – Routing updated must originate from authenticated nodes and users. The use of keys and challenge response mechanisms aid in certainty of a route update.

- Authorization – All legitimate users or nodes on the network have certificate issued from a Certificate Authority

- Integrity – The content of routing updates must be guaranteed.  This done via message digests and digital signatures

- Confidentiality – Ensure all information is only seen by those who need to see it. This is accomplished via encryption.

- Non-repudiation – The routing path must be chained to the source so that the integrity of the connection remains at the “trust level” desired by the source.  This issue comes about via nodes/routers not be able confirm the integrity of the other nodes/routers other than the ones adjacent to them[3]. 

One interesting topic about this protocol is how the message processing takes place once it reaches the gateway or proxy of the wired network. Does the device strip off the security level once it enters the wired portion of the network and put it back on when the message response comes back. Either way, there is destined to be additional processing overhead for ensuring that the message is secure upon entry/exit of the wired network.  Another observation would be that this protocol seems only appropriate with wireless ad hoc to wired network architecture. It seems inefficient to have this apply to a system of wireless to wired to wireless because there is no guarantee that the outbound wireless network will have a necessary security for a message.  In addition, it too would probably require a Global Monitor. Also if that were the case, then all outbound wireless network Global Monitors would have to have knowledge of the encryption keys assuming that outbound access point is owned by the one who ones the wired network.   

IV.  SECURING WIRELESS NETWORKS WITH 3rd PARTY APPLICATIONS

There are a couple of 3rd party applications that aid in securing the wireless networks. The two interest discussed here are the RADIUS server and the Air Defense software produced by the Motorola corporation.


The RADIUS (Remote Authentication Dial In User Service)  is a protocol that runs in the application layer of the OSI model and is designed to provide authentication, authorization, and accounting along with the following services:

- to authenticate users or devices before 

granting them access to a network, 

- to authorize those users or devices for certain network services and 

- to account for usage of those services[5]. 

The basic idea here is that a RADIUS server will be the first mechanism reached after a request to connect to the network has come in from an access point (router/switch/mobile device). Upon the connection request, the radius server will decide whether or not the credentials supplied by the remote machine are valid. If valid, access is granted otherwise it will reject the request.


Other popular applications are the one created by the Motorola Corporation called Air Defense.

The Enterprise version of the software is designed as an Intrusion Prevention System.  It consists of policy compliance monitoring, performance, troubleshooting, and location tracking. Also, it uses robust IDS and correlation engines along with a policy manger. In addition the software supports VPNs, authentication, and encryption.


The software application is the Mobile version. It can map out a WLAN infrastructure and activity. It keeps and inventory of wireless devices along with threat levels. Another plus about this software is that it can locate via triangulation rogue machines, access point and mis-configured deivces. Also, it has the ability to perform automated protection schemes when needed[6].

V.  ADVANCES IN WIRELESS INSECURITY

Recent advances in hacking techniques have led to the jailbreaking [9], a process that allows unlocking of an iPod Touch or iPhone, where a user can run unauthorized third-party applications.  There currently are three unofficial installers available for search for and install third-party applications.  Those installers are Cydia, Rock and Icy.  This process was first performed in mid 2007 and has made advancements over the years to keep up with Apple’s development process.

As you can see there are several applications installed on this Touch, including Terminal, speed testing, IP display tools and the 3rd party application to search for and download applications for use on the iPod Touch.
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Legality issues

The process of jailbreaking an iPod touch or iPhone is currently a murky area for the United States of America legality issues [9].  Apple claims this is in violation of the Digital Millennium Copyright Act (DMCA).  The Electronic Frontier Foundation has requested via the US Copyright Office to recognize an exemption to the DCMA to allow users to jailbereak their iPod Touches and iPhones to utilize third-party applications that are not available through the Apple Store.

The Process 

The process of jailbreaking an iPod Touch is an easy one, just a risk to the user in case something does not work and essentially bricks the device.  In order to jailbreak the component the user can download Blackra1n [7,8] and execute the application from a directly connected PC or Mac.  In this paper an Apple Macbook Pro was used with an iPod Touch G2.

Once the Touch as been jailbroken the user can search for applications via tools such as Cydia, Rock or Icy.  In this example Rock was used to download all applicable applications.  

Setup

The first, most important application to install is mobilecommand [c], which is a command line utility.  This application requires a plethora of supporting applications.  Those applications are the following:

1. Adv-cmds

2. Network-cmds

3. Shell-cmds

4. System-cmds

5. Com.ericasadmin.utilities

6. Top

7. Coreutils 

8. Uikittools 

9. Findutils

10. Inetutils

11. Diffutils

12. Lsof

13. Vim

14. Patch

15. Unrar

16. Unzip

17. Wget

18. Whois 

19. Xml2

From these tools the user gains a number of useful tools to mimick a fully operational personal computer.  These include ftp, ifconfig, telnet, netstat, traceroute, passwd, mount, and many others.

As seen in the command line screenshot you can not only the full capability to use the command line functionality but the developers have also provided a useful tool to touch single commands that are commonly used.
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The most significant point of jailbreaking an iPod Touch or iPhone is that the user is in the device as the Root user.  However, all iPhones and Touches use a default username and password for their devices.  The default password for the device is “Alpine”, which must be changed upon breaking the features of the device.

The iPod Touch is easily accessed using the ssh tool and logging into the device using the root account.

Tools of the trade

So far the discussion has been expanding the usefulness of the iPod Touch or iPhone and how to accomplish this task.  Next we will explore the available functions the user can implement in order to expand the functionality and highlight issues related to these devices and what can be done in a very discreet manner.

In today’s environment, even with smaller laptops, it is not always easy for hackers to openly attempt penetration testing and other illegal activities.  This is where a device, such as an iPod, can come in very useful to go virtually undetected in an open environment.  Most would assume the individual is listening to music, watching videos, or playing games.  This leads to vulnerability in any network system because the ability to hack is made simpler.  

Nmap

One of the first tools to get acquainted with is with the Nmap port scanner.  The most simple use of the this tool is to port scan the network you are on by typing in the following to obtain a list of available hosts:  nmap –v –sP 192.168.1.0/24.  This shows that there are 3 hosts available on my network.  This scanned 256 addresses and determined the ones that were up.  This can be redirected into a text document and read on the Touch to see which IPs responded.

Finally, chose an IP address and then put in the following command will show the available and open ports on the victim system:  nmap –v –sP 192.168.1.100.  Now the hacker not only now knows what devices are on the network, but they also know what ports are open on the device.  This information also contains such information as the operating system which makes it that much easier now to be exploited.

[image: image3.png]fost 192.168.1.243 is down.
fost 192.168.1.244 is down.
fost 192.168.1.245 is down.
fost 192.168.1.24€ is down.
fost 192.168.1.247 is down.
fost 192.168.1.248 is down.
fost 192.168.1.249 is down.
fost 192.168.1.250 is down.
fost 192.168.1.251 is down.
fost 192.168.1.252 is down.
fost 192.168.1.253 is down.
fHost 192.168.1.254 is down.

foat 192.168.1.255 1s down
tnap done: 256 TP addresses (3 hosts up) sca
ned in 3.5 seconds

ichacls-irod:- monites |

QWIE|R|T|Y[U|I|O|P

[AlSID]FIG]H]JIK]L |





[image: image4.png]100
Discoversd open port 5357/tcp on 192.168.1.1
00

Discoversd open port 2869/tcp on 192.168.1.1
00

Discoversd open port 49155/tcp on 192.168.1
100

Discoversd open port 49152/tcp on 192.168.1
100

Discoversd open port 10243/tcp on 192.168.1
100

Complated SYN Stealth Scan at 13:06, 7.27s &
lapsed (1000 total ports)

Initiating Service scan at 13:06

Scanning 14 services on 192.168.1.100

QWIE|R|T|Y[U|I|O|P

[AlSID]FIG]H]JIK]L |





Metasploit [10]

One of the more interesting aspects of using your iPod Touch as penetration device is the fact that Metasploit can be installed and run from the deivce.  Due to the small processor in a iPod Touch, it does take several minutes for the command line to display and then further time to get Safari configured for use.  See the attached screen captures showing this process.

This set of tools can be used for penetration testing, IDS signature development and exploit research.
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Ngrep [12]

Another functional tool is ngrep which is Network tool that provides regular expression searching of network captures similar to it’s Unix companion grep.  Shown in the screen captures is the usage of ngrep and also the output when a regular expression is found.
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Tcpdump [13]

One of the most useful tools for network capture is Tcpdump which is a packet sniffer that is capable of capturing network traffic.  This data can be captured for later use and run through a graphical tool such as Wireshark for analysis or scanned on site to display the desired filter.

It is our belief that as tools such as this get smaller and easier to use they pose a unique security risk to technology professionals.  As you can see the iPod Touch has all of the features of a full Unix/Linux workstation and can get a plethora of tools loaded onto it due to the hard drive capability and processor speed.

Other general tools

There are a few other useful tools that can be used for various functions such as performance information.  Below is a screen shot of the command Top that was downloaded and executed on the iPod Touch.
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Conclusion

Further research into this functionality and resource would be first to see how capable a device such as this is for capturing password and log in information from a network.  Also, fully exploring the functionality of how useful this would be for legal uses such as penetration testing and assisting in securing wireless networks through new methods of exploit testing.

VI.  CONCLUSION

Overall security is a necessity to ensure that a wireless network functions properly. However, there is always a trade off based on the type of security scheme. It can range from processing overhead to down right intrusiveness of a node on the network. In addition, the architecture type should be well known to those who implement the security polices.  Also, it is important to understand that devices on a network may not always appear as what they seem to be. Therefore it is necessary to take proper precautions in order to determine that a device is genuine in its intent as it passes traffic through the network.
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