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1. Abstract
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PHP is one of the most popular web languages. It is used widely on many web servers. People like to make their personal web site on top of PHP environment using different kind of operating systems including Linux, Unix, Solaris, Open BSD, Microsoft Windows, Mac OS X, RISC OS, and several others. PHP is supported for most of the web servers today, including Apache, Microsoft Internet Information Server, Personal Web Server, Netscape and iPlanet servers, Oreilly Website Pro server, Caudium, Xitami, OmniHTTPd, and many others. Therefore, people have the freedom of choosing an operating system and a web server. It is considered an easy language to learn and develop. There are many readily distributed programs which use PHP code around the world. Many trusted web sites have their pages programmed via PHP codes.  The interesting thing is that PHP is simple for a newcomer, however, there are many advanced concepts that may be difficult to learn.  Many open sources can be so advanced that they are programmed by professional programmers. These programs are usually more secure than the programs that may be published by beginning or intermediate learners. However, there have been numerous vulnerabilities in PHP codes that make it easy for hackers or crackers to gain full access of a website. Consequently, to continue their journey to the root of the server, simple code can be the most likely target for the hackers and crackers to go through to exploit the vulnerabilities that may be found.
2. Introduction
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Open source PHP programs can be easily acquired for either a nominal priced or free of cost. Fortunately a PHP program can be read and how it works understood by many. Many people think that does not matter since the programs are written by professional programmers; therefore, they are secured. In fact, open source codes can be so dangerous that hackers or crackers use open source codes to do their malice attacks. Assuming someone has his own website that he wants to build via PHP open source portal, the question becomes, how can that be dangerous? And how can he protect his website? In my research I am going to show some important open source  PHP programs that have the highest level of security since they were done by expert teams. However, they can be easy hacked in many ways, with some important methods shown later. On the other hand, there are various possible solutions that can help website owners protect their websites.

3. PHP 

3.1. History:
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PHP was created in 1994 by the famous programmer Rasmus Lerdorf. In the beginning, PHP used to be known as “Personal Home Page", today, however, it is known as "PHP: Hypertext Preprocessor". The initial goal of making PHP is to create dynamic web pages that make the web site be more interactive. It became widely-used around the world. PHP is considered now an open-source language. Moreover, PHP is one of “high-level" languages. Therefore, it is easier to learn than other programming languages. According to Wikipedia, article named “PHP”, 
“PHP was originally designed for use in Web site development, but rapidly grew to become a much more robust language. PHP's primary use is as an "embedded" scripting language, which means that the actual PHP code is embedded in HTML code. When used in this way, PHP enables your web server to process web pages before they're displayed in the user's web browser.” 
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3.2. What is PHP?

Figure 1. Web request processing with and without PHP.
PHP stands for hypertext preprocessor (personal home page). It is a server side programming language that is used to create dynamic web pages. It can be embedded into HTML pages. It can create web pages faster than HTML or JavaScript. In addition, it is uses some commands of C or C++. The PHP code is enclosed in special start and end processing instructions “ <? php … ?> “ that allow the programmer to jump into and out of PHP mode. 
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The big difference between PHP and JavaScript is that PHP code is executed on the server; however, in generating only HTML code, then sending it to the client makes the source code difficult to read in the client side.  According to the article, titled “Basics of Php”, addresses that subject. “As its name ("PHP: Hypertext Preprocessor") suggests, PHP derives its power by "preprocessing" hypertext on the server side. This generally means that when the PHP script (saved as a .php file) runs on your web server, it performs the programmed actions, and returns HTML code that will then be sent back to the client’s web browser. The PHP script itself is not included in the HTML that is sent to the browser, so the PHP code is invisible and secure from the user.” That means whenever someone browses to a PHP page, all requests on that page will be sent to its web server that processes the requests. However, the web server will deliver the results in form of HTML to the user. If the user opens the source code of the page, he will find that all code is in HTML form; no functions, variables, or statements appear.

3.3. What can PHP do?
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PHP can collect form data, generate dynamic page content, or send and receive cookies. It can perform math operations such as summing, dividing, subtracting, and multiplying. It can execute logical operations such as <, >, =, and, or, not, and the like. 

A strong feature for PHP, and a danger at the same time, is that PHP can generate files, and save them in the file system, as a way of printing information out, forming a server-side cache for a client’s dynamic content. 

One of the strongest and most significant features in PHP is its support for a wide range of databases. Writing a database-enabled web page is incredibly simple. The following databases are currently supported: MySQL, ODBC, dBase, Unix dbm, SQLite, IBM DB, Oracle, and more. 

PHP supports calling or communicating to services via using protocols such as POP3, HTTP, IMAP, SNMP, including other protocols. 

PHP can control files by many utility functions such as converting them from types into other types, search engine functions, the IRC Gateway functions, compression functions, calendar conversion functions, translation functions, and others that are similar. It is beyond the scope of this research to list all the benefits that PHP can offer. 

3.4. PHP utilities:
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PHP programs require some important utilities that programmers need to make and run their programs. Also, users who are willing to run readily available  open source programs need to have these important elements.

1. PHP server: the environment or the area that you can execute PHP code on. The server can be:

1. Web server host: can be a website that is setup on a server, which PHP server is installed on.

1. Localhost: software that allows users to run PHP pages on their own computers. The most popular local servers are : 

1. Apatche server.

1. PHP-GTK.

1. Nanoweb

1. Orange Server

1. BadBlue

2. PHP Coder: an integrated development environment for PHP programmers use        through tight integration of the PHP interpreter and the PHP documentation.

3. Writing desktop applications. PHP is probably not the best language to create a desktop application with a graphical user interface, but if you know PHP very well, and would like to use some advanced PHP features in your client-side applications you can also use PHP-GTK to write such programs. 

What is PHP?

PHP is a widely-used general-purpose scripting language that is especially suited for Web development and can be embedded into HTML. If you are new to PHP and want to get some idea of how it works, try the introductory tutorial. After that, check out the online manual, and the example archive sites and some of the other resources available in the links section. 

Ever wondered how popular PHP is? see the Netcraft Survey. 

4. Open Source PHP:

4.1: Open Source PHP Systems:

There are many open source programs and systems that are used in a lot of websites. We can call the open source PHP code a program or system depending on its size and  features. Also, being an advanced programming code qualifies it to be called system. Today, open source PHP systems are distributed widely and famously. We can briefly learn about some of the important systems such as:
4.2: Famous Open Source PHP:
	4.2.1: Bulletin Board
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	1. Vbulletin: 

A commercial Internet forum software produced by Jelsoft Enterprises and vBulletin Solutions, both are subsidiaries of Internet Brands. It is written in PHP and uses a MySQL database server.
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	2. MyBB

MyBB is a discussion board that has been around for a while; it has evolved from other bulletin boards into the forum package as it is known today. Therefore, it is a professional and efficient discussion board, developed by an active team of developers. The MyBB history has been recorded and is available for the interested to read. You can also read more about the MyBB team and why they develop MyBB in their spare time. Also, the developers  like to highlight the most active and contributing fan-sites of the MyBB community.
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	3. phpBB: 

phpBB is a high powered, fully scalable, and highly customizable open-source bulletin board  package. phpBB has a user-friendly interface, simple and. straightforward administration panel, and helpful FAQ. Based on the powerful PHP server language and your choice of MySQL, MS-SQL, PostgreSQL or Access/ODBC database servers, phpBB is the ideal free community solution for all web sites. Features include: Unlimited forums and posts, Multiple language interface, private or public forums, powerful search utility, private messaging system, and templates.


	4.2.2: Databases
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	1. Firebird:

A relational database offering many ANSI SQL standard features that  run on Linux, Windows, and a variety of Unix platforms.
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	2. PostgreSQL:

An advanced PostgreSQL-based search engine that provides online indexing of data and relevance ranking for database searching. Close integration with database allows use of metadata to restrict search results. Operating systems: Windows, Linux/Unix, OS X, Solaris.


	4.2.3: Content Managers
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	1.Joomla:

One of the most powerful Open Source Content Management Systems on the planet. It is used all over the world for everything from simple websites to complex corporate applications. Joomla is easy to install, simple to manage, and reliable.
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	2.Drupal:

An open source content management platform. Equipped with a powerful blend of features. Drupal supports a variety of websites ranging from personal weblogs to large community-driven websites.
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	3.Wordpress:

A state-of-the-art semantic personal publishing platform with a focus on aesthetics, web standards, and usability. 
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	4.Plone:

Content Management System built on top of the open source application server Zope and the accompanying Content Management Framework.
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	5.XOOPS:

An extensible, OO (Object Oriented), easy to use dynamic web content management system written in PHP. XOOPS is the ideal tool for developing small to large dynamic community websites, intra company portals, corporate portals, weblogs and much more. Read the “All about XOOPS” page for more details. 
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	6. Opencms:

A professional, easy to use website content management system. It is based on Java and XML technology. It can be deployed in an open source environment (e.g. Linux, Apache, Tomcat, MySQL) as well as on commercial components (e.g. Windows NT, IIS, BEA Weblogic, Oracle).
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	6. PHP-Nuke:

A powerful Open Source portal application. It can be used as a weblog or as a CMS. PhpNuke allows webmasters and editors to easily post new content and comment existing articles. PHPNuke is mostly for game clan and guild sites. It is free software, released under the GNU License. 
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	7. WebGUI:

WebGUI is a web application framework and web content management system  that puts the publishing power in the hands of the people who create the content, rather than the IT staff. Join the thousands of businesses, universities, and schools that have found out just how easy web can be.




According to a survey taken to show the most open source PHP usage statistics, many of them may seem familiar to us.
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5. Open Source PHP Vurnabilities:
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5.1: Open Source PHP threats:

 PHP is free in the sense that its source code is open and can be seen by any one. All types of open source PHP code and applications are available on Open Source web sites. Or many big organizations build certain open source PHP programs and publish them online with some license fees. However, many companies do not prefer open source PHP projects to avoid being exploited. To categorize open source PHP programs we can consider some primary kinds of programs depending on which concept a program is based on. These programs are such as Management , Auctions,  file manager, Bulletin Boards and Forums,  Business & Enterprise,  Calendars and Events ,  Chat , Content Management,  Customer Support,  Database, E-Commerce, Education,  Email, Form ,  Games, Guest books,  Image Galleries,  Link Indexing, Polls & Surveys,  Search Engines, Server Management, Web Hosting Tools, and the like. 

According to the article, titled “PHP Threats Continue to Rise but More Work & Education Could Help”, a statement is made that “Threats against web applications developed in PHP continue to be an area of high activity and interest for attackers. PHP applications now represent a significant portion of the web-application attack footprints we see in our Honey Point Internet Threat Monitoring Environment (HITME).” In fact, hackers consider that PHP web applications are the best way to gain access to websites or servers.   

Another article was posted by HD Moore, named “PHP Safe Mode Considered Harmful”, addresses that “PHP web applications are one of the most commonly attacked pieces of software on the Internet today. Anyone who has looked at their web server logs can attest to the frequency of probes for vulnerable PHP applications. PHP's easy learning curve has lead to its popularity and breadth of applications, but not without some hard lessons along the way. The ability to treat a remote HTTP URL as a local file, the auto-instantiation of variables based on client input, and the prevalence of free-form SQL queries have opened up a wide range of attack vectors in PHP applications.”

5.2: The reasons of open source PHP Vulnerabilities:

5.2.1: Owners’ Careless
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Sometimes the master of the website causes serious unintentional vulnerabilities to his website. That is because the master is not expert enough to secure his web site or know what things can be threat to his website. There are many mistakes which can be the easiest gates for hackers to gain access to the website. Some unknowing website masters make enemies for themselves by challenging others, or publishing things that may harm them and impact their anger, causing web wars.

5.2.2: Hackers’ malice
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Malicious wisdom that hackers use in their hacking steps depend on the degree of ownership.  These risky ways can refer to some certain codes or misuse that help the hackers find ways into websites and causes harm. Not only may they not stop on the websites that they could hack, but also they can distribute their hacking to the other hacked websites through several advanced procedures using system or shell codes.

Hackers are well-known that they are patient enough to spend a lot of time to figure out how they can get the knowledge about websites to be hacked.  In addition, they take any mistake that is caused by website masters seriously. Moreover, they track and analyze things that can be vulnerable and do not feel regret about hacking websites. According to “GFI Software”, the paper titled “detect-hackers-on-web-server”, points that “Many tools exist to facilitate hackers who wish to deface a web site. Such tools are so easy to use that even someone with no prior hacking experience can make a mess out of a web server in no time at all.”

5.3: Major open source PHP Vurnablities:

5.3.1. Cracked Systems: 
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Owners who prefer to obtain professional open source PHP systems that are secured and supported by their producers, can be organization, teams, or groups. However, these systems require license fees depending on the degree of quality of service they can offer and the efficiency of their products. Some careless owners do not like to pay fees to obtain professional open source PHP systems. Instead,, they resort to cracked systems where crackers manipulate the systems by pulling out reporting codes. This is real danger for a few reasons: firstly, the deed is considered illegal. Therefore, owners would interject themselves into being charged or faced by the penalties of violation of rights and they run the risk of losing their businesses. Secondly, producing cracked systems can be a way for hackers to have easy access to many websites without laborious exertion. They can inject hidden shell or system code instead of performing cracking tasks on the systems. Thirdly, cracked copied systems lose the support and protection from their original organizations. 
5.3.2. Bundled Scripts:
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Some owners surpass the previous point by having licensed open source PHP systems. However, they may not have expended the effort to setup secure scripts on their websites, beside the PHP systems. Here is the point, hackers well-acknowledged scripts such as secript, makes it easy to get through the script to obtain access to PHP systems unless they gain whole website or servers accesses. Scripts such as these help hackers to upload files that contain hacking codes that could be PHP codes, system codes, or shell codes. If that happens, owners may cause hacking for other website on the same servers. 
5.3.3. Firewalls:
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Open source PHP programs include some directories that must be forbidden for being seen by other users. However, many owners really do not care about this feature in that they leave the directories open. These directories may contain security files that should no be accessed by meddlers. Due to that, hackers can use these directories to figure out how they can hack the website.

5.3.4. Permissions:
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Sometimes open source PHP programs need some directories to be open. However, there may be malicious use by hackers such as injecting commands into certain files in these directories or writing files in there. In  other words, some owners do not pay attention to this issue, assuming no body would know what the permissions are in that directory. According to the website “Joomla Scan- vulnerability scanner ”, the article named “Guide #1: Joomla Security Starter”, reports that “By setting a file with  777 permissions, means to open up all the security on it and allow the whole world Level 7 access, the highest and mightiest--and this is a danger to your site. This means that any script on your site, if so inclined or if tricked into the task by a hacker, could mess with that file that was 777 (or folder that was 777) and use it to do bad things. This includes hacking your site, using your website to funnel attacks, crime through--taking down other sites, or performing credit card fraud activities.” How much this problem can be harmful depends on the hackers’ goals. Some hackers want to just over write other users’ files. However, other hackers prefer to corrupt all files that can found, and so on.

5.3.5. Explorable Directories:
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open source PHP programs usually consist of directories that contain files. Any URL that includes the “/” means that the target is included in the folder after the “/”. Hackers track these directories to see what they include or what can be useful for hacking the website. However, these directories cannot be forbidden if they contain executable files or other files. Unfortunately, many owners think it does not matter if they leave their folder open. In contrast, many hackers mostly prefer websites where their directories can obviously be explored. These directories may contain private files that must not be seen by meddlers.    

5.3.6. Installation Files or Directories:
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There are files or directories that contain installation files. These files or directories are used one time when website masters want to setup new open source PHP programs. Once the master completes installing new open source PHP programs, they are supposed to move, remove, hide, or change the names of these files or directories. In other words, hackers are excited to see such available installation files that can maliciously smash whole data sets unless they gain access to the website.

5.3.7.Configuration Files:
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A configuration file, according to “Webopedia”, is a file that contains configuration information for a particular program. When the program is executed, it consults the configuration file to see what parameters are in effect. The configuration file must be protected to not be directly read, overwritten, or downloaded. When  hackers get the configuration file, the website is almost hacked. 

5.3.8. Guessable Security Information:
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Security information, like usernames and passwords, is very effective more than other security issues. Most hackers think of how to gain this information since it’s the key for everything. Unfortunately, website administrators assist to keep their security information simple in order to be easy for memorizing it. Hackers, on the other hand, like these type of administrator because these administrators make it easy for the hackers to extract security information fast. If hackers are still able to extract difficult security information, the ability of cracking simple security information would absolutely be much easier. Guessable Security Information, according to Wikipedia, article titled “Password strength” in the part named “Examples of weak passwords” could be:

· Default passwords: password, default, admin, guest, etc. 

· Dictionary words: chameleon, RedSox, sandbags,bunnyhop! IntenseCrabtree etc 

· Words with number substitutions: password1, deer2000, john1234, etc 

· Words with simple obfuscation: p@ssw0rd, l33th4x0r, g0ldf1sh, etc 

· Doubled words: crabcrab, stopstop, treetree, etc 

· Common sequences: qwerty, 12345678, mnbvcxz, etc 

· Numeric sequences based on well known numbers: 911 (9-1-1,9/11), 314159.. (pi), or 27182.. (e), etc 

· Identifiers: jsmith123, 1/1/1970, 555-1234, "your username", etc 

· Anything personally related to you: license plate number, Social Security number, current or past telephone number, student ID, address, birthday, relatives' or pets' names/nicknames/birthdays/initials, etc.
5.3.9. Non- protected computers:
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Hackers usually prefer hacking computers that have more benefits compared to regular users’ computers. Administrators’ computers are mostly targeted by the hackers. This is considered one easy step to hack websites. To explain the dangerous, let us assume that administrators keep all security information on their desktops. The hackers exploit administrators’ desktops via sending patches, viruses, or the like. If the hackers get access to administrators’ desktops, there would be no way to say their websites are still safe. 

6. Open Source PHP Protection:

6.1. The motivations Protecting Websites:
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According to “Copyright Website”, in the issue named “Web Protection”, indicates that “If you or your company have created website, you are probably invested enough that you would like to protect it. If you are a library or museum, you may have special considerations.” People, companies, governments, organization, and others create website to publish their concerns to be seen and known by everyone in the world. However, they should care about their audiences, who watch, participate, or use their websites. Each website has information that defers from another website or maybe unique. Otherwise, by hacking a website, the uniqueness of the information that is contained in the website would not be unique because hackers may distribute the information to be public. In addition, with a hacked website, users, who joined it, may be harmed by the hackers. That definitely results audience, business, reputation loss. Therefore, web masters have to protect themselves, and websites, in order, keep everything up.  

6.2. Methods of Protecting Websites:
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6.2.1. Authorized and Licensed Open Sources:

Web masters must get original open source PHP systems in order to be on the safe side. It is right some web masters are not able to afford costs of open source PHP systems, but they have no choice to make their web sites safer. However, they are supposed to avoid non-licensed open source PHP systems so as not to be faced by violations of the law. 
6.2.2. Upgrading and Updating:
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Expert web masters may be able to patch vulnerabilities that threaten their open source system; otherwise, hackers may take care of their web sites and show them how risky it is. The optimum solution for patching these vulnerabilities is to keep upgrading systems. The system supports the release of upgrade files that can heal the problems. In addition, web masters should keep in touch with the organizations that produce these systems to see new news regarding the systems that are used in the websites. 

6.2.3. Web protection Tools:
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Most web sites contain tools that can help web masters to figure out what is going on their websites. One of the most important tools is virus scanner that can find out if there are viruses on your spaces. In addition, there are tools that sign users’ visits, motions, and activities that can determine who misbehaves on a website. Moreover, there are other protection tools that work on protected folders and link that relate to a website.

6.2.4. Vulnerability scanning: 
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Recently, there are many vulnerability scanner tools that have been released. The main role of these tools is that they scan open source PHP files and extract the vulnerability statements and detail some information related to the vulnerabilities that can be found. Also, they give advice about their threats and level of danger.

6.2.5. Encryption systems:
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Encryption systems are used widely and seriously can solve stealing information or meddling with security data. Professional open Source PHP systems use encryption systems to encrypt and decrypt the information. One kind in use is that web masters encrypt some PHP files such as “configration.php, setting.php, connection.php, and the like”. There are many PHP encryption tools such as Zend Optimizer, Zend Studio, HTML Password Wizard, and others.  By doing that, hackers are prevented from reading information that these files contain. According to “Zend company”, in their description of the product “Zend Optimizer”, describes that “Zend Optimizer is a free runtime application that enables PHP to run the scripts encoded by Zend Guard. It can be freely used by anyone looking to run encoded applications.”  “Zend Server provides: Enhanced performance through caching and acceleration, Application monitoring and problem diagnostics, and Well tested, integrated PHP application stack.” That can improve the efficiency of protecting open source PHP programs.
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The really important point is that the web master should use professional open Source PHP systems that have encryption systems included in their products to encrypt messages, links, forms, passwords, and the like. According to the tutorial website “plus2net.com”, in the lesson titled “Md5 hash: Encryption of a string”, says regarding MD5 encryption in PHP “md5 returns the hash of a string. This is used to encrypt strings and particularly encrypting the passwords of the user. This function returns the encrypted string by using RSA Data Security Inc. Md5 encryption is useful to store passwords and other sensitive data. Md5 encryption is one way only, there is no standard method to generate the source or the original string from the hash of the string. So passwords can't be retrieved and it can only be reset.”   
6.2.6. Disguising Contains:
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We can all agree hackers like to meddle in what websites contain. However, web masters should make their structures of web sites ambiguous that hackers cannot imagine how they work. There are simple methods a web master can use to disguise directory structures so that hackers have a hard time, such as, filling all sub directories with (index.html). This wise can prevent hackers from seeing what is inside these directories. 
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Another way which can be more efficient is that professional web masters can rename their web site directories to unknown names. With this method, hackers cannot find their usual targets. 

Moreover, a more efficient method a professional web masters can apply, change variables to their own variables. Therefore, hackers cannot get the parameters through the new variables since they have no idea about the new variables.

6.2.7. Website cleaning:
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Everything in the world either palpable or impalpable needs to be cleaned. As a website web master, it is his responsibility of cleaning up everything useless or risky,  and not leave anything behind. Specifically, there are some mistakes that fall under the category of leaving such items. One mistake, which is considered a high risk, is that web masters leave installation files after the installation procedure. According to the posted article “Writing Secure PHP”, “http://www.addedbytes.com/php/writing-secure-php/”, addresses that “Many PHP programs come with installation files. Many of these are self-deleting once executed and many applications will refuse to run until you delete the installation files. Many however, will not pay the blindest bit of attention if the install files are still online. If they are still online, they may still be usable, and someone may be able to use them to overwrite your entire site.” The website “phpBB Forum”, in their support suction(http://www.phpbb.com/support/documents.php?mode=install&version=3), recommends that “Once you have successfully installed phpBB3 you MUST ensure you remove the entire install/ directory. Leaving the install directory in place is a very serious potential security issue which may lead to deletion or alteration of files, etc.” Therefore, webmaster must remove files on this nature  or any other dangerous file.

6.2.8. Forbidding and Promising:
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Previously, we talked about deleting some certain files or directories. However, if they really want to keep it, they must forbid or hide them so they cannot be reached. That can be easily done via using directory protection tools. The web master can use a firewall access logging  method, or change the permissions of the directories to not be accessed.

6.2.9. Protecting own computers:
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Administrators must protect their website by securing website security information. There are ways that can help administrators save their web sites. First of all, they should avoid keeping the original information or a copy of it on their desktop. It should be moved out on an external storage media. They, in addition, must protect their computers from being hacked by using protection tools. According to “The London School of Economics and Political Science is a School of the University of London” , in their article titled “Protect your own computer”, addresses that, If your laptop or personal computer is not properly protected it can become infected without your knowledge within a few minutes of connecting it to the network. Take the steps below now to protect your computer. 

1. Install a free firewall like Zone Alarm.
2. Update your anti-virus software to the latest definitions.
3. Download and run anti-spyware.
4. Run Microsoft Updates for the latest security updates for Microsoft Windows and Office software products. 

5. Configure Windows to download security updates automatically.
6. Set a password for your computer. 

7. Check your computer with the online vulnerability scanner.”
7. Open Source PHP Hacking Demos:
As explained previously, there are many exploits that can be used to hack secure open source PHP system. In our demos we use “vBulletin” which is one of the most efficient open source PHP forums. However, administrators may not care about some obvious exploits that can cause website hackings.
6.1. Using unsecure scripts:
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In this example we are using an unsecure script that uploads images onto a website. However, we are planning to exploit this script to upload executable files on the server. In fact, the script will only accept an upload file with only image file extensions such as “gif, jpg, png, …”, which means we are not allowed to upload other kind of files. And because this script is unsecured, we can manipulate the PHP file extension by appending “dot” and three alphabet characters that relate to any allowed extension. In this demo, we made a PHP code that fetches the configuration file and get the important access information from  the administrator. In addition, the code injects a new administrator to get access to the administration control panel.  After that, we saved the code as an image file “my_last_party.php.gif” that we can upload on the website. As a result of having executed the file, the secured open source PHP system became unsecured in that the hacker has gotten full access to control all concepts of vBulletin.

6.2. Using Installation Wizards:
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Most open source PHP systems use an installation wizard to make their systems easy to be setup by inexpert users. The wizards configure the systems and inject the important components of the programs such as files, database tables, and the like. However, many of those users forget to clean up the installation files or folder after finishing the installation. In our example we use the famous open source PHP forum which is called “vBulletin”. As we know this particular PHP system has an installation directory named “install” because it is an open source system and we know its structure. Therefore, hackers can go directly to the installation directory on the link “./install/install.php” to run the wizard. That step is harmful since it is going to drop all data that is stored in the SQL database and over write the whole configuration data in there. As a result, the users are going to be dropped rather than gaining access to the administration. The topics and articles are going to be dumped, and the system will be reconfigured. 

6.3. Using Search Engines:
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Using search engines became an easy way to fetch for vulnerabilities in websites. One of the most dangerous hacking tools is an engine website dedicated to discovering vulnerabilities in web sites by using the famous search engine Google. This hacking engine is called Goolag. According to Barry Schwartz in his article titled “Hackers Launch Goolag: A Google Vulnerability Scanner” addresses that “Hackers turn Google into vulnerability scanner from Techworld reports a group of hackers named Cult of the Dead Cow (CDC) launched a search tool powered by Google to help see if your sites are vulnerable to a hacking attempt. The tool is named Goolag, and by typing in a domain name it may return site vulnerabilities.”
“It’s no big secret that the Web is the platform,” said cDc spokesmodel Oxblood Ruffin. “And this platform pretty much sucks from a security perspective. Goolag Scanner provides one more tool for web site owners to patch up their online properties. We’ve seen some pretty scary holes through random tests with the scanner in North America, Europe, and the Middle East. If I were a government, a large corporation, or anyone with a large web site, I’d be downloading this beast and aiming it at my site yesterday.”

This example alerts administrators to wake up and make sure their web sites are secured enough to not be hacked.
8. Future outlook:
In my opinion, for inexpert users, open source PHP system producers must protect their inexpert customers by setting some procedures that can secure the systems and make their PHP system more efficient:

First: they can improve the PHP systems by having them generate varied variables each installation time. As a consequence, hackers cannot determine the correct variables to extract the values of the variables. Moreover, the first demo above (page X) cannot successes as long as hackers do not know 

Second: for ensuring more efficient security, they should have their PHP systems drop installation files after finishing installing the PHP systems. As a result, hackers can never find any way to the installation wizards.

Third: An important way can be really useful is that PHP systems should contain maintainer tools. The main roles are to set file permissions, scan system vulnerabilities, patch the weak statements, and as so. This procedure can help either expert or inexpert users.

Fourth: they should check their systems dynamically to figure out whether there are vulnerabilities or not. However, they should also support, alert, and fix their systems that they can keep their customers’ website secure.

9. Conclusion:

In conclusion, open source PHP systems are considered today and are distributed in millions websites. They have many features that can help administrators enhance the services and the performance of their websites. However, they can be dangerous to use for those whom are not expert or careless administrators. Hackers, in other words, exploit these systems to hack or crack websites. Administrators should learn how their websites can be exploited. They should be able to learn and take the steps to be cautious and need to patch any vulnerability that can be found even if it may not be dangerous. Otherwise, these vulnerabilities can be exploited and the consequences can be absolutely devastating. 
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