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Introduction

Insider attacks are characterized by legitimate access to computer systems, negative work-related experiences, emotional responses and organizational harm.  Employees, especially technical employees, have legitimate need to access confidential and proprietary computer systems to accomplish their jobs.  Negative work-related experiences such as demotion and termination can lead to emotional responses from the insider.  When the insider acts out based on these emotions, organizational harm is usually the goal.
The “Insider Threat Study” provides a good example of what an insider attack looks like.  A software developer is angry after being laid off just before Christmas.  Shortly after his termination, he uses a former co-worker’s account to login and negatively alter web pages on his former employer’s website.  Taking the attack further, the insider emailed all of the organization’s clients to point out the hacked website.  Still not satisfied, the insider logs back in several weeks later and resets all of the network passwords and randomly alters 4,000 product prices.  Eventually the insider was caught and served five months in jail and two years on probation in addition to paying restitution of $48,600 to the organization.
Analysis
Legitimate Access

Insiders have legitimate access to an organization’s computer systems due to employment with the organization and their position’s responsibilities.  System administrator job duties require privileged access to all the computer systems and networks that they are tasked with maintaining.  Database administrator job duties require privileged system access to systems that contain databases and the systems closely related to database operations.  Programmer, engineer and IT Specialist positions often require more privileged access than a typical computer using employee.  These privileges, even though they required for the job, open the organization to potential risk. 
The 2005 Insider Threat Study found that 59% of the cases studied were perpetrated by former employees or contractors and the remaining 41% by current employees or contractors.  Of the individuals studied, 77% were full-time employees with the remaining employees being made up of part-time employees, contractors and other temporary positions.
Technical positions were held by 86% of the insiders with system administration positions accounting for 38%.  Programmers accounted for 21% followed by engineers and IT specialists accounting for 14% each.  Insiders in technical positions were primarily responsible for sabotage type attacks while other professional positions and customer service type positions are often involved in theft and fraud type attacks.
Negative Work-related Experiences
The May 2008 research by the Software Engineering Institute summarizes these negative experiences as unmet expectations.  Employees may have been expecting a larger salary increase or a larger bonus.  A demotion may not only reduce salary and title but may also reduce status and respect among co-workers.  Disputes with employers over policies, benefits or work performance can lead to disappointment and frustration.  In most cases, the ultimate negative experience is the termination of the employee.
Negative work-related experiences are not necessarily limited to management interacting with the employee.  Co-workers can cause dissatisfaction and frustration as well.  Competition over new projects or credit for completed projects can lead to arguments and negative experiences.    
Emotional Responses
Dissatisfaction, disgruntlement and stress can lead to revenge.  Over half of the insiders studied were perceived by others as disgruntled.  
Negative work-related experiences can cause dissatisfaction with a job and over time can develop into extremely emotional situations.  If job performance or attendance declines and the employee is sanctioned as a result, the dissatisfaction can snowball.  The intent of the sanctions is to turn the employee around and improve the situation but it can often make the situation worse and intensify the disgruntlement.  

Stress caused by work and personal factors can increase the likelihood of an attack.  Stress brought on by reprimands at work or a divorce or a death in their personal life can set the stage for an emotional response.  Almost all insiders who sabotaged their organizations experienced one or more stressful events prior to the attack.
Revenge is the most commonly cited reason for insider attacks based on the cases studied.  This revenge may be directed at the organization as a whole or toward individuals within the organization.  In one example of revenge, a graphic artist that had previously built a website for an organization got reprimanded for absenteeism.  The employee learned that there were also plans to suspend him.  This angered the employee who then logged in remotely and altered text and images on the website as a way to get even with the organization.
Organizational Harm
Insider attacks on organizations fall into one or more categories based on the three most common goals of an insider attack: sabotage, theft of intellectual property and fraud.  Sabotage aims to disrupt the organization’s ability to operate or to destroy data or other intellectual property.  Theft of intellectual property tends to be financially motivated but can sometimes be done to embarrass the organization.  Fraud is often instigated at the prompting of outside parties offering to pay the insider to take action.
Most of the attacks studied fell into the sabotage category.  The majority of sabotage attackers studied did not have authorized access at the time of the attack.  Only 31% used their own account while 56% used a compromised account not associated with them.  Logic bombs are an example of a sabotage attack and are usually designed to delete large amounts of information.  These logic bombs are usually small scripts or programs that the attacker tests before planting.  Backdoor access and unauthorized accounts are also frequently used in sabotage attacks.  They allow the insider who has usually been terminated to access the system remotely after hours.  With open access to the system during a time when a human is not likely to notice changes occurring, an attacker can manually cause large amounts of damage by altering or deleting data.
Stealing confidential information such as client financial information can provide an insider with an illegal income through activities like credit card fraud.  Selling proprietary information to competing organizations is another way insiders can profit at the expense of their organization.  Some information theft attacks may provide no financial gain for the insider but may satisfy their need for revenge by embarrassing the organization by revealing sensitive or confidential information.

Most insiders who committed fraud were not angry with their organization and were not financially in need.  The offer of money in exchange for completing a task that is likely very trivial to the insider can sway some insiders to take action.  Altering credit histories or generating false insurance claims may be simple for an insider to accomplish and may have significant monetary value to an outside party.  Outsiders may even act on behalf of other outsiders in requesting an insider to take fraudulent actions for them.  Sales people like car dealers have a vested interest in getting a loan approved for a client might pay an insider to adjust the client’s credit history to get the loan approved. 
Lessons Learned

Typical Inside Attacker

The statistics gathered reveal the typical inside attacker to be a 32 year old male who is a former, full-time system administrator.  This typical profile should not be taken as a way to eliminate older or younger people, females or people holding other positions.  It is simply an observation using the median data points to provide a concise look at a typical insider.
The research surveyed showed that 96% of the insiders studied where male.  In 2004, a Department of Labor study showed that 73% of employees in computer and mathematical occupations were male.  With a large number of male employees and a relatively small number of inside attackers, odds are a large number of males will be involved in the attacks.
Mitigation
There are several approaches that can be taken to reduce the risk of an insider attack.  Awareness of the issue, prevention of an attack, deterrence against an attack and positive human interaction can all contribute to the reduction in risk.

Awareness of the risk can be raised by training employees on the importance of security and the importance of quickly reporting security violations to their supervisors.  This training should include accountability for security and expectations related to security as well as acceptable use policies.  Managers should also be trained to watch for warning signs in their employees.  These warning signs include negative changes in job performance, attitude and attendance.  
Prevention falls into two categories technical prevention and human prevention.  Technical prevention includes frequent audit log scanning, internal firewall use, disabling removable media and malware scanning.  The human side of prevention involves managers being involved with insiders and understanding how they feel about the organization.  This involvement and understanding makes it easier to detect the warning signs and take action to improve the situation before it evolves into an attack.

Deterrence of insider attacks can be accomplished with frequent checks-and-balances type security audits when multiple administrators are available to audit each other.  These audits can prevent backdoor accounts and access methods from slipping in unnoticed.  Random security audits and security log scanning can also deter activities necessary to enable an attack.
Positive human interaction is all about people skills and relating with employees in a positive way.  Unpleasant changes are a given in today’s business world and while managers can’t shield their employees from all unpleasant changes, they can deliver the news in a way that minimizes the impact and helps the employee see why it happened and what can be done to make things better.  
Technical managers tend to be technical people promoted into management due to their technical skills instead of their people skills.  Training these technical managers on the art of human interaction can reduce the chance of having disgruntled employees and therefore reduce the chance of an insider attack.
Future Direction
To take this research further, it would be interesting to study the effects of management skill on insider attacks, an in-depth study of managers that supervised attackers might be a starting point.  Comparing relative management skill and training to the severity of attacks made by their employees could be a useful analysis.  This could be a difficult avenue to pursue since highly skilled managers may effectively prevent attacks and therefore never get studied.
Conclusion
Using technology to prevent some of the most technically competent people in an organization from doing harm to the organization can be difficult at best.  Soft-skills-training for managers seems to be the most direct route to preventing the attacks.  This is not to discount technological deterrence and monitoring.  Security technology must be implemented as thoroughly as possible to dramatically reduce the number of opportunities open to a disgruntled employee.  Complete security implementation, manager training and vigilant observation for warning signs will greatly reduce the risk of an insider attack.
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