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Introduction:


These days; when a client wants to contact a server, it queries the DNS Server for the IP address of the required Server providing it with the name of the server. If the DNS server (resolver) has an DNS entry of the server to which the client wants to communicate, then it answers the client’s query. Else, the authoritative DNS server of client’s zone asks its peer DNS servers for that particular entry. This query is finally resolved by master-slave mechanism or chaining pattern. In master-slave pattern, one DNS server queries another peer DNS server which might or might not give an answer. If the quering server doesn’t get an answer then it queries another peer. In the chaining mechanism, the queried server will surely provide the required resolution entry. If it does not know the answer then it would query another server on the first server’s behalf.


The returned resolution entry is provided to the client and then communication commences. This entry is cached with the client for some time. But there is no guarantee that the server is available or is a victim of a DDoS attack. The client does not know which would be the best path in terms of resources that should be followed by its packets.

Problem Statement: 

We are to design a model where the client asks the DNS server for more parameter values along with the DNS query. Especially some QoS parameters where the packets can traverse through the network with a label “high priority” which indicates that the packets should have lower probability of being dropped or getting lost. In the unified naming system, we also want the client to query the DNS server for server certificates. This should cut the time that is required for client and server to authenticate each other. 

Proposed Solution: 

To carry the additional functionalities stated above, we intend to modify the current DNS system to cache network parameters and server credentials. 
Outline of the research:

1. Study DNS configuration and DNS structure.

2. Study Unified Naming System developed for IRIX machines.

3. Enable the DNS server to cache server credentials 

4. Enable the DNS server to monitor the network load and cache the results.

5. Enable the client to send DNS server a DNS query integrated with query for QoS and certificate for a particular server.

6. Enable DNS server to reply the above query, from the client, with optimal values for QoS and server’s credentials.

 7.  We will be extending SCOLD project. The extension is to have DNS entry paired with with QoS (delay, 
       bandwidth, jitter) and security (certificates, security label) related info.
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