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Abstract

Spread Spectrum Stegaonography is a relatively new technology that can provide enhanced levels of security over and above ordinary steganographic techniques.  Increasingly, audio media are being used for steganographic purposes. We provide here an overview of the various Spread Spectrum techniques and audio media that may be utilized.
Introduction 

“Steganography is the art of hiding information in ways that prevent the detection of the hidden message” [1]. The needed information is concealed and its' existence is known only to the sender and the intended recipient.

Over the years, a variety of mediums have been used for steganography. One of the earliest recorded uses dates back to the time of Herodotus, some 2000 years ago. In one of his stories, Herodotus tells of a Persian noble man who shaved the head of one of his slaves and tattooed a secret message on his scalp. Once the slave’s hair grew back, the nobleman sent him to his destination with instructions to shave his head thus revealing a plan to to instigate a revolt against the Persians [2].

Other forms of steganography include invisible inks used in World War II, the microdot and drawings. More recently, with improvements in computer technology, there is increasing use of image and audio files as mediums for steganography.   Figures 1 and 2 show an example of how data can be hidden using steganographic techniques [3]. Figure 1 shows what appears to be a perfectly normal photograph. However, the photograph is in fact a carrier for a hidden message, which in this case is the airport map, shown in Figure 2.


Figure 1:
An ordinary photograph or a steganographic carrier file?
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Figure 2:
The steganographic image concealed in the photograph in Figure1.

It would seem that steganography is the perfect means for concealing information. However, steganography does in fact have a number of disadvantages.  Steganography has high overhead for hiding a few bits of information. This disadvantage can be overcome relatively easily. Another problem is that a steganographic system is rendered useless once it has been discovered. This also can be overcome by utilizing a key for the insertion and extraction of the hidden data [4].

Audio Steganography

In recent years, audio has become an increasingly favored medium for steganography. However, a significant challenge exists in hiding data in an audio signal, the Human Auditory System (HAS). The HAS is able to detect sound over a wide dynamic range – perceiving sound over a range of power greater than one billion to one, and a range of frequencies greater than one thousand to one.  In addition, humans have an acute sensitivity to additive random noise. As a result of these factors, a human is able to detect changes in a sound file as low as one part in ten million [5].

Given this limitation it would seem that hiding data within an audio file would be a pointless exercise. However, there is a failing with the HAS, it has a fairly small differential range which makes the embedding of data in audio files a viable proposition. This is true if care is taken in selecting the audio file to be used as the data carrier.

Current steganographic applications with audio media are primarily limited to providing proof of copyright and assurance of content integrity [5]. There is the potential to expand the applications to include the embedding of covert communications.

When embedding data in audio media, it is necessary to consider the environments in which the data is stored and transmitted.

Transmission Environment

A signal may pass through a variety of transmission environments between being sent and received.  Examples of four different transmission environments are shown in Figure 3 [5].
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Figure 3:
Transmission Environments

If the audio media is transmitted solely via a digital environment, the file is not modified in any way. Consequently, the file is consistent between sender and receiver. Transmitting in this way places the least constraints on the hiding of the data [5].

Transmitting using re-sampling, as shown in Figure 3b is more problematic since the file is sampled to a higher or lower sampling rate. While transforming in this manner preserves the absolute magnitude and phase of the majority of the signal, the temporal characteristics of the signal is changed [5].

The third transmission method involves playing the signal into an analog state and then transmitting the signal on an analog line before re-sampling. In this case, although the phase is preserved, changes occur in the absolute signal magnitude, temporal sampling rate and sample quantization [5].

The final transmission environment is the one in which we are most interested since it is the environment that covert communications may be expected to most frequently used. In this case, the signal is played into the air followed by re-sampling with a microphone. This mode of transmission places the highest constraints on the mode of hiding the data since the signal may be subjected to unknown nonlinear modifications. This may cause changes in phase and amplitude, and drift of different frequency components [5].

Storage Environment

The environment in which to hide the data also plays a major part in its success or failure. We assume that the data will be hidden in digital file of some type. There are two parameters which are critical to most audio representations, the temporal sampling rate and the sample quantization method.

Temporal sampling rates have an impact on the mode of data hiding in that it places an upper bound on the usable portion of the frequency spectrum.

Frequently used formats for audio include Windows Audio-Visual (WAV) and Audio Interchange File Format (AIFF). These formats use 16-bit linear quantization. The quantization methods used in these formats can introduce some signal distortion.

Another format that may be used is the MPEG. In this format, the statistics of the signal are significantly changed, preserving only the characteristics that the listener perceives. Consequently, although to the listener the sound appears similar, the signal may be completely different [5].
Various audio steganography methods have been developed and utilized for embedding data in audio files. These methods include Low-Bit Encoding, Polarity Inversion, Echo Hiding, Phase Coding, Cepstral Hiding, Perceptual Masking and Spread Spectrum [6].  Of these various techniques, Spread Spectrum is receiving increasing attention.

Spread Spectrum

Spread Spectrum is not a new technology it dates back to the 1930’s when it was first used with wideband Frequency Modulation (FM) systems by Major E. H. Armstrong [7]. However, it was not until the early 1940’s, that the potential for Military Communications was realized. George Antheil, a composer, and the actress Hedy Lamarr invented a secret communication system. The system, which received a patent, manipulated radio frequencies between transmission and reception to develop an unbreakable code. This meant that top-secret messages could not be intercepted [8]. This was the beginning of today's Spread Spectrum.

From the 1940’s to the present day significant research has been carried out in the area of Spread Spectrum for covert communications. Most of this research was carried out by, or on behalf of the military, and it is only in recent years that some of the findings have been released to the public. This has subsequently resulted in the development of commercial applications.

Whether we are aware of it or not, most of us have had some interaction with systems using Spread Spectrum Technology. Current applications include Global Positioning Systems (GPS), integrated bar code scanners, digital cellular telephone communications, and others.

Spread Spectrum Technology forms the basis of Spread Spectrum Steganography. As such, it is essential to understand exactly what it is and how it works, in order to use it for steganographic purposes.

What is Spread Spectrum And Why Is I Useful? 

Spread Spectrum is a form of Radio Frequency communication. Most of us have some familiarity with fixed frequency Radio Frequency (RF) communications systems, even if it is limited to listening to our favorite radio station.  We are also aware, on some level, of the problems of fixed frequency radio such as a deterioration of the signal due to environmental interference [9]. Spread Spectrum addresses this problem and more.

The difference between Fixed Frequency RF and Spread Spectrum RF communications is the type of modulation used. Spread Spectrum techniques intentionally spread the transmitted data signal over a wide frequency range, [10], as shown in Figure 4. The bandwidth used is in excess of the minimum bandwidth required for the data being sent. By Increasing the bandwidth improvements in the signal-to-noise performance are obtained. The fundamental idea behind this process is that, in channels with narrowband noise, increasing the transmitted signal bandwidth results in an increased probability that the information received will be correct. The increase in performance for very wideband systems is called the process gain [10].
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Figure 4:
Bandwidth Spreading

The theoretical background explaining the basis of Spread Spectrum technology came with the publication of a paper by Claude Shannon on the mathematical theory of communication [11].  Shannon’s theorem is as follows:

C = W log2( 1 + S/N)

Equation 1

where C = data rate in bits per second, W = bandwidth (Hz), S = average signal power (W), N = mean white gaussian noise power (W). 
It can be seen from the equation that the only options available to increase a channel's capacity are to increase either the bandwidth (W) or the signal to noise ratio (S/N).  We can see that there is a “relationship between the ability of a channel to transfer error free information, compared with the signal to noise ratio existing in the channel, and the bandwidth used to transmit the information” [12].  Equation 1 can be manipulated to:

W = (NC)/S

Equation 2

From equation 2, it can be seen that for any given noise to signal ratio, a low information error rate can be achieved by increasing the bandwidth used to transfer the information.

In order to be considered as a Spread Spectrum system, the system must meet the following criteria [12]:

1.
The transmitted signal bandwidth is much greater than the information bandwidth.

2.
Some function other than the information being transmitted is employed to determine the resultant transmitted bandwidth.

To accomplish the spreading required, the data transmitted is modulated together with a wideband encoding signal. A direct consequence is that the energy used to transmit the signal appears as noise.

The main advantage of spreading the signal and making it appear as noise is that it makes the communication very difficult to find in the frequency spectrum, thus making it more difficult to track and more difficult to jam. The spreading of the data across the frequency spectrum also makes the signal resistant to noise and interference, thus increasing the likelihood that the signal will be received correctly as sent. Another advantage is that signals generated using Spread Spectrum techniques are unlikely to interfere with other signals even if they are transmitted on the same frequency.

Spread Spectrum Techniques

There are several techniques currently in use for generating Spread Spectrums. These include Direct Sequence Spread Spectrum (DSSS), Frequency Hopping Spread Spectrum (FHSS), and Time Hopping Spread Spectrum. Each technique differs in its implementation and has certain advantages/disadvantages. In addition to the above, there are a number of hybrid techniques which offer certain advantages over, or extend the usefulness of the other techniques. These hybrids are Frequency Hopped/Direct Sequence Modulation and Time-Frequency Hopping.

The various Spread Spectrum techniques make use of a digital code sequence for the modulation process. The code sequence is called pseudo-random noise (PN).  Pseudo-random noise is a signal similar to noise which satisfies one or more of the standard tests for statistical randomness. The signal appears to lack a definite pattern but in fact it is comprised of a deterministic sequence of pulse that repeat after a long period of time. In Spread Spectrum systems, the transmissions of the pseudo-random noise appear as noise to any receiver that is not locked on the transmitter frequencies or is incapable of correlating a locally generated pseudorandom sequence with the received signal [13 ]. 

Direct Sequence Spread Spectrum (DSSS)

The basic principle behind the Direct Sequence Spread Spectrum (DSSS) technique is the modulation of the RF carrier with a digital code sequence. The code sequence utilizes a chip rate, which is much higher than the bandwidth of the data signal and is used directly to modulate the carrier, thus directly setting the transmitted bandwidth.

A two-stage process is used to produce the DSSS. During the first stage, data is spread across the spectrum. This is achieved by dividing the data stream into a symbol stream (small pieces of one bit or more) and then allocating each part of the divided data to a frequency channel across the spectrum [15].

During the second stage, the modulation phase, the DSSS transmitter utilizes a phase varying modulation technique (QPKS – Quadrature Phase Shift Key or BPSK – Binary Phase Shift Key) to modulate each piece of data with a higher data rate bit sequence (chipping code), a code called pseudo-random noise (PN). This increases the bandwidth according to a spread ratio which is based on the length of the chip sequence [14].

Figure 5, [16], shows the time and frequency domains of the original data, the result of the stage 1 spreading and the final modulated data.
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Figure 5:
Time and frequency domains of the original data, the result of the stage 1 spreading and the final modulated data.
By modulating the carrier with the digital code sequence, the signal produced is centered at the carrier frequency. The resulting spectrum has a (sinx/x)2 form as can be seen in  Figure 6 which shows a DSSS Spectrum produced using a Binary Phase Shift Key (BPSK) to modulate the data with the code sequence [10].
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Figure 6:
BPSK Direct Sequence Spread Spectrum.

Although DSSS has very good noise and anti-jamming performance and is very difficult to intercept, it does have some disadvantages. The circuitry required to produce the spectrum is complex, it requires a large bandwidth channel with relatively small phase distortions and requires a long acquisition time since the PN codes are long.  Also, DSSS suffers from what is known as a “Near-Far” effect. This effect occurs when an interfering transmitter is much closer to the receiver than the intended transmitter. It is possible that the interference caused by the closer interfering transmitter will result in the receiver only receiving a signal from the interfering transmitter. Consequently, proper data detection is not possible [17].

Frequency Hopping Spread Spectrum (FHSS)

Another Spread Spectrum technique is the Frequency Hopping Spread Spectrum (FHSS). FHSS has an advantage over DSSS in that it is not as affected by the “Near-Far” effect. The basic principle behind the Frequency Hopping Spread Spectrum (FHSS) technique is that the carrier frequency is periodically modified (hopped) across a specific range of frequencies. The frequencies, across which the carrier jumps is the spreading code. The shifting pattern is determined by the chosen code sequence (frequency shift key – FSK). The amount of time spent on each hop is known as the dwell time and is in the range of 3ms-100ms [18].

Two types of Frequency Hopping signals may be used, slow hopping and fast hopping. With slow hopping, the hopping rate is smaller than the message bit rate, meaning that in one hop, one or more data bits are transmitted. While in fast hopping, one data bit is divided over more than one hop (the hopping rate is greater than the message bit rate) [17, 19].

There are advantages and disadvantages with both slow and fast hopping. With slow hopping, coherent data detection is possible, but data can be lost if a single frequency hop channel is jammed. To overcome this, it is necessary to use error correcting codes. Fast hopping disposes of the need for error codes since one bit of data is spread over a number of hops. However, fast hopping has the disadvantage that due to phase discontinuities, coherent data detection is not possible [17].

Like DSSS, FHSS has advantages and disadvantages. In comparison to DSSS, FHSS provides a greater amount of spreading and has a relatively short acquisition time since the chip rate is considerably less than in DSSS. It is also less susceptible to the “Near-Far” effect which can cause problems with DSSS. On the negative side, FHSS requires a complex frequency synthesizer to generate the hops and it requires error correction.

Time Hopping Spread Spectrum

The third Spread Spectrum technique is Time Hopping. Time Hopping and FHSS are somewhat similar, but in Time Hopping, the transmitted frequency is changed at each code chip time [12]. 

Time Hopping can be implemented in two ways. In the first technique, each binary is transmitted as a short pulse, known as a “chirp”. The PN generator is used to determine the actual interval in which the chirp is transmitted. By doing this, anyone attempting to intercept the signal will be uncertain as to when the next pulse will be transmitted. Figure 7, shows the output from this technique[18]. As can be seen, the spreading pulses are very short and appear in a pseudorandom position during the bit period [20].
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Figure 7:
Example of a Time Hopped Signal with Equal Chirp Duration

In the second technique for implementing Time Hopping, each chirp has a different duration. As can be seen in Figure 8, each chirp starts at the same point during the bit period [20]. The PN code generator alters the duration of the chirp.
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Figure 8:
Example of a Time Hopped Signal with Variable Chirp Duration

In comparison to both DSSS and FHSS, Time Hopping has higher bandwidth efficiency. Like DSSS it can suffer from the “Near-Far” effect but this problem can be overcome. Probably the greatest advantage is that the implementation is simple. However, Time Hopping has a long acquisition time and requires error correction. The biggest negative is that Time Hopping has poor anti-jamming characteristics.

In addition to alleviating the near far effect, Frequency Hopped/Direct Sequence systems extend the spectrum spreading capability, allows multiple access, discrete address and multiplexing [21]. Although providing significant benefits over the individual systems, there are some disadvantages with this hybrid. There are increases in the complexity, higher costs and more stringent timing requirements.

Recovery of Spread Spectrum Signal

We have covered in some detail, the various techniques for generating a Spread Spectrum for transmission but obviously the production and transmission of the spectrum is not a useful exercise unless the intended recipient is able to decipher the original data. There are three basic configurations used to extract the original data [22]:

· In the first configuration, two versions of the carrier are transmitted. One contains the carrier modulated with the data while the other is the un-modulated carrier. These two signals enter the receiver’s correlation detector, which extracts the message. This configuration is known as a Transmitted Reference (TR) system.

· Another recovery method is the Stored Reference (SR) system. In this method, the sender and recipient of the signal have a copy of the same pseudo-random signal. On the receiver’s end, the carrier generator must be automatically adjusted to synchronize its output with the arriving carrier. The extraction of the original data is then similar to the used in the TR system described above.

· The third configuration for signal extraction is matched filtering. The receiver uses a matched filter to produce a wideband, pseudo-random impulse to recover the transmitted signal.

Use of Spread Spectrum Techniques with Audio Files

At the beginning of this paper we briefly highlighted the fact that audio has become an increasingly favored medium for steganography and that Spread Spectrum techniques are of increasing interest for this application. We have seen from our study of Spread Spectrum that data transmitted in this manner is difficult to detect, can be immune from eavesdropping and jamming, and is very difficult to decode by anyone other than the intended recipient.

The techniques described can be used to embed data in audio files relatively easily and these audio files can subsequently be broadcast or passed on using compact discs or other recording media. Assuming that care has been taken in choosing the audio file in which to embed the data, there is no reason for anyone other than the intended recipient to realize that the audio file is anything but that.

It would be possible to add another layer of security to the data embedded in the audio file by encrypting it prior to applying the spread spectrum. Further, for covert military applications, it would be possible to transmit the audio file and apply a third layer of security by transmitting the file using spread spectrum techniques. Since it is very difficult to detect a signal transmitted with spread spectrum, it is unlikely that it would be intercepted. Even if it was intercepted, the interceptor would have to know the key to be able to extract the audio file and even then there would still be two layers of protection. They would additionally require the key to extract the data from the audio file and would then be faced with the task of decrypting the data contained within it.

Conclusion

Spread Spectrum Techniques are powerful tools for data protection. When used in conjunction with steganography, data is well protected. As Spread Spectrum and steganography develop, there will be an increase in the security that these tools provide. 
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