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Metamorphic Viruses

Introduction

Ever since computers became widely used and available malicious code has been an important problem.  Computer viruses have evolved just as fast as the rest of the computer industry.  With the widespread use of computers today there is plenty of opportunity for virus writers to do harm.  In order to combat the increasing threat of viruses anti-virus programs have had to evolve just as quickly.  In this paper one of the most effective techniques virus-writers use to camouflage viruses, metamorphism, will be introduced.  

Virus camouflage techniques

A very dangerous property of many viruses is there ability to camouflage themselves from anti-virus programs.  A scanning anti-virus program can easily detect a virus that does not use camouflage.  By scanning an infected file the anti-virus program can look for a viruses signature and compare it to known viruses.  A virus signature is combination of characteristics that uniquely identify the virus.  For uncamouflaged viruses the virus signature is simply the virus code.  So in order to hide a virus must find ways to change its signature every time is regenerates.  There are three basic types of virus camouflage commonly used.

Encrypted viruses

Viruses can use encryption to try and conceal themselves.  When these viruses spawn they encrypt part of the virus body.  As part of the virus body there is a decryption engine that will decrypt the encrypted part when the virus is executed.  The main drawback here is that the decryption engine is constant for each generation of the virus and therefore provides the virus signature that an anti-virus program can use to find the virus.

Polymorphic viruses

A more complicated form of virus camouflage is polymorphism.  Here part of the virus body is encrypted, but the decryption engine changes from on generation of the virus to the next.  In this the entire virus body will differ from generation to generation.  There are algorithmic techniques that can be used to be able to decrypt some polymorphic viruses.  The most common technique, however, is to run suspect files in an emulator.  This way the anti-virus program can monitor the execution of the suspect file and continuously scan it.  When the virus decrypts itself the anti-virus program can then find the virus signature.

Metamorphic viruses

A more effective technique a virus can use to hide itself is metamorphism.  Metamorphic viruses change the virus body in various ways on each generation so that no static virus signature can ever be found.  The virus Win95.Regswap used one simple form of metamorphism.  All it did was use different registers to perform the same operations.  While the code for this virus was different for each generation the same operations were done and therefore defined the signature of the virus.  An anti-virus program could then use wildcards when scanning to find it.  More complicated forms of metamorphism are not as easy to find.

A virus can rearrange the order of its body by breaking itself up into blocks and then putting the blocks in a random order.  Or, by using jump statements, a virus can randomize every instruction in the virus body.  These permutations make scanning the virus more difficult but still possible by using wildcards.  To make the metamorphism more effective the code, not just the order, can change.  The Win32.Evol would use different instructions, or groups of instructions, that were functionally equivalent.  Now simply doing a static scan of a file will never reveal a virus signature because each instance of the virus uses different code.

To add to the complexity of metamorphism a virus can change the size of the virus body.  By adding instructions that have no functional effect or by adding redundant instructions the virus can grow in size.  Conversely by removing instructions that are redundant or have no effect the virus can shrink.  One effective technique a virus can use to change its form is to look for a compiler on the system it has infected.  If there is a compiler installed then the virus will reverse-engineer itself into a higher-level language and then use the compiler to compile back into assembly code.  By doing this the virus body will be different from system to system making simple scanning a useless technique for anti-virus programs.

Finding metamorphic viruses

In order to find complex metamorphic viruses anti-virus programs can use emulation.  Unlike finding polymorphic viruses where the file/program is continuously scanned, the anti-virus program watches what actions take place as the potentially infected program runs.  The anti-virus program then does a heuristic analysis on the actions and behaviors of the program.  The heuristics may include specific actions like changing the interrupt table of the operating system or making changes to the registry (in the windows world).  A virus can indeed be uniquely identified by its actions, thus providing a virus signature.  A virus signature can only be obtained by this manner if a particular virus always does the same actions in the same sequence.  Thus emulation, combined with heuristic analysis, may not catch all metamorphic viruses because well written metamorphic viruses can change the order in which they take actions and may even take different actions from generation to generation.

Also, a very good way for a virus to defeat emulation is to be event based and only take malicious actions when a certain event takes place or condition is met.  For example the virus can schedule itself to run at a later time.  Another weakness of emulation is the possibility of generating false positives.   A suspect program may indeed behave like a virus would but may be a valid, non-malicious, program.  There are other clever tricks that viruses can employ to defeat emulation and even heuristic analysis.  The only difference between all of the anti-virus programs on the market is how well, and how fast, they can detect metamorphic virus.  

Conclusion

Complex metamorphic viruses are currently a very challenging problem for anti-virus programs.  There is a constant uphill battle for anti-virus researchers to combat the techniques virus writers use to hide viruses.  Virus writers have the benefit of being able to work together to reuse code and come up with new ideas.  On the other hand the anti-virus industry is a competitive one with various companies vying for market share.  It seems that the virus writing community has the upper hand.  So how can we protect ourselves?

The best way to protect our computing resources is to use common sense.  A virus cannot do any harm until it is executed in memory.  Therefore, never run or install software from an untrusted source.  Never open emails from an untrusted source.  Always back up your data.  And while not all anti-virus program will catch all viruses, use a good one and keep it up-to-date.  Also having extra protections such as data integrity scanners are useful.

References

[1] Jordan, Myles.  Anti-Virus Research Dealing with Metamorphism. http://www3.ca.com/securityadvisor/newsinfo/collateral.aspx?cid=48051
[2] Szor, Peter.  Hunting for Metamorphic.  http://www.peterszor.com/metamorp.pdf
[3] Polymorphic and Metamorphic Detection.  http://www.extremetech.com/article2/0,1697,1166168,00.asp
[4] Venable, Michael.  Virus Analysis. http://www.cacs.louisiana.edu/cybersecurity/malware-tutorial/material/3-Introduction.ppt
