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Introduction:


Home wireless networking is the new rage, with good reason!  Companies such as D-Link and Linksys have made purchasing the components for your wireless network affordable and easy to launch by anyone.  A wireless network also provides freedom, especially if you own a laptop and/or a PDA.  A wireless network allows internet access plus file and printer sharing as you roam around the house.  This is a bonus because computer users can now emerge from their ‘Bat Caves’ and become part of the family!

Wireless networks have not only become popular with residential users, but have also gained considerable popularity with commercial users.  There are two types of commercial users, the companies who deploy wireless access points (WAPs) for their customers use, such as coffee shops like Starbucks and restaurants like McDonalds.  The other commercial users are those who deploy WAP’s for increased productivity.  One nice commercial use of a wireless network is in a warehouse environment where wireless handheld devices help to automate the inventory processes.  There are many other commercial uses for wireless networks, such as easy access of documents and files in conference rooms and enabling quick access of patient records at hospital bedsides.

Despite the increased popularity of wireless networks, one key consideration before deploying a wireless network should be security.  For commercial users this is an enormous consideration, as opposed to residential users who don’t seem to put as much consideration into that aspect of wireless networking.  The reason for this doesn’t seem to be lack of concern for personal security, but instead a lack of understanding of wireless networking and wireless network vulnerabilities.  For that reason this paper will discuss wireless security for residential users as well as show how easy it is to crack a wireless network using either WEP or WPA-PSK encryption methods.  Once the network is accessible we will delve into how a cracker can exploit a home wireless network using a Man-in-the-Middle (MitM) attack.

Wireless configuration:


When a person or business decides to implement a wireless network, they look at their business needs and decide what hardware and security level they want. Many businesses like Starbucks, Borders, and others would like to provide open access to anyone that would like to use their service, thus they leave the access point completely unsecured and unencrypted. Others do not want to share their access with others and thus want to secure their wireless packets. Thus the hardware and software manufactures provide all these options to consumers. The bad thing is that when people buy this software it comes unsecured and thus some persons decide that it is not worth configuring and just plug it in and use it. Now this may function for most and many go about doing this without any problem, but there could be problems. It is just like leaving your front door open, not just unlocked and ready to be opened, but wide open for anyone that desires to walk in. Everything in the house that has its door open is available for the public to inspect, modify, or take if they want. So what can we do?

Most commercial routers come with the ability to encrypt the wireless connection with either WEP or WPA encryption or both. The way to do this in the software may vary, but they all do that same thing. They attempt to protect the data being transmitted over the network without affecting the speed of the traffic or the computer transmitting or receiving the data. The National Institute of Standards and Technology recommend the following methods of securing your Access Point: “1) Updating default passwords, 2) Establish proper encryption settings, 3) Control the reset function, 4) Use MAC ACL functionality (Mac Filtering), 5) Change the default SSID, 6) Maximize the Beacon Interval, 7) Disable broadcast SSID feature, 8) Changing default cryptographic keys, 9) Use SNMP, 10) Change default channel, and 11) use DHCP”
. In the experiment that we did we had three levels of security: the default configuration, WEP and WPA.

When we wanted a default configuration we just hit the reset button on the router and connected it to a network. We were able to connect wirelessly or wired directly and get an IP address and default gateway. With the gateway we could get to the router configuration software. We looked up online the default username and password from the router’s user manual and we were in. We then could do anything we wanted.

We needed to enable WEP at that point. We changed the default username and password, SSID and WEP key. We then tried to connect with those setting and were able to since we knew the WEP key.  

After we used WEP, we wanted to secure the router even more, so we enabled WPA-PSK and put in a password. We turned off the broadcast mode and used the routing table information to get the connecting computer’s MAC address and enable MAC filtering. We were then able to use 8 of the 11 securing techniques recommended. The router was not able to do SNMP, change the beacon interval, or change the default channel. This was as secure as this particular commercially available router would allow us to go. 


We then used these three configurations to audit the system and see what capabilities each provided. The default access was simple because we instantly obtained access to the router and with that we are able to see all the traffic we needed or do anything else we wanted. We then tried the encryption schemes and needed to crack them so we could then use a man in the middle attack.   
WEP Encryption Cracking:

Wired Equivalent Privacy; commonly called WEP is 802.11’s first hardware form of security where both the WAP and the user are configured with an encryption key of either 64 bits or 128 bits in HEX.  When the user attempts to authenticate, the AP issues a random challenge.  The user then returns the challenge, encrypted with the key.  The AP decrypts this challenge and if it matches the original the client is authenticated.
  The problem with WEP is that the key is static, which means with a little time and the right tool a hacker could use reverse engineering to derive the encryption key.

The University of California at Berkley and the University of Maryland performed studies on WEP and found that they could typically decrypt a WEP key in at least 8 hours to several days.  A more recent study by AT&T Labs outlines a modification of this technique that enables retrieval of the network key in fifteen minutes or less!
  The FBI with a 3-minute crack demonstrated the most recent demonstration to the speed at which WEP can be cracked!

The only tools needs for a WEP crack are packet-sniffers like AIRSnort that could give us the encrypted packet and then a key generator or tool to break that encryption. One such exploit is WEPCrack which “cracks 802.11 WEP encryption keys by exploiting the weaknesses of RC4 key scheduling”
. The main factor involved in the speed at which a WEP access point can be cracked is the amount of traffic on the network. The more data packets that a particular tool sees, the more data the tool has to work with and the quicker the WAP will be cracked. In the FBI’s case, the crack was sped up incredibly through the use of a traffic generator utility. 
WPA Encryption Cracking:

The next generation of wireless encryption is Wi-Fi Protected Access commonly known as WPA.  WPA borrows portions of the 802.11i standard, which promises security for future generations of Wi-Fi products and implementations.
  WPA deals with WEP’s static encryption key issue.  WPA uses a Temporal Key Integrity Protocol (TKIP), which changes keys with every data packet.  Other improvements include message-integrity checks that guard against forged packets.  
Of course, WPA is not without flaw. The easiest way to use WPA turns out to be its biggest flaw and that is the Pre-Shared Key (PSK).  WPA-PSK allows the administrator to specify a password, which must be known by all users for access to the AP.  “With WPA-PSK, if you don't make your password long, you're susceptible to an offline dictionary attack where an attacker grabs a few packets at the time a legitimate station joins the wireless network and then can take those packets and recover the PSK used.”
  This hack is actually easier then the WEP crack because a hacker can quickly grab the data he/she needs when a legitimate client joins. The hacker doesn’t need to be near the WLAN and the network doesn’t need to be busy.  

There are a few tools that can assist in a WPA-PSK crack.  The first is KisMAC, but is only useful if you are a MAC user.  Another is coWPATTY, which is a brute-force cracking tool that systematically attempts to crack the WPA-PSK by testing numerous passwords, in order, one at a time.
  Obviously this can be a time consuming process.  This tool can only try 30-60 words per second with the possibilities are in the realm of 200 billion!  Another tool is Aircrack, which can also capture data then perform a dictionary attack.
Man in the Middle:


Typical hacks against both wired and wireless networks include traffic sniffing. These attacks usually involve setting a Network Interface Card (NIC) to Promiscuous Mode, which allows the NIC to see all traffic intended for any host on the network. "Dumps” of the intercepted traffic can yield passwords, cookies, and exchanges between clients and servers; in short, any and all network traffic
. Packet Sniffing, as it is called, is a great way to audit the traffic passing through a given network and reveal malicious or errant traffic, but can also be used unscrupulously
.


Man-in-the-Middle attacks are really a derivative of packet sniffing. Instead of listening to all packets that pass through a network, man-in-the-middle attacks attempt to pick one of more hosts to interfere with. By logically getting between the victim's machine and the gateway or router, a hacker can alter traffic and force unintended consequences for the victim. Using a process called ARP-poisoning, the hacker can convince the Address Resolution Protocol (ARP) component in an operating system to associate certain IP addresses with certain Media Access Control (MAC) addresses. They typically start by convincing the gateway that the victim's IP address belongs to the hacker's MAC address. Next, they convince the victim that the gateway's IP address belongs to the hacker's MAC address. When all is said and done, victim packets bound for the gateway pass through the hacker's interface before reaching the gateway and gateway packets bound for the victim pass through the hacker's interface before getting forwarded to the victim
. This allows the man-in-the-middle to change the traffic as they see fit using techniques called filters.


Filters are essentially small scripts that perform pattern matching and altering on traffic being passed through the man-in-the-middle
. As an example, 
if the victim requests an https web address from the gateway, the man-in-the-middle can have a filter running to replace https with http. The result would be that the victim tries to authenticate in cleartext, allowing the hacker to read the username and password for that logon. Alternately, filters can be used in sequence to downgrade cryptography. Ettercap, the primary tool in our demonstration, comes with a particularly sophisticated plug-in that allows Microsoft's PPTP VPN system to be rolled back from MSCHAP2 (medium encryption) to MSCHAP1 (weak encryption) and later to cleartext. The method used involves modifying the handshake between the victim and the server when initially authenticating so that each host thinks the other host can't support a particular kind of encryption. The man-in-the-middle can even force a re-authentication if it misses the initial one to allow it to downgrade encryption that's already been set up. The result is a cleartext VPN Tunnel
.


Man-in-the-middle was developed to be used on switched LANs, where it could only affect hosts on a particular network segment, but it can easily work on wireless systems just the same. Since wireless connections are broadcast into the air, they function exactly like an ethernet hub. Each NIC hears all traffic, but discards any traffic not addressed to it. The trick is that NICs aren't actually required to ignore the rest of the traffic. In fact, a NIC can be setup to act exactly like an access point with the appropriate drivers, such as the Linux HostAP package. This makes man-in-the-middle ideal for monitoring an entire wireless network segment and wreaking havoc on any users connected to it
. 


Wireless encryption, once touted as secure, actually does little against a knowledgeable hacker with the appropriate tools. WEP keys, which are fairly quick to crack
, can be fed into tools like Ettercap to produce the same result as if they had been cleartext. WPA takes quite a bit longer to brute-force
, but once the sequence is known, leads to the same man-in-the-middle and session-hijacking attacks
.

Man-in-the-middle is not without its' defenses. Well-encrypted tunnels (IPSEC), sophisticated authentication schemes (PEAP/TLS), and SSL-only connections with known host keys can ensure that the traffic that passes between the victim and the gateway gets there unmodified, but it doesn't necessarily mean that it won't be recorded and cracked later on. Known https cracking programs can analyze a stream of encrypted data and eventually decrypt it back into cleartext. These methods just take time and patience to achieve. For now, the surest way to keep critical data safe is not to transmit it wirelessly and to keep good physical security to prevent hackers from plugging into a critical network segment. 
Demonstration: 


For our particular attack against the wireless network we setup, we used two primary tools: Mickey Lauer’s Wellenreiter and Alberto Ornaghi and Marco Valleri’s Ettercap. Once the wireless driver configuration was complete on the hacker laptop, Wellenreiter was used to scan the local wireless LAN. Wellenreiter immediately found two wireless networks (cs591 and eas) and began profiling them. Because wellenreiter had set the NIC to promiscuous mode, it was able to listen to all traffic sent out by all WAPs and clients and log what data was coming from each. Promiscuous mode also meant that the NIC was logging all incoming data, but not transmitting anything. At this stage in the game, the hacker’s presence was undetectable as they had never sent a single packet to a single host. Once the composition of the network was detected, wellenreiter was stopped and ettercap came into play. Ettercap required an IP address to be able to run Man-in-the-Middle attacks, so the wireless interface on the hacker laptop was brought down, then brought back up on the same channel and SSID as the victim WAP. In cleartext, the hacker laptop just requested a DHCP address and got it. At this point, things got interesting. 

Ettercap was started in unified sniffing mode, and quickly scanned the network for hosts. From the listed hosts, two were selected by MAC and IP address: the victim and the gateway.  The gateway was added to one target set while the victim was added to the other. Then ARP poisoning was activated to direct both targets to pass their data through the hacker laptop. Activating a series of ettercap plug-ins, we checked to see whether the poisoning worked, setup an ARP-Cop to make sure no one else was poisoning, scanned the network for promiscuous-mode NICs, and finally activated a remote-browser function to allow us to see what webpage the victim laptop was accessing. All the while we were getting reports from ettercap about what kinds of activities the target systems were doing and what traffic was being exchanged on the network. Each time the victim accessed a webpage, we saw it. Each time the victim logged into a website or authenticated in cleartext, we saw the username and password. Each time they initiated an https connection, we dumped the data to disk for later SSL stream cracking. Each time a host was added to the network, we re-poisoned all the ARP caches to make sure no one would notice our presence. This process went on for a solid hour without any indications of tampering on the victim system. The attack itself was not difficult to perform – anyone with an understanding of networking and the appropriate set of tools could have done it. 
Conclusion:


Wireless networks are the wave of the future and seem to be very convenient. A hotel can put one router on every other floor and provide internet service to all its clients as opposed to the expense of wiring each room. A coffee shop can help its clientele stay in the shop and do work online there and thus buy more coffee. A business can have its employees not tied down to a cubicle, but allow them to share information in conference rooms or elsewhere. There is a strong convenience factor with wireless and there has always been a fight between convenience and security. Security wants to make it harder for unauthorized persons to use and view resources, this leads to being more difficult for authorized uses as they will be required to prove they are the person they say they are before access will be granted. As we have proved in this paper, the commercial router we used could have every protection we could put on it and still be broken into fairly easily without any knowledge of the attack. What we have learned is that with the technology we have now there is little that can be done to secure your data when transmitted wirelessly. We suggest that if you have any sensitive data that needs to be transmitted submit it only over a trusted wired network, or burn a CD and never let it out of your sight. If you must transfer it wirelessly then put as much encryption on the signal that you can and then also encrypt the data as much as you can. This is no guarantee the information can not be stolen, just that it will take more time to break in to look at the data and more time be able to look at the unencrypted information the data contains. In all, Wireless networks are completely open and if you are a place that wants free access to your network then that is fine, but if you have any sensitive information at all, we would suggest finding another transport method for your data.
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