Crypto in openssl:

First, thanks a lot for that assignment, because after I had spent some days reading about OpenSSL and Triple DES, I feel I have better understanding about what’s going on.

I started by trying to get a whole idea about encryption using openssl. The full command is: openssl enc -ciphername [-in filename] [-out filename]        [-pass arg] [-e] [-d] [-a] [-A]  [-k password] [-kfile filename] [-K key]       [-iv IV] [-p] [-P] [-bufsize number] [-nopad] [-debug], so I noticed that we can specify the cipher algorithm. And I found that there are many ciphers like bf (blowfish), cast, DES, triple DES, IDEA, RC2, RC4, and RC5. And many of them have operation modes (cbc,ecb,ofp,cfp) that you can choose.

Now, by focusing on triple DES, it also has the following modes: 

-ebc (electronic code book) mode, it is the same as that in old DES, each 64 bit block is encrypted one at a time, it is the fastest and easiest to implement, but the weakest. 

-Cbc (cipher block chaining) mode; each block of ECB encrypted ciphertext is XORed with the next plaintext block to be encrypted, thus making all the blocks dependent on all the previous blocks. This means that in order to find the plaintext of a particular block, you need to know the ciphertext, the key, and the ciphertext for the previous block, so it is more secure. 

-Cfb (cipher feedback) mode; blocks of plaintext that are less than 64 bits long can be encrypted. 

-Ofb (output feedback) mode; similar to CFB mode, except that the ciphertext output of DES is fed back into the Shift Register, rather than the actual final ciphertext.

About the number of keys; I have downloaded “openssl-0.9.7”, and started with [ede_cbcm_enc.c], it has the method ‘DES_ede3_cbcm_encrypt’ and in the body it uses ‘DES_encrypt1’ function three times with ks3, ks1, and ks2. By searching the des directory, I have read most of the files in it. ‘ecb3_enc.c’ implements “DES_ecb3_encrypt” function with 3 keys in the parameters, and calls “DES_encrypt3(ll,ks1,ks2,ks3);” in the body. 

‘cbc3_enc.c’ file implements “DES_cbc3_encrypt” function, and also has 3 keys in its parameters and calls “DES_encrypt3(ll,ks1,ks2,ks3);”. 

Then I found this function with two other functions (DES_encrypt2, and DES_encrypt1) in ‘des_enc.c’ file. 

Clearly, by using “des-ede-cbc” as a cipher mode, it will use just 2 keys. But by using “des-ede3-cbc”, then 3 keys will be used. And the order will be like: using ks1 for encryption, then ks2 for decryption, and finally ks3 for encryption again.

In the context of key length, input key for DES is 64 bits long, the actual key used by DES is only 56 bits in length. The least significant (right-most) bit in each byte is a parity bit, and should be set so that there are always an odd number of 1s in every byte. These parity bits are ignored, so only the seven most significant bits of each byte are used, resulting in a key length of 56 bits. This means that the effective key strength for Triple DES is actually 168 bits because each of the three keys contains 8 parity bits that are not used during the encryption process. And 112 bits  when using 2 keys.

Further searching of the Internet, and referring to http://www.openssl.org/docs/crypto/des.html   , it is mentioned that “DES_ede3_cbc_encrypt() implements outer triple CBC DES encryption with three keys. This means that each DES operation inside the CBC mode is really an C=E(ks3,D(ks2,E(ks1,M))). This mode is used by SSL.” 

So, it depends; since we can specify the ‘-ciphername’ parameter. But I think that the default is to use des3_ede_cbc mode.

Another thing I have observer is, we have to be aware of  the keys that they should be different, otherwise, if they are the same it will be like using a slower version of DES.

