Introduction

In today’s society where information is rapidly available through the Internet, your company has the ability to communicate through its web site to a worldwide audience. And has access to the World Wide Web.
Information hiding techniques are received increasing attention due to the availability of multimedia content in digital form and the need to present solutions to the following problems:

· Criminal copying and distribution.

· Wide spread patent and copyright violation.

· Difficult verification.

Some definitions before we start :

1) Steganography vs. Cryptography  

Encryption protects contents during the transmission of the data from the sender to receiver. Steganography hides messages in plain display rather than encrypting that message, it is embedded in the data and doesn’t require secret transmission. Steganography is therefore broader than cryptography.

2) Cover object 

The  ”original” form of the object that will be used to hide the data ; (as a container that hold the hidden data).

3) Stego /marked object

The output of hiding process; something that has the embedded message hidden in it .

4) Embedded

Something to be hidden in something else .

5) Embedded data 
The message that a person hides it in the cover object , and wishes   to send  it secretly .

6) Embedding data

          Data which is to be hidden, into a cover object.
7) Embedding 

The process of hiding the embedding data .

8) Extracting 

Getting the embedded message out of the stego object.

9) Embeddor/Extractor 

An entity or person that embeds and extracts.

10) Steganalysis

         The science of detecting, decoding, erasing, or

altering messages hidden by steganography .

11) steganalyst

            The person who make the steganalysis process.

12) Lossless compression 

Is preferred when there is a requirement that the original information remain intact (as with steganographic images). The original message can be reconstructed exactly. This type of compression is typical in GIF, PNG and BMP images.

13) Lossy compression 

While also saving space, may not maintain the integrity of the original image. This method is typical in JPG images and yields very good compression, but there is lost in the data.

14) LSB

Refers to Least Significant Bit.  Since there are 8 bits in a byte of data, the LSB is 
the lowest, usually shown on the right-hand side of the sequence.

15) RGBA

Stands for red, green, and blue. The A stands for alpha. The alpha value is used when two colors are to be averaged together for blending operations. Alpha represents the opacity of the color. 1.0 is totally opaque while 0.0 is totally transparent.
16) Resolution

 Resolution is the number of pixels (individual points of color) contained on a display monitor, expressed in terms of the number of pixels on the horizontal axis and the number on the vertical axis. The sharpness of the image on a display depends on the resolution and the size of the monitor. The same pixel resolution will be sharper on a smaller monitor and gradually lose sharpness on larger monitors because the same numbers of pixels are being spread out over a larger number of inches.
Cryptography

2.1 about AES

National Institute of Standards and Technology (NIST) published the Advanced Encryption Standard (AES) in 2001.

AES is a Symmetric block cipher used to Encrypt and Decrypt block by block of data So this Standard can be used with links and Channels because the data are been sent in batches or blocks so this Standard dealing with each block alone .

NIST selected Rijndael as the proposed  AES algorithm . The Rijndael Developed and submitted  by two cryptographers from Belgium :

Dr. Joan Daemon and Dr. Vincent Rijmen .

This Standard have many benefits that make it a very high efficient  and Strong Standard or we can said AES represent a very good example on the Strong Cryptography these benefits can be put in three categories 

1. Security : 

AES Standard use a Minimum key size 128 bits and it can be Extend to be 192 bits or the maximum key size is  256 bits so with using this long keys

And with specific transformations implemented in this algorithm it’s very hard to the cryptanalysis to attack this algorithm and solve it so we can say

That there is no Known cryptanalysis for this standard  yet .  

2. Cost :

NIST intends AES to be practical in a wide range of applications.

Accordingly , AES or Rijndael have high computational efficiency , so as to usable in high – speed applications , such as the public channels and the broadband links .

3. Algorithm and implementation characteristics :

This algorithm have many implementations characteristics :

a) Flexibility  &  Suitability:

AES standard is flexible to use with any kind of applications and there is no specific kinds of applications that only dealing with this 

Algorithm . AES Standard speed and efficiency can deal with the high speed application and as we said before the this standard used

With the wide range application and also with the application that depend on  streaming the data in links or channels on networks 

Because AES Transformations deal with the data block by block

Also the flexibility is obvious when we talk about the hardware implementation  because AES can be implemented in many hardware platforms ( e.g. 8 bit processor , ATM networks  and satellite communications ,etc …) So AES is considered suitable for a wide Varity of platforms and applications .

b) Simplicity :

This algorithm is simple to learn and  to understand  and easy to be implemented  and  like Ruth Rendell said Talking to Strange men

“ It seems very Simple  It is very Simple . but if you don’t know the key is it’s  virtually indecipherable”.

2.2 AES Cipher Algorithm

As we said before that  AES is a block cipher and we said that this algorithm is symmetric it means that we use the same key for encryption and decryption and this key can be 128 bits or 192 bits or 256 bits but we will explain this algorithm using key 128 bits because that what we do in our Project .

Every block in this algorithm is a 2D matrix 4X4 called State and all the Transformations dealing with this state .

Before we talk about Encryption then  decryption process  we must mention that the Cipher key in the both processes Enters a Transformation called key Scheduling  this process generate 10 keys from this key so the total keys will be 11 keys the cipher key or the initial key and 10 generated from this cipher key and will discuss this Transformation after Encryption and decryption

Steganography

Steganography is the art of hiding information in ways that prevent the detection of hidden messages. 

Steganography (or "stego") uses techniques to store a "message" file within a "container" file by altering the container file in such a way as to make the original file appear unchanged.  The resulting file can be referred to as the stego file and contains the message file enclosed in a close approximation of the original container file.

Steganography has its place in security. It is not intended to replace cryptography but supplement it. Hiding a message with steganography methods reduces the chance of a message being detected. So steganography helps you encode private information so that most people can't even tell you're trying to hide something. The idea of steganography is using a covert communication between two parties whose existence is unknown to a possible attacker. The embedding algorithm hides secret message inside a cover-object.

The detector algorithm is applied to a possibly stego-object or marked-object and returns the embedded data. The hidden data may have no relationship to or may provide important information about the cover-object, in which it is embedded. The first is the case of the research of secure communication, the second of copyright notice, authentication information, captions, date and time of creation, serial number of the digital camera that took the picture, information about image content and access to the image, etc.

Multiple factors combine to make steganalysis a difficult science. First, the basic premise of steganography is that human observers will observe only the encapsulating media, and not the hidden message. This means that steganalyst must rely on technological detection of such messages, or knowing steganography techniques. The combination of new steganographic technology and abundant computing power has made it progressively easier to hide data in email, images, video and sound. .

3.1 Is it Secure?

One of the main drawbacks of using encryption is that when you see an encrypted message you know that it's an encrypted message. If someone captures a network data stream or an e-mail that is encrypted, the mere fact that the data is encrypted might raise suspicion. The person monitoring the traffic may investigate why and use various tools to try to figure out the message's contents. In other words, encryption provides confidentiality but not secrecy. With steganography, however, the information is hidden, and someone looking at a .png image, for instance, wouldn't be able to determine if there's any information within the image. So hidden information could be right in front of our eyes, and we wouldn't see it. It is possible to combine steganography and encryption by first encrypting the data and then using steganography to hide it. This two-step process adds additional security. If someone manages to figure out the steganographic system used, he wouldn't be able to read the data he extracted because it's encrypted.

The security of steganography depends on the absence of telltale marks left by the hiding process. So the strength of steganography related to how difficult to detect the presence of hidden data.
3.2 Steganography Considerations

There are residential requirements that have to be considered for a steganography technique as follows:

· The presence of hidden message must be undetectable. 

This means that cover-object with and without secret messages should appear identical to all possible statistical tests that can be carried out. Therefore it becomes very important to know as much about the statistical properties of source from which cover-object are being drawn as possible. For example, if images are scanned photographs, there will be stronger correlation in horizontal direction than in perpendicular direction. Therefore the details of noise may be specific for each scanner and need to be considered if a reliable and secure steganographic protocol is wanted. On the other hand, if images are taken using a digital CCD camera, the noise will again have certain specific properties induced by CCD element and specific data readout. In all cases, data hiding scheme must respect all known statistical properties of cover-object source and produce cover-object that cannot be distinguished from original one.

· It is so important to embed as much information as possible while staying compatible with image noise model. If one can embed one bit of information into one frame of a cover-object, without worrying much about noise models, the communication scheme would lead to low communication bandwidth. 

· It must be possible to detect hidden message without the original   image.
3.3 Why “Image” as a cover media?

Steganography is growing rapidly, especially when it comes to image files. Images are good candidates for cover medium. This is because a cover medium must contain enough information to hide the underlying message while subsequently not appearing to have been modified. 

It is also desirable for the cover medium to be common enough so as to not attract attention. Images on the Internet are both universal and can be created to contain enough cover information to hide the underlying message.

Least Significant bit insertion 

The least significant bit insertion method is probably the most well known image steganography technique. It is a common, simple approach to embedding information in a graphical image file. Unfortunately, it is extremely vulnerable to attacks, such as image manipulation. A simple conversion from a GIF or BMP format to a lossy compression format such as JPEG can destroy the hidden information in the image. 

When applying LSB techniques to each byte of a 24-bit image for example, three bits can be encoded into each pixel. (As each pixel is represented by three bytes.) Any changes in the pixel bits will be indiscernible to the human eye. For example, the letter A can be hidden in three pixels. Assume the original three pixels are represented by the three 24-bit words below: 

(00100111 11101001 11001000)

(00100111 11001000 11101001)

(11001000 00100111 11101001) 

The binary value for the letter A is (10000011). Inserting the binary value of A into the three pixels, starting from the top left byte, would result in: 

(00100111 11101000 11001000)

(00100110 11001000 11101000)

(11001000 00100111 11101001) 

The emphasized bits are the only bits that actually changed. The main advantage of LSB insertion is that data can be hidden in the least and second to least bits and still the human eye would be unable to notice it. 

When using LSB techniques on 8-bit images, more care needs to be taken, as 8-bit formats are not as forgiving to data changes as 24-bit formats are. Care needs to be taken in the selection of the cover image, so that changes to the data will not be visible in the stego-image. Commonly known images, (such as famous paintings, like the Mona Lisa) should be avoided. In fact, a simple picture of your dog would be quite sufficient. 

When modifying the LSB bits in 8-bit images, the pointers to entries in the palette are changed. It is important to remember that a change of even one bit could mean the difference between a shade of red and a shade of blue. Such a change would be immediately noticeable on the displayed image, and is thus unacceptable. For this reason, data-hiding experts recommend using grey-scale palettes, where the differences between shades is not as pronounced.  

Choice of Stego-System (Why LSB method?):

The least-significant bit (LSB) algorithm was designed for bitmap images that have 3 or 4 (addition of alpha) bytes per pixel. For a bitmap image that has 3 bytes (or 24 bits) per pixel, the possible colors for that pixel number approximately 16.8 million. The benefit of using LSB encoding, while ensuring that only 1 bit in the 24 bit sequence is encoded, is that the color of the corresponding pixel can only change one shade out of 16.8 million possibilities.

 While LSB insertion is easy to implement, it is also easily attacked.  Slight modifications in the color palette and simple image manipulations will destroy the entire hidden message.  Some examples of these simple image manipulations include image resizing, rotation and cropping.

Since the goal of the steganography algorithm is to not be detected, we make it non-sequential and not the same every time.
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Figure (4.1) Program Flowchart




References:

 

-William Stallings,” Cryptography and Network Security “, Prentice Hall, (2003).
[1] http://www.pgpi.org/doc/pgpintro/
[2]http://dictionary.reference.com/search?q=steganography
[3] http://www.jjtc.com/Steganography/
[4] http://www.infosyssec.com/infosyssec/Steganography/techniques.htm
[5] http://java.sun.com/
[6] www.javaworld.com
