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Introduction

The goal of this project is to determine the feasibility of a controlled distribution exploit to measure and map a network.

Proposal

Traditionally, the algorithms written into bandwidth measurement and mapping programs rely on packet returns when a TTL is too short.  The problem is that not all nodes in a network will support this feature.  In fact, often times many do not.  The real problem lies in the way the RFC specifications support that behavior, but for many valid reasons, routers, gateways, etc do not.

The proposed solution is really multi faceted.  A working, fully fledged measurement system is probably outside of the scope of this project.

The Goal

A central system runs a GUI desktop application that generates exploits through a specified net/subnet.  This involves specifying the manner of distribution, the “live” length of an exploit instance, the depth of infection, etc.

The important part of the system is the exploit itself.  It must replicate, but its size needs to be controlled, even for measurement purposes as it could easily get out of hand.  

The exploit needs to:

1) Expire at some point.

2) Replicate, but not re-infect an already infected machine (part of Morris’ mistake).

3) Control itself by depth from the parent (so the parent is 0, the next one is 1, etc).

4) Feed information back along the chain to the root system.

The portion of this project for this class will involve coming up with code for a basic exploit and studying different delivery methods and dispersal patterns.  The goal is to create a “safe” exploit that will not cause undue harm.  Using Virtual PC run Linux I hope to determine if I can prevent re-infection, control disbursement, and communicate through the infected nodes.
Further research will involve the complete control solution as well as running it in a more realistic environment, but that is outside of the scope of this project.
