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Term Project Proposal


We will be doing a joint research project on anti-cheat mechanisms for commercially available games. In this project we will cover how some games have been hacked, allowing some players to cheat in multiplayer games. Such hacks include speed hacks (allow a player to move faster than he normally would be able to in the game), aimbots, (programs that automatically aim a weapon for a player,) wall hacks (change the visibility of walls in the game world so the player can see through them), as well as several others. 


For the scope of the project we will look at the various packages that exist to combat such activities.  We will also look at possible programming and implementation mechanisms that one might use to harden the game application itself against would be attackers.


The measurement of performance, namely taken in frames per second (FPS) will be used as a determining factor in our observations.  Also the ease of integration will be a metric for which we will compare the possibility of actually using such mechanisms within game applications.

