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Problem statement
 

The recent rapid growth in VoIP service offerings raises important concerns about security. The openness of IP networks in general, and the security risks that have been well documented in the Web world, suggest that VoIP networks are inherently vulnerable to a range of potential attacks. Service providers need to understand the vulnerabilities of VoIP networks and take appropriate measures to counter them in order to maintain a high level of confidence among users of VoIP services.
Proposed approach

 

Majority of SIP-based IP telephonies these days transmit voice traffic in the clear. The task of the project work is to develop a computer-to-computer IP phone. The phone is aware of SIP syntax and forwards signaling messages, and should preserve end-to-end confidentiality of the call conversations as well. Secure SIP (SIPS) is proposed by the latest SIP specification. However, it is not easy to integrate SIPS into the current VOIP network. This project looks for a security IP phone solution which is SIP independent using JAVA JCE technology. This IP phone should be able to provide end-to-end confidentiality of the voice traffic between the calling parties.
 
Java JCE
The Java Cryptography Extension (JCE) is now a core part of Java SDK 1.4. Basically, it's a set of packages that provide a framework and implementations for encryption, key generation and agreement, and Message Authentication Code (MAC) algorithms. 
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