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ABSTRACT

Voice over IP or VoIP is a fast emerging technology which provides cost effective and feature flexible telephony solutions. As against traditional PSTN networks, VoIP converts voice into suitably encoded digital packets and transmits those across existing IP based networks like the internet. Apart from voice-based telephone services, VoIP can provide advanced functionality like unified multimedia messaging, real-time data transfer and multiparty conferencing. In order to provide useful services, security must be seriously considered. The main objective of this project is to understand the security issues for VOIP and to improve the SIP phone the author developed for the 2004 CS 522 term project with end-to-end confidentiality of the voice traffic between the calling parties.

INTRODUCTION
Voice over Internet Protocol (VoIP) stands for Voice over Internet Protocol. It is the technology used to transmit voice conversation over a network using the Internet Protocol (IP). VoIP describes a set of facilities for managing the delivery of voice information using IP. In other words, VoIP is the ability to make telephone calls and send faxes over IP-based data networks with a suitable quality of service (QoS) and superior cost/benefit. It can also be called IP Telephony. The origins of VoIP can be traced back to a simple shareware program for simple PC to PC voice chat over the internet, released in 1994 [3]. Today the scope of VoIP is not limited to transmitting only audio signals between two end-points. It supports multiparty conferencing as well as real-time video, data and fax transmissions.
VoIP has many advantages over the traditional Public Switched Telephone Networks (PSTNs): First, IP networks are more cost-efficient. Service providers can effectually reduce their operating cost from the standard equipments and cheap communication carrier. So service subscribers can get a lower price for the better or same services supplied by PSTNs. Second, IP networks can provide integrative data and voice services. VoIP can handle data packets as well as voice packets. So it can provide new feature to services. Third, IP networks are more bandwidth-efficient. Finally, the IP phone reverses the thinking of the regular telephone. The telephones most people use today are dumb endpoints driven by an intelligent network. The IP phones, however, are intelligent endpoints communicating over a relatively dumb packet-based best-effort network.
It is now believed that the old circuit-switched voice-centric communications network will eventually give way to a data-centric, packet-oriented network that seamlessly supports data, voice, and video with a high quality of service [5]. The switching equipment, protocols, and links are already being put into place. A transition network is currently in place that joins the packet data world with the circuit-switched world. Integrated access solutions are being installed that support integrated data, voice, and other media into the Internet or the PSTN.
However, even though VoIP has many advantages over PSTN it must be mentioned that VoIP technique also has its drawbacks such as QoS. Today, as, the quality of VoIP is improving to a point close to PSTN phone, the security of VOIP has become the biggest issue compared to the PSTN [18]. As is commonly known, the PSTN has been very resistant to security attacks and has not suffered from significant problems since the introduction of SS7 out-of-band signaling. Users of the PSTN have no direct access to SS7 signaling, and the local exchange provides a very robust firewall between the edge signaling protocols supporting POTS and ISDN and the core SS7 network. On the other hand, the openness of IP networks in general, and the security risks that have been well documented in the Web world, suggest that VoIP networks are inherently vulnerable to a range of potential attacks. Service providers need to understand the vulnerabilities of VoIP networks and take appropriate measures to counter them in order to maintain a high level of confidence among users of VoIP services. Besides the all the security issues related to the TCP/IP network, VoIP network must especially address the following three key security issues [19].
• Denial of service
A denial of service attack prevents legitimate users of a network from accessing the features and services offered by that network. Denial of service attacks are extremely difficult in the PSTN but all too common in packet networks. In a complicated IP network, there are many possible denial of service attacks. Some examples include sending false signaling messages so that a Call Agent or softswitch is fooled into believing that a party has gone on-hook, or bombarding a device with pings or other packets so frequently that it has no spare processing power to process legitimate requests.

• Theft of service
The objective of a theft of service attack is simply to obtain service without paying for it. The attack may involve a serious volume of theft if the attacker then resells the service. The most common form in the current PSTN is called subscriber fraud, where a subscriber sets up an account with a service provider using false billing information, for example a stolen credit card. Another avenue of attack is by hacking into corporate PBXs, which often support remote access to the PSTN. Similar kinds of attack are possible with a VoIP network.


• Invasion of privacy (Eavesdropping)
Subscribers to the PSTN expect that their calls are private, and that no third party can eavesdrop (with the exception of lawful interception). The PSTN achieves this privacy mainly by physical security mechanisms – the wire from a subscriber’s home is only connected to the local exchange or digital loop carrier and cannot easily be accessed. This is not the case with cordless phones or first-generation cell phones. It is easy to eavesdrop on these calls, using a radio receiver – as some celebrities have found out to their cost. Similar risks may exist in VoIP networks where broadband wireless access is deployed, or where subscribers send VoIP over WiFi networks.
Also, Man-in-the-middle also belongs to this category. An attacker, for instance, can modify SDP configuration fields inside of SIP messages during the call establishment so as to redirect the voice traffic.

OVERVIEW OF VOIP PROTOCOLS
For a voice communication, the caller and callee need to establish a connection session before they can talk.  For example, the caller must make sure that the callee is not busy before he/she can talk to the callee. Therefore, VoIP requires some session control protocols for connection establishment (set up and tear down calls between two phones), capabilities exchange, and conference control. Currently, two popular protocols exist to meet this need. One is ITU-T H.323, and the other is the IETF Session Initiation Protocol (SIP) [4].
H.323 is part of a family of the ITU-T Recommendations that specify multimedia communications services such as real-time audio, video, and data over a variety of communication services, including multipoint links where multiple users participate in the same exchange (such as a videoconference). It includes H.245 for control, H.225.0 for connection establishment, H.332 for large conferences, H.450.1 H.450.2 and H.450.3 for supplementary services, H.235 for security, and H.246 for interoperability with circuit-switched services. H.323 is a multimedia conferencing standard that is quite complex. Today, ITU H.323 has dominated the market in terms of the number of devices installed. While it works well for videoconferencing, most people feel that it is too complex for IP telephony, which is possible by using much simpler protocols. Still, H.323 is considered a pioneering protocol for packet voice and video.
The Session Initiation Protocol (SIP) [14], developed in the MMUSIC working group of the IETF, takes a different approach to Internet telephony signaling by reusing many of the header fields, encoding rules, error codes, and authentication mechanisms of HTTP. SIP is a control protocol operating in the application layer for setting up, maintaining, and terminating voice and videoconferencing sessions. SIP uses text-based messages and operates in much the same way as the client/server protocol of the Web (i.e., HTTP). SIP provides an overall messaging system for all types of multimedia applications and works just as well for electronic commerce and collaborative computing applications. SIP is a lightweight, transport-independent, text-based protocol used as a signaling protocol for Internet conferencing and telephony. It has only six different types of methods, reducing the level of complexity for the user. SIP is also transport layer-independent because SIP can be used with any datagram or stream protocol, such as UDP, TCP, ATM, and so on, thereby providing flexibility of use. Another SIP's distinguishing factor is that it uses the "intelligence at the edge" model. SIP relies on endpoint devices to control packet-based telephony services. In other words, two endpoint SIP devices can set up their own call across the Internet without any devices in the network getting involved, although in practice other devices will be involved if QoS is required or the call must go through the PSTN. Since the SIP model is based on intelligent edge devices, developers are free to create telephony services and applications that are not restricted by the old service models of the traditional telephone network. In fact, designing telephony applications is very similar to creating Web client/server applications. Developers familiar with HTTP, XML, and other Web development tools instantly recognize SIP.
Over time, SIP has gained favor throughout the packet voice community. It is highly adaptable and supports multi-vendor interoperability among devices. Tests have shown that SIP works well and provides much faster call setup times than H.323 [7].The IETF's SIP (Session Initiation Protocol) is now seen as being more important for VoIP [7].
After a call has been set up, the voice media can be transmitted. However, packets in the Internet can be lost, delayed and out of order. Real-time applications require mechanisms to be in place to ensure that a stream of data can be reconstructed accurately. Therefore, datagrams must be reconstructed in the correct order, and a means of detecting network delays must be in place.  In addition to delay, jitter is the variation in delay times experienced by the individual packets making up the data stream.  In order to reduce the effects of jitter, data must be buffered at the receiving end of the link so that it can be played out at a constant rate.  Therefore, the actual audio or video media streams can not be transmitted by TCP/UDP. To support those real-time requirements, two protocols have been developed to transmit the real- time voice data across the network.  These are RTP (Real-time Transport Protocol) and RTCP (RTP Control Protocol) [13]. As mentioned before, RTP and RTCP are used by both H.323 and SIP.
RTP provides end-toned delivery services of real-time audio and video. RTP typically transports data via the User Datagram protocol (UDP). RTP provides payload-type identification, sequence numbering, time stamping and delivering monitoring whereas UDP provides multiplexing and checksum services. Thus together with UDP, RTP provides transport protocol functionality. RTP by itself does not provide any mechanism to ensure timely delivery or provide quality of service guarantees. An RTP packet may be dropped or delivered out of order by the network traversed. However, the sequence numbers and timestamp information present in the RTP headers enable an application to determine the proper location of the received packet in the media stream. For example, if an audio application receives a packet ahead of schedule, it can save the packet in its correct location in a sequential buffer. 
RTCP is the counterpart of RTP which is used to monitor the quality of service and to convey information about the participants in an on-going session. RTCP messages are

sent on a port which is different from the one for actual RTP media transfer. On the basis of RTCP messages, the sender of the media stream can change media transfer parameters so that QoS may be achieved. RTCP messages also help in synchronizing two different media streams – for example, a video stream and its corresponding audio stream. RTCP Sender reports containing information about the data transmitted and a synchronization timestamp are sent by the source of the media stream. Receivers of the stream in turn send back Receiver reports which contain information about the received data, lost packets, jitter experienced and delay. Source Descriptions which contain the name, email address, phone number and identification of a user are also exchanged through RTCP messages. As can be seen, RTCP is actually not a protocol used to transmit voice data. It only provides feedback on the quality of the transmission link so that QoS may be achieved.  RTP is the protocol to transport the digital data of real-time information. Again, by themselves alone, RTP and RTCP cannot reduce the overall delay of the real time information. Nor do they make any guarantees concerning quality of service. The quality of service can be achieved in the application layer used the information provided by RTP and RTCP. RTP and RTCP protocols are defined by RFC 1889 [12]. Also more details about RTP and RTCP cab be found in the appendix.
SIP PHONE USING SIP/RTP
In Fall, 2004, the author developed a SIP phone in his semester project for CS 522 [22]. As can be imagined, it is not a trivial task to develop a big scope commercialized VoIP application which can seamlessly transmit voice over both the packet and PSTN networks. Because of the time limit the author only developed a SIP phone application between computer and computer in the project. One usage of this application is simple toll bypasses. Under this particular case a gateway is not needed because voice is not going to be transmitted to a PSTN phone. The proxy and register servers were not considered either because an existing DNS server on the Internet can already convert a domain name to the IP address. Figure 1 is a schematic of the computer- to- computer VoIP.
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Figure 1. schematic of computer-to-computer VoIP
In the implementation the author decided to use SIP as the control protocol because of its simplicity, scalability, mobility, end-point feature flexibility and increasing popularity. For media or data transfer, the author uses RTP because that is the standard media transfer protocol for VoIP in real time manner. 
The implementation the author paid attention to keep control and media as separate as possible. As media requires lot of bandwidth and control requires small amount of bandwidth, we can centralize the control aspect while media can be distributed. This can help make the architecture highly scalable. Also, this separation would make future changes in any one independent from the other. (For example, media protocol can be changed without affecting control protocol).  For this purpose, author used four sockets for both the sender and receiver end SIP and RTP as follows.
sip_send_socket = socket (AF_INET, SOCK_DGRAM, 0);
rtp_send_socket = socket (AF_INET, SOCK_DGRAM, 0);

sip_receive_socket = socket (AF_INET, SOCK_DGRAM, 0);
rtp_receive_socket = socket (AF_INET, SOCK_DGRAM, 0);

All these four sockets were created in the main thread because we don’t need high bandwidth for SIP control protocol. However, since the data transfer need high bandwidth the author created a separate thread to transmit the RTP messages. Only one thread was needed because it was only used to transmit the voice data out. The following is the code to create the thread.

pthread_create(&child, NULL, send_RTP, NULL);

send_RTP() is the function used by the thread to send voice data out through rtp_send_socket. Please see the appendix for the source code details.

In order for the same IP phone code to send and receive SIP and RTP packets, as well as the user instructions,  the author used select function to handle the stdin,  send, and receive sockets.
Since SIP is a text-based protocol like HTML. Its parser is easy to be implemented. SIP request methods are: INVITE, ACK, OPTIONS, BYE, CANCEL and REGISTER. INVITE Indicates that the user is being invited to join a multimedia session. Message body may contain session description coded with SDP (Session Description Protocol). ACK Message received as final response to an INVITE.ACK request may contain SDP session description negotiated between both clients. If it doesn’t contain SDP, the user may use the description conveyed in the first INVITE, if any. OPTIONS Asks which methods and options are supported by the server and user in the TO: field. Server may respond with set of methods and extensions support by the user and itself. BYE Used to relinquish resources associated to a connection and force connection release. CANCEL cancels a pending request. A request is considered pending if and only if it has not been awarded a final response. REGISTER Client uses this method to register his address alias in a SIP server called REGISTRAR, named behind its duty of accepting user registrations. The following is an example of SIP INVITE message.WHITEPAPER
INVITE sip:+1-978-5551212@111.122.133.144;user=phone SIP/2.0
Via: SIP/2.0/UDP 155.166.177.188:5060
From: 617-6661212 <sip:+1-617-666-1212@155.166.177.188;user=phone>
To: 978-5551212 <sip:+1-978-
5551212@111.122.133.144;user=phone>
Call-ID: 12345678@155.166.177.188
CSeq: 1 INVITE
Content-Type: application/sdp
Content-Length: 120
v=0
o=UAC 8761 9876 IN IP4 155.166.177.188
s=Session SDP
c=IN IP4 127.126.125.124
t=0 0
m=audio 49172 RTP/AVP 0

Figure 2 is a simple SIP call processing. As shown in the figure the voice data cannot be transmitted until the SIP sets up the calling session. 
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Figure 2. SIP call processing
Figures 3 and 4 are the SIP phone running results. Please see author’s 2004 CS 522 semester project paper [22] for more details about the SIP phone
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Figure 3. IP phone results on Crestone machine
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Figure 4. IP phone results on Blanca machine.

SECURITY IMPROVEMENTS OF THE SIP PHONE
The SIP phone the author developed for the Fall, 2004 CS 522 semester project had no security feature. Because of this reason, the SIP phone couldn’t be used for serious business applications which require security. The goal of the semester project is to add security features to the phone. Since the security issues of Denial of Service and Theft of Service can only be solved by considering all VOIP components, such as, phone, register, proxy, gateway, this project only focuses on the last of the three key VOIP security issues: Invasion of Privacy, which can be addressed by improving the end users (UA). In our case, the end users are SIP phones.

The most fundamental security service to be preserved between the end users is confidentiality and integrity of voice traffic. Mutual authentications between the UA’s are also necessary to avoid man-in-the-middle attacks and other forms of identity spoofing. Securing SIP signaling also enhances privacy. However, since preserving data confidentiality during the actual phone conversations is more serious than securing signaling messages; this project focuses on the end-to-end voice traffic protection. It includes the following characteristics:
• Public key based key exchange
Not only public key based key exchange is one of the most well-known secure ways of establishing a shard key, but X.509 certificate from the public key pair can be utilized for authenticating calling parties.
• AES Encryption upon voice traffic
The established shared key at the end of key exchange process will be used to encrypt voice traffic using AES algorithm due to its computational advantages over other cryptographic algorithms. Besides, AES is the algorithm SRTP uses as well. 

• Using JAVA JCE

In order to use the commonly used cryptography package JAVA JCE, the author converted all the SIP phone C++ code to JAVA. Another advantage to use JAVA is to entail the solution to be platform independent.
Since the SIP phone uses SIP for signaling and RTP for the voice traffic, the author decided to also use SIP for the security key negotiation, as well as the signaling. This way, the security keys are exchanged between the calling parties right after the SIP established the call connection. This way, once the call conversation starts, it applies an appropriate cryptographic process before dispatching the voice packets to a correct destination using the shared encryption key established in the signaling phase. PKCS #12 is utilized to produce a self-signed X.509 certificate and a key store, where related key pair and certificates are stored. During the call establishment, the certificates and the shared key are piggybacked in signaling messages, where the latter is digitally enveloped. Upon the successful exchange of those PKI items, the following audio packets are encrypted with AES using the dynamically exchanged master key. The following steps illustrate the key establishment process of the SIP phone,
1. Alice’s SIP phone places her X.509 certificate inside of an INVITE message headed to Bob’s SIP phone.
2. Bob’s SIP phone creates a 128-bit AES shared key and wraps it with Alice’s public key. The secured key and Bob’s X.509 certificate are piggybacked in 200 (OK) replies.
3. Alice and Bob communicate via securely encrypted sessions.
As can be seen in the above steps, the voice traffic will be protected if and only if both of the calling parties have authenticated the certificates and exchanged the AES key successfully. If not, the SIP phone will act like a regular SIP phone without security, i.e. no encryption will be applied upon the call session.
For the voice encryption, AES has proved to have security strength equal to or better than 3DES [20] and provides significantly improved efficiency. AES performs a symmetric block cipher with a block length 128 bits and support for key lengths of 128, 192 and 256 bits [18]. The 128-bit key length has been chosen when considering both the speed and security [19]. It is also the one used by the SRTP specification. Since encryption speed is important in a real-time application, no extra padding mode and counter-mode (CTR) have selected among other possible modes of operations offered by AES.  In counter-mode, AES is applied to consecutive integers to build a key stream, which takes lower computation than using random generator to set up the key. 
The following two figures illustrate the key piggybacking in the SIP signaling phase
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Figure 5. INVITE message with the security certificate
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Figure 6. 200 OK message with the AES key and the certificate
The Figure 5 illustrates an example of SIP INVITE message. It can be seen from the message that the calling SIP phone inserts the PEM encoded X.509 certificate. It uses SDP field, “k” for encryption key.  When SIP phone of the called party receives this message, it verifies the validity of the certificate received and saves the certificate for the future calls from the same party. In the mean time the called SIP phone creates a 128-bit shared AES key and wraps it with the public key arrived from the previous INVITE message. Afterward, it constructs “k” field in the 200 OK response SIP message by concatenating the wrapped shared key and its own certificate. The Figure 6 depicts the items. The shared key in the figure is a hexadeci-mal representation of the encrypted key with ‘:’ delimiters upon every four bits. When the 200 OK response message is received by the calling SIP phone, it parses out the key field and verifies validity of the certificate attached. Upon the successful validity check, it unwraps the shared key with its own private key and stores the key for encrypting the voice streams. It also stores the certificate into the key store, associated with the other party. This can be used to eliminate exchanging certificates in the future attempts.
Conclusion

Current VOIP security issues were reviewed in this paper. A computer-to-computer IP phone was also improved to enforce cryptography features. In the implementation the author used JAVA JCE for authentication and encryption and picked SIP to negotiate the keys. After the authentication and the key exchanges, the voice traffic by RTP is encrypted. From the testing result the author believes the implementation has the basic feature of an IP phone with security and can be used as a baseline for future enhancement.

Future work
Quality of service is one of the major problems IP Telephony designers face today. According to the study [20], the encryption protocol AES requires about the same amount of time as voice packetization. That means the total calling delay will take twice more time than call without cryptographic processes. Therefore, any performance improvement in the encryption process will improve QoS as well. Another way to decrease the encryption time is to apply AES encryption to the payload only rather than the entire RTP packet.  By the way, enlarged SIP signaling messages by cryptography also   significantly increase the signaling time.
Deploying PKI without a public certificate authority (CA) leaves security glitches. A self-signed certificate only provides a weak authentication of its owner, and more importantly, it causes the SIP phone to be susceptible to a man-in-the-middle attack during the key establishing period. However, in order to position him/her successfully as a man-in-the-middle, the attacker must intercept the very first exchange of the public keys. The fact that this attack is possible only during the first exchange of the public keys is worth to mention, because in the subsequent key exchanges, the change of the key will be noticeable. If the certificates are certified by a third party, the potential danger of such attack can be eliminated. Therefore, cryptography done in this project is a reasonable method of confidentially exchanging a shared key, and involving a CA in the future can be done with modest modifications on the current solution. 

The other major problem involves NATs and firewalls. Although SIP signaling messages can be permitted simply by opening its default port, 5060, firewalls need to parse SIP messages in order to find out which ports to open for the voice traffic at what time. For security reasons, leaving a large range of ports open is discouraged. To solve the problem, a default port should be assigned to the RTP protocol.
Appendix
The IP phone users should consult this README file regarding to how to use the IP phone.
SIP Methods and Responses
· SIP Methods:

· INVITE – Initiates a call by inviting user to participate in session.
· ACK - Confirms that the client has received a final response to an INVITE request.

· BYE - Indicates termination of the call.

· CANCEL - Cancels a pending request.

· REGISTER – Registers the user agent.

· OPTIONS – Used to query the capabilities of a server.

· INFO – Used to carry out-of-bound information, such as DTMF digits.
· SIP Responses:

· 1xx - Informational Messages.

· 2xx - Successful Responses.

· 3xx - Redirection Responses.

· 4xx - Request Failure Responses.

· 5xx - Server Failure Responses.

· 6xx - Global Failures Responses.
SDP Session Description Structure

SDP Syntax:
· A number of lines of text

· In each line

· field=value

· Session-level fields first

· Media-level fields

· Begin with media description field (m=)

Mandatory Fields:
· v=(protocol version)

· o=(session origin or creator and session id)

· s=(session name), a text string

· t=(time of the session)

· t=<start time> <stop time> 

· NTP time values in seconds

· m=(media)

· m=<media> <port> <transport> <fmt list> 

· Media type

· The transport port

· The transport protocol

· The media format, an RTP payload format
Subfields:
· Field = <value of subfield1> <value of subfield2> <value of subfield3> …

· Origin (o)

· Username, the originator’s login id or “-” 

· session ID

· A unique ID

· Make use of NTP timestamp

· version, a version number for this particular session

· network type

· A text string; IN refers to Internet

· address type

· IP4, IP6

· Address, a fully-qualified domain name or the IP address

· o=mhandley 2890844526 2890842807 IN IP4 126.16.64.4 

Connection Data:
· The network and address at which media data are to be received

· Network type, address type, connection address

· c=IN IP4 224.2.17.12/127 

· Media Information

· Media type

· Audio, video, application, data, or control

· Port, 1024-65535

· Format

· List the various types of media

· RTP/AVP payload types

· m= audio 45678 RTP/AVP 15 3 0

· G.728, GSM, G.711

· Attributes:
· Property attribute

· a=sendonly

· a=recvonly

· value attribute

· a=orient:landscape

· rtpmap attribute

· The use of dynamic payload type

· a=rtpmap:<payload type> <encoding name>/<clock rate> [/<encoding parameters>].

· m=video 54678 RTP/AVP 98

· a=rtpmap 98 L16/16000/2
Please see [15] for sdp optional fields.

RTP Header

The RTP header, which precedes the data payload, is shown in the diagram below:
	 
	0
	1
	2
	3
	4
	5
	6
	7
	8
	9
	10
	11
	12
	13
	14
	15
	16
	17
	18
	19
	20
	21
	22
	23
	24
	25
	26
	27
	28
	29
	30
	31

	 
	Octet 1,5,9
	Octet 2,6,10
	Octet 3,7,11
	Octet 4,8,12

	1 - 4
	V=2
	P
	X
	CC
	M
	PT
	Sequence number

	5 - 8
	Timestamp

	9 - 12
	Synchronisation source (SSRC) number


Version: Identifies the version of RTP (currently 2). 
Padding: A flag which indicates whether the packet has been appended with padding octets after the payload data. 

X (Header extension): Indicates whether an optional fixed length extension has been added to the RTP header. 

CC (CSRC count): Although not shown on this header diagram, the 12 octet header can optionally be expanded to include a list of up to contributing sources.   Contributing sources are added by mixers, and are only relevant for conferencing application where elements of the data payload have originated from different computers.   For point to point communications, CSRCs are not required. 

M (Marker): Alllows significant events such as frame boundaries to be marked in the packet stream. 

PT (Payload type): This field identifies the format of the RTP payload and determines its interpretation by the application 

Sequence number: A unique reference number which increments by one for each RTP packet sent.  It allows the receiver to reconstruct the sender's packet sequence. 

Timestamp: The time that this packet was transmitted.  This field allows the received to buffer and playout the data in a continuous stream. 

Synchronisation source (SSRC) number: A randomly chosen number which identifies the source of the data stream.
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