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Introductions

With the United States relying more and more on satellite systems for global, real-time communication, 24 hours a day, seven days a week multi-spectral sensors that can cover every inch of the Earth’s surface, and more, space-based assets have emerged to be a primary center of gravity. For the past 50+ years, the US has been working on maturing capability to deliver information products about terrestrial activities. However, Air Force Space Command (AFSPC), the military custodians of US space assets, recognized the reliance this country has on satellites and thus began to explore the possibility that US enemies will attack this great economic and military asymmetrical advantage. Thus, AFSPC has begun a campaign from an R&D and most importantly, a paradigm shift towards two concepts: space situational awareness (SSA) and defensive counterspace (DCS) where the former drives the latter.


This paper will explore the methodologies that current Air Force R&D has taken to develop effective SSA through space-based sensors like Interim Satellite as a Sensor (ISAS) and intrusion detection systems (IDS) using artificially intelligent systems such as neural networks. I will also explore system security issues that are unique challenges to developing effective IDS in space-based platforms. Finally, I will propose possible avenues of research and development to mitigate, if not solve, those challenges over the next 25 years.

Note that much of the technologies described here, although at its infancy, are either classified or proprietary (The Aerospace Corporation, General Dynamics and others). Therefore, this paper will be constrained towards ideas found in the public domain.

Background

Currently, space operators—i.e. military, civil service employees, or contractors—operate ground systems that send commands and receive to on-orbit satellites. Received data, also known as telemetry, come from a wide range of sensors from the bus systems (the satellite vehicle itself) to the payload (systems aboard the satellite vehicle that perform the mission). Depending on the satellite, telemetry can range from 75 bps to 5 Mbps. Future missions could see a surge of up to 150 Mbps. The encrypted bus telemetry are usually flat text files that get parsed by ground systems as different mnemonics—measurements taken from the satellite and require a data bandwidth from 128 Kbps to 1.024 Mbps (“SSCS Reference Architecture: B-2. Telemetry Assumptions,” http://sunset.usc.edu/SSCS/appdB_2.html).


Besides the events the satellite was designed to be used for, the sensors will obviously react to abnormal events as well from natural such as solar flares and atmospheric irregularities to man-made events like electromagnetic jamming. All these sensor mnemonics are displayed on the space operator’s console and are interpreted by the operator himself as well as an analysis team comprised of technical advisory engineers. A typical operator will see ~50 mnemonics (Tschan, Christopher, “Satellite as a Sensor and Other Space Situation Awareness Tools of Interest”) divided over several different screens that need to be toggled between them. The operator checks the state of health (SOH) of the mnemonics by referencing both their background knowledge and a checklist to ensure that the system is operating within normal parameters. However, during periods of intense solar activity or an eclipse (where the earth occludes the sun from the satellite), these mnemonics will have highly irregular values beyond normal limits. Of course, man-made malicious radio frequency interference (RFI) will throw off the mnemonics past normal operating parameters as well. To top things off, these abnormal events can be as transient as a few seconds which may not affect most civilian users that can handle loss of service. However, when military satellites are encumbered even momentarily, simultaneously a bomb was being dropped and needed guidance by the satellite to accurately hit its intended target. The lapse in satellite signal may be just enough time for the bomb to miss and worst, even strike friendly forces nearby.

Essentially, a space operator monitoring the plethora of mnemonics would require a large degree of background knowledge as well as a sharp eye to catch transient value changes that mean the difference between a satellite systems anomaly due to natural phenomena or a malicious attack. Although the satellite ground systems continuously record telemetry that can be played back for further analysis by functional experts, again the real-time identification of anomalies is vital to operational satellites delivering real-time data to its users.

The Solution

AFPSC, in particular under the Center for Research Support (CERES), Space and Missile Center (SMC), Detachment 12 with the space operators of the 1st Space Operations Squadron (1 SOPS), 50th Space Wing (50 SW), is currently working on a program known as Satellite as a Sensor (SAS) with the help the Aerospace Corporation, General Dynamics, and other companies. The idea is to take satellites already on-orbit and use the same telemetry they provide but interpreted in different ways. Historically, telemetry was used either to check SOH or deliver the mission data to its users. Any transient anomalies detected were usually accounted for as spurious errors with no further root cause analysis performed.


AFSPC Commander General Lance Lord led the charge to transform space operations by adding the concept of SSA “High Frontier: The Journal for Space and Missile Professionals,” Winter 2005) It’s no longer acceptable to attribute even the most minor anomalies as trivial problems that did not have to be analyzed and solved. Space operators must know what’s going on with their satellites at every level of detail because those “trivial problems” may be an attempt by US adversaries to degrade or negate the functions of the satellites that provide this country with an asymmetric advantage economically, militarily, and politically over the rest of the world.


With this need for SSA while a typical space operator must contend with analyzing ~50 mnemonics in real-time, SAS is being developed with the strategy that artificially intelligent computers equipped with expert systems and Bayesian conditional probability (BCP) can interpret those mnemonics in real-time and generate probability estimates as to the causes of those anomalous values. Essentially, SAS analogous to an intruder detection system that continuously monitors system characteristics of the satellite to determine if there is an attack on the system or if natural phenomena are affecting the system based on anomalous values.

Expert Systems (ESs)

The first approach to quickly analyzing telemetry is using expert systems (ES). ES take telemetry and focus on each mnemonic based on IF-THEN rules developed by a subject matter expert (SME). In SAS, the ES takes in mnemonics from satellite telemetry, up/downlink values, space weather (solar flares, RFI’s, etc.) data, space object (debris, other satellites, etc.) data, and intelligence data and combines and analyzes the data (known as “data fusion”) using the IF-THEN rules to come to some conclusion to the cause of the anomalies. This data fusion occurs across different organization levels (from a space operations squadron level up to a Joint Space Operations Center level).


The beauty of ES is that rules can be developed or changed as needed. Of course, these changes are easily made when there is a small rule-set. Moreover, the conclusions ES draws are usually as definitive as the SME can define them. It can give an one exact conclusion or be designed to stop at narrowing down a small set of conclusions without further analysis from the computer. The ES can be constructed to focus and detect only malicious problems and assume all other events are either normal or non-malicious (until the SME deems otherwise later). Since ES are algorithmically trivial, the rules can be executed by a simple computer that follows through each IF-THEN statements.


Since ES provide definitive conclusions, a SME is required to define those conclusions from the beginning based on the SME’s background knowledge or from empirical data. For larger rule-sets, maintaining the ES because more cumbersome as new information must be incorporated into the logical structure of the ES. Finally, the question of how complete a rule-set is (i.e. have all the possibilities of other problems been exhausted to narrow in on a cause based on a process of elimination?) is difficult to determine.

Bayesian Conditional Probability (BCP)

BCP fuses the same kinds of data as ESs do. However, the fusion process takes in the form of neural networks that focuses on probabilities causes versus definitive causes. With the assumption that the inputs to the BCP are mutually independent, BCP’s are trained with starting mnemonics the SME have deemed collectively as normal system values. Therefore, the BCP is fed nominal satellite telemetry, low activity space weather data, etc. Next, the BCP is fed mnemonics associated with active space weather that affect satellite sensors so that the BCP can learn what are anomalous data caused by nature. Finally, it is fed mnemonics that stem from malicious activities like man-made RFI’s coming from jammers.


BCPs’ strengths include the ability to easily integrate new information weighted by the SME and draw a probabilistic conclusions as to the cause of the anomaly. The developer merely inputs a set of mnemonics and the SME inputs his weighted confidence as to what the event may be. When the BCP runs with live data, the system can provide estimates as to the cause across many different possible causes. Then the SME can quickly narrow down which anomalies to focus on for further analysis based on the BCP systems’ suggestions.


The downside to using BCP is that the inputs ideally should not be inter-related. However, current SAS implementations use mnemonics that relate to one another. These relationships affect BCP processing because BCP works off of correlating sets of data with one another. If the data is already related in some fashion, the correlations by the system won’t take it to account and may not bias certain mnemonics correctly. Moreover, if the BCP encounters telemetry with vastly different inputs then it is used to, it may generate causes with such a high uncertainty value that the results become useless. Finally, although BCP programming is trivial, training can be difficult because of a lack of real-world telemetry as well as the enormous sets of mnemonics the system must process. 

Current/Future Challenges and Possible Solutions

The biggest challenge that faces AFSPC today is a mentality shift from normal/daily satellite operations to a defensive perspective on space assets where adversaries are constantly trying to degrade or deny the capabilities provided by satellites. This slow cultural shift forces all levels of organizations involved in space to redefine how it views the information provided by satellites. Today, from concept of operations to space operations checklists have been devised as a means to bridge the disparity between ignorance and a cultural change. When people of all ranks and experiences that focus their efforts on space power will inevitably devise new and innovative solutions, then the concept of SAS will be an obvious idea of the past.

From a tactical space operations perspective, engineers struggle to reinterpret the same telemetry they have been getting since the inception of their satellite program. As they incorporate more SMEs with various background knowledge from mechanical, electrical, computer, aerospace and software engineering, their collective understandings will provide the US a better understanding of space operations that is dependent on accurate telemetry.


From a higher level, it is a big challenge to horizontally integrate the multitude of legacy and new satellites that provide a wide range of disparate data since 1) the legacy systems were developed with a “stove-pipe” mentality from the Cold War-era and 2) quick simply, the satellites themselves have different capabilities because they have different missions. Besides the obvious problems of differing data types that system developer struggle with, SME’s are currently trying to understand the fusion of the data from a semantic perspective.


Future SAS concepts will include fusing even more telemetry from new satellite systems, especially those dedicated to DCS. These new satellites are truly built for SAS and could track rogue celestial objects that get too physically close to US satellites or even incorporate data from ground remote tracking stations (RTSs) that must be defended in a manner similar to traditional IDS that are applied to computer networks. 
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