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Introduction

Innovation in Information Technology (IT) continues to sweep across the technology industry, bringing new products and features that satisfy consumer’s convenience and enjoyment needs.  Consumers are overloaded with advertising campaigns that flood television commercials, newspaper inserts, storefronts, etc.  Even if consumer’s ears fall deaf to the cries to utilize this new technology, there are other ways for IT to force itself into your everyday life.  The automotive industry is serving as one such portal.  It has welcomed IT innovation with open arms, by incorporating it right into their automobile product lines.  Their acceptance is placing consumers behind the wheel of a mobile network of microprocessors, wireless connectivity, software, GPS, etc.   This forces consumers to rely heavily on the integrated automotive network for nearly every control system.  

While the innovations implemented by the automotive industry have proven to be quite useful, a certain degree of risk has been transferred over to the consumer.  As the complexity of the automobile’s control network increases, so do the vulnerabilities.  These new vulnerabilities are catching the eye of potential hackers that are looking for a new playground.  Given that these automotive control networks are just hardware that’s running software, there is no reason why hackers could not start to target automobiles.  Some of the new wireless technologies that are being implemented, such as Bluetooth, allow hackers the ability to compromise your vehicle remotely.  This paper intends to bring awareness to the automotive vulnerabilities that consumers are, or will be, subject to as new technology begins to appear in automotive product lines. 

Vehicle Network Architecture

The automotive network was born out of necessity after basic wiring could no longer support the rapidly advancing technology.  “In the past, wiring was the standard means of connecting one element to another.  As electronic content increased, however, the use of more and more discrete wiring hit a technological wall”. (Leen and Heffernan)  To much wire was adversely effective the weight of the vehicle and came too close to failing reliability standards.  In addition, excessive wiring would take up too much room in a vehicle where strict volume constraints existed.  The solution was the Controlled Area Network (CAN), developed by Bosh in the mid-1980’s.  Automobiles can support multiple CANs, operating at varying transmission rates.  As a rule-of-thumb, the higher transmission rate, the more critical the components are that operate on it.  An example of a vehicle’s CAN environments is listed below:
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- “Expanding Automotive Electronic System” Leen and Hefferman

The vulnerability potential has increased with the addition of so many components to the various CANs.  Systems that have been safeguarded from outside intrusion may now be exploited by new technologies, such as Bluetooth.

Bluetooth Technology

As technology advances, our wireless communication abilities grow at a rapid pace.  The latest wave of this wireless frenzy is the Bluetooth technology.  Bluetooth is a standard developed by a group of electronics manufacturers that allows any sort of electronic units, including computers, cell phones, keyboards, and headphones, to make its own connections, without wires, cables or any direct action from a user.  As this technology becomes more diverse, established, and affordable, it will reach all portable equipment and will no longer just be an add-on for equipment but a standard.  One of the more recent uses for Bluetooth is between cars and cell phones.  This opens up several security questions about this “mini network” that takes place with Bluetooth.  

How Bluetooth Technology Works

“Bluetooth is a high-speed, low-power microwave wireless link technology, designed to connect phones, laptops, PDAs and other portable equipment together with little or no work by the user” (MobileInfo).  Since these connections can be made with little input from the user, Bluetooth technology is very user friendly so that anyone can use it.  “Beyond untethering devices by replacing the cables, Bluetooth radio technology provides a universal bridge to existing data networks, a peripheral interface, and a mechanism to form small private ad hoc groupings of connected devices away from fixed network infrastructures” (mobileinfo).  

When one Bluetooth product comes within range of another, they automatically exchange address and capability details.  The network produced is a small distance network.  The communication distance can be set to between 10cm and 100m.  Another advantage of Bluetooth technology compared to other wireless networks is that the units will connect without line-of-site.  The technology uses modifications of existing wireless LAN techniques compacted into a small size.  Bluetooth protocols can handle both voice and data, with a very flexible network topography.

Frequency

Bluetooth technology communicates through radio waves created by tiny short-range transceivers that are embedding in the electronic devices.  The Bluetooth modules, that contain the transceivers, can be either built into electronic devices or used as an adaptor.  This allows older devices to gain the Bluetooth technology 

The Bluetooth devices communicates and operations on the radio frequency of 2.45 gigahertz.  “This frequency has been set aside by international agreement for the use of industrial, scientific and medical devices (ISM)” (howstuffworks).  This will allow Bluetooth technology to be universal and have no interruptions for international travelers.  Many devices already including cordless phones, baby monitors, and garage door openers, also use this frequency.

Given that all Bluetooth devices will be communicating through the same frequency, this assures no interference from other frequencies, however it does pose the problem of interference with other Bluetooth devices or electronic on the same frequency.  Bluetooth devices are protected from radio interference by using fast acknowledgement and frequency hoping.  This technique uses 79 individual, randomly chosen frequencies within a designated range, changing from one to another on a regular basis.  “The frequencies will change arbitrarily up to a maximum of 1600 times a second” (mobileinfo).  This allows more devices to use the radio band at the same time.  The devices also change frequency every time it finishes transmitting or receiving a packet.  Compared with other systems operating in the same frequency band, the Bluetooth radio typically hops faster and uses shorter packets, making the Bluetooth radio more robust than other systems.  “Short packages and fast hopping also limit the impact of other domestic and professional devices.  Use of Forward Error Correction (FEC) limits the impact of random noise on long-distance links” (mobileinfo).

Bluetooth technology can support both half-duplex (asynchronous) and full-duplex (synchronous) communication.  Half-duplex is one-way communication between devices.  An example half-duplex communication is the communication between a computer and printer where most data only needs to be transferred in one direction.  When Bluetooth is in this mode, it can transmit packets up to 721 kilobits per second (Kbps) in one direction, with 57.6 Kbps in the other. “If the use calls for the same speed in both directions, a link with 432.6-Kbps capacity in each direction can be made” (howstuffworks).  If the device is using a full-duplex communication mode, it will transmit up to 64 kbps.  Full-duplex communication electronics include devices such as speakerphones.  Bluetooth can also simultaneously support asynchronous data and synchronous voice.  
Power

Battery life is a precious commodity for portable devices.  In order for Bluetooth to not drain the battery, it targets power consumption from a "hold" mode consuming 30 micro amps to the active transmitting range of 8-30 milliamps.  In standby mode, it only consumes 0.3mA.  This is less than 3% of the power used by a standard mobile phone.  When the device is not transmitting, it will switch to a low-power mode in order to save more power. 

Bluetooth devices are classified according to three different power classes, as shown in the following table.

	Power Class
	Maximum Output
	Power

	1
	100 mW
	(20 dBm)

	2
	2.5 mW
	(4 dBm)

	3
	1 mW
	(0 dBm)





   Figure 1.1 Power Classifications

The Bluetooth Network

The most interesting aspect of the Bluetooth technology is the instant formation of networks.  When Bluetooth-capable devices come within range of one another, an electronic conversation takes place to determine whether they have data to share and if they are within the same address range.  This network of devices is known as a piconet.  A piconet can be a connection between two or more devices in an ad hoc fashion.  If a device tries to communicate with a device within a piconet but does not have the right address range or is not part of the piconet, the communication will not happen.  “Multiple independent and non-synchronized piconets can form a scatter net.  Any of the devices in a piconet can also be a member of another by means of time multiplexing, which means a device can be a part of more than one piconet by sharing the time” (mobileinfo). 

The Bluetooth system supports both point-to-point and point-to-multi-point connections.  The possible connections are displayed in figure 1.2. When a device is connected to another device, it is a point-to-point connection. If it is connected to more than one, up to 7, it is a point to multipoint connection. A piconet starts with two connected devices, such as a portable PC and cellular phone, and may grow to eight connected devices.  “Several piconets can be established and linked together ad hoc, where each piconet is identified by a different frequency hopping sequence” (mobileinfo).  All devices in the piconet will hop together in this sequence.  If a device is connected to more than one piconet, it communicates in each piconet using a different hopping sequence.  The frequency hopping among all the piconets prevents them from interfering with each other.  If they do happen to be on the same frequency, the confusion will only last a fraction of a second.  The software is designed to weed out any of the confusing data that may be exchanged during this time of interference 
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When creating a piconet, one unit will act as a master and the other units will act as slaves.  In a piconet, there is a master unit whose clock and hopping sequence are used to synchronize all other devices in the piconet. All the other devices in a piconet that are not the master are slave units.  This master-slave sequence is also demonstrated in figure 1-2.  A 3-bit MAC address is used to distinguish between units participating in the piconet. Devices synchronized to a piconet can enter power-saving modes called Sniff and hold mode, in which device activity is lowered. Also there can be parked units which are synchronized but do not have a MAC addresses. These parked units have an 8 bit address, therefore there can be a maximum of 256 parked devices.

Security and Safety

Just like any network or electronic device, there must be security measures taken.  “The Bluetooth connections contain security including built-in encryption and verification.  They also use three different error correction schemes.  Bluetooth guarantees security at the bit level.”  (mobileinfo)  The user controls authentication by using a 128-bit key.  Radio signals can be coded with 8 bits or anything up to 128 bits.  The Bluetooth module will not interfere or cause harm to public or private telecommunications network.

However, like any other network, there is the possibility of a breach.  Although Bluetooth does provide some security, if an intruder wants to communicate with a device there is a big possibility that the communication could take place.  After studying how these wireless networks form, you can see that as long as a unit is in range and has the right address range, communication can take place.  It would not be very difficult for a hacker to adjust their units to talk to the desired unit and get the information they want.  In addition, Bluetooth depends on a four-digit passkey for access.  A Four-digit code is not hard to break.  This opens up a big door for many problems.  Not only can a person hack to get information, but once transmitting data back and forth, a vicious person could send a virus through the connection.  

Bluetooth Technology in Cars

The Bluetooth technology has many uses in today’s world.  From PDA’s, phones, camera, and PCs, these networks allow users to communicate more freely and easily.  The latest use for this technology has included automobiles.  Bluetooth allows users to use their cell phones through an in-car system.  This technology works by creating a piconet between the cell phone that includes Bluetooth technology and the in-car speaker system.  The connection can be created no matter where the phone is in the car, as long as it is within 30 feet.  The in-car system has a dashboard keypad, microphone, and speaker system.  The user will be able to make and receive phone calls using their normal cell phone number without setting up call forwarding.  The minutes will be charged like normal to the cell phone.  The user can either use the in-car system to make and receive calls or if their cell phone has voice features, these can be used.  Many carmakers are already including this technology including Chrysler, Jeep, Toyota, Saab, Acura, BMW, Lexus, Ford, Land Rover, and Mini. (Edmonds) 

As mentioned above, Bluetooth technology comes with its risks of hacking.  Installing Bluetooth in cars also introduces this risk to the automobile.  All automobiles are controlled by hundreds of computers.  Having the possibility of these computers being hacked is very dangerous.  If a hacker gained access, they would be allowed to do any number of things to the car’s on-board computers.  The breaks could be tampered, navigation systems changed, or something as simple as the radio controls being changed.  Car whisperer is a program that exploits these vulnerabilities and allows hackers into the Bluetooth wireless car systems.  

Car Whisperer

Car manufacturers and Bluetooth providers have not yet acknowledged the vulnerabilities that are a result of this technology.  Despite many claims of the Bluetooth systems being hacked and cars losing control, companies have dismissed them all.  However, Car Whisperer is used to exploit these vulnerabilities.  “The car whisperer project intends to sensibilise manufacturers of car kits and other Bluetooth appliances without display and keyboard for the possible security threat evolving from the use of standard passkeys.” (trifinite)  

As stated previously, pass keys are used with Bluetooth technology when devices connect.  The passkey should be a secret parameter that is used to generate and exchange links between devices.  It is also used for authentication and encryption of information. To exploit this passkey, a script is used to scan devices searching for visible Bluetooth devices using a headset or hands-free unit.  “Once a visible Bluetooth device with the appropriate device class is found, the cw_scanner script executes the carwhisperer binary that connects to the found device (on RFCOMM channel 1) and opens a control connection and connects the SCO links.” (trifinite)

To get the passkey required for connection, car whisperer uses a script that replaces the passkey prompt.  It then gets the first 3 bytes of the MAC address to help determine the manufacturer.  With the manufacturer information, the script returns standard passkeys.  “In quite a few cases the preset standard passkey on headsets and hands free units is '0000' or '1234'.” (trifinite) Once the passkey is found, a connection can be established between the car whisperer devices and the headset.  With this connection, car whisperer can send audio to and record from the headset.  The picture shows how the antenna and scanner on the bridge are used to gain access to passing cars.  
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This vulnerability can have significant impacts for the users of Bluetooth technology.  Their conversations could be eavesdropped on, allowing intruders to hear conversations among people sitting in the car.  It also allows the attackers to create fake traffic announcements or give wrong directions over the speaker system.

Following are a few recommendations that trifinite has for avoiding car whisperer.

· Manufacturers should not use standard passkeys in their Bluetooth appliances. 

· There should be some kind of direct interaction with the device that allows a device to connect. 
· Switch the hands free unit to invisible mode, when no authorized device connects to it within a certain time. (trifinite)

Locked In

In May of 2003, Thailand's Finance Minister, Suchart Jaovisidha, had quite a scare when his BMW limousine had a software malfunction that stalled the engine, disabled the door locks, windows, and air conditioning.  The occupants were trapped in the car, in the mid-summer temperatures of Thailand, until the occupants could signal a security guard for help.  After unsuccessful attempts to appeal to the cars electronic systems, the windows had to be broken out with a hammer.  The occupants were able to climb out of the shattered window to safety.  In subsequent interviews, the Finance Minister recalled that even though the episode lasted for only 10 minutes, they found it very difficult to breath as the vehicle rapidly heated up.  Initial investigations focused on a potential assassination attempt by a hacking the electrical system.  BMW later reported that is was a simple electrical malfunction that caused the entire automotive electrical system to fail, but never provided details on how that could have happened.

Hacking Automotive Technology For Savings

Consumers have been hacking automotive technology for years.  Some of the most popular forms for this come from the early years of drag racing, where enthusiast would make small changes; by recalibrating the automobiles control systems, trying to find optimal vehicle performance.  While having the fastest car on the block is still an important goal for some, others are pushing innovation to save a few dollars.  Owners of vehicles, like the Toyota Prius Hybrid, are looking for ways to minimize fuel consumption.  “Hybrid vehicles twin a gasoline engine with an electric motor and batteries to boost fuel economy.” [Reuters]  Although a Toyota Prius Hybrid will immediately start saving money for the average commuter, consumers are taking it a step further.  Some Hybrids are being modified to hold more batteries cells, which allows the electric motor to provide more of the operating power.  The automotive industries have spent millions in research and developments to avoid having to plug hybrid vehicles in to a wall outlet, but consumers have found that plugging the hybrid in actually makes a huge difference.  Instead of the battery cell “harnessing small amounts of electricity generated during braking and coasting” [Canada.com], plugging the car is actually more cost efficient than buying the gas.  After the additional battery packs are in place, consumers are modifying the software code that notifies the engine when the battery packs should be used, apposed to the gasoline engine.  The software modifications allow the vehicle to primarily use the battery packs during the initial 50 miles a travel, rather than just at low speeds.  Since most vehicles are used to go to and from work/school, using this modification can save a tremendous amount of money.   This is one instance where the vehicle’s owner is the hacker, and the result is not malicious, but economical.

Hacking Automotive Technology For Innovation

It’s common knowledge that most people would fear the possibility of someone, outside of the vehicle, being able to control the automobile.  The Department of Defense (DoD) feels differently.  They actually hope that a vehicles computer system can be hacked and programmed to create complete autonomous ground vehicles.  The Defense Advanced Research Projects Agency (DARPA) has created a competition in response to a Congressional and DoD mandate to have autonomous ground vehicles available to the US military.  The competitions goal is to create a vehicle that can travel, completely unmanned and controlled on its own using sensors, GPS, and other advanced computer technology to complete a course.  The actual course is kept secret until the beginning of the race, but the vehicles are expected to traverse across a 175-mile desert terrain course with both natural and manmade obstacles.  Viable software entry points allow a competition like this to become a reality.  When autonomous ground vehicles are being used by the military, insurgents may become the new breed of hackers, trying to disable the military resource.  That is why special care and focus must be placed on the development of this type of technology.  If vulnerabilities increase linearly with the complexity of the automotive network, then autonomous ground vehicles are going to be extremely more vulnerable to hacker attacks than everyday vehicles are.

Conclusion

As new innovative technology begins to be implement in vehicle lines, consumers need to be aware of the risks that are involved with owning/using this technology.  Vehicles are becoming advanced mobile networks that are accessible through wireless technologies, such as Bluetooth.  The intent of this paper is to raise awareness to the risks involved as more technology makes its way into everyday life.  Without careful development and implementation of this new technology, future mechanics may be responsible for removing viruses and reinstalled compromised vehicle software.  At worst case scenario, a malicious hacker could compromise control systems, such as the anti-lock brake system and/or steering controls, causing the potential for catastrophe.  The benefits of innovation are endless, but it must yield to the safety of its consumers.
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