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Introduction

In today’s business world, internet banking is a growing and almost mandatory aspect. Every business that relies on this online banking is also relying on the bank to keep there funds and information safe. This has proven to be quite a challenge. Hackers and other malicious people are always trying to get your information. The popularity of phishing and other scams is at its highest levels ever. Bank and personal information is under a fierce attack. This paper will try to explain what the current problems are. It will then give some ways that we can fix these problems. 
Guidance

On 12 Oct 2005, the Federal Financial Institutions Examination Council (FFIEC) issued a guidance. This guidance stated the need for improved authentication methods for banks that deal with online customers. The premise for this paper was the method of authenticating these users. It stated that the common practice of single-factor authentication was inadequate. Its main mandate was to change to a multi-factor system. It was not specific in which multi-factor systems were the best, or to mandate the use of a particular system. It only stated that by year-end 2006, some form of multi-factor authentication be adopted.
Authentication Factors

There are three types of authentication factors. These are: Something the person knows, something the person has, something the person is. Something the person knows is things such as username, passwords, pin numbers, or secret questions. Something the person has is things such as ATM cards, smart cards, or One Time Password tokens. Something the person is would be biometric data. Biometric data could be fingerprints, facial recognition, or retinal scans.

The current single-factor authentication practice uses what the person knows. When a user tries to access online banking resources, they are prompted for a username and password. These are something that only the user should know. If the bank system receives a valid username and password combination, they assume that it is the correct user and authenticate them.

A current example of a multi-factor authentication practice using two factors is seen when users access an ATM machine. To gain access to their funds and information, the user must first use their ATM card. This ATM card satisfies the first factor as something the user has. Once this first factor is verified, the ATM machine prompts the user for a PIN number. The PIN number satisfies the second factor as something the user knows. Once the PIN number is verified, the user gains access.

One possible example of a multi-factor authentication practice using three factors could use a smart card, your fingerprint, and a password. For this example, the system would first ask the user to present their smart card. This would provide basic account information and provide something the user has. The system could then ask for a password. This would provide something that the user knows. As a final check, the system could ask the user to place their finger on a fingerprint reader. This would provide something the user is. If all three factors match the banks systems, the user would gain access.
Problems with Single-factor Authentication

Relying on one factor to authenticate a user is a risky practice. All three types of authentication factors can be compromised when used independently. Something the user knows is the most vulnerable. Usernames can be guessed or found. Passwords are usually the most vulnerable. Passwords are usually user supplied. Many users do not pick passwords that are very robust. This makes the hacker’s job even easier. With enough time, the determined hacker will find your password. Once your username and password are known, the attacker has full access to your funds and information.

Relying on something the user has, is also a bad practice. If the user is pick-pocketed or looses his ATM or smart card, anyone that finds it will have access. Merely having the card is not proof of identity. 

Even biometrics by its self can be fooled. In the case of facial recognition, identical twins prove a problem. Most facial recognition programs have a problem distinguishing between people that are very similar. Retinal scans and fingerprints are by nature more secure, but not error proof. Both are very sensitive to movement and the conditions of collection. It would be complicated to accomplish, but both could be duped by forgery. 

Since all three types of authentication are individually insecure, we need to implement a system that takes advantage of at least two of the methods. If we are dealing with user accounts or funds that are high in risk or value, an authentication system that requires all three methods should be considered. The following sections will look at different ways to implement these multi-factor authentication methods.
One Time Use Passwords

One time use passwords (OTP) are one option to the something the user has factor. Although, as the name states, they contain passwords, it is the method in which these passwords are used that makes them something the user has rather than something the user knows. The basic premise of OTP is that something creates a password for the user and that password is only good for one time. That one time is usually time bound also. There are several methods for implementing OTP.

One version of OTP uses small microprocessor controlled tokens with little LCD screens. These little tokens are time synced with the main system computers. When the user needs to access the system, he refers to the token for a password. This token will generate a password, generally a series of digits, based on a predetermined set. If the password entered matches the one the system contains, the user is granted access.

This token version of OTP is not without its shortcomings however. One of the biggest things with this and all OTP is the fact that it is still a password. Granted it is better than static user selected passwords, but still vulnerable to the same types of attacks. The other downfall of this token OTP is the cost. Each customer is given one of these microprocessor tokens. There would also have to be the additional hardware and software on the main system. The benefit of this OTP token does not justify the cost.

So if one of the major problems with implementing this OTP token is the cost, how do we correct this and still use an OTP. My personal solution to this would be rather cost effective. My version would use a type of password table. Each bank would issue each customer a wallet sized card that contained a table similar to figure one.
	G
	E
	L
	X
	Q

	V
	4
	M
	2
	C

	R
	H
	B
	J
	7

	1
	W
	D
	0
	Y

	T
	6
	S
	A
	N


Figure 1

Each customer would have a similar table, but each element would different. When the user wanted to access the system the system would then generate a unique password code.  This code might contain 6 elements. It would be similar to Row 2 Column 3, Row 4 Column 1, Row 5 Column 5, Row 2 Column 5, Row 4 Column 5, and Row 3 Column 2. For the previous example of elements the user would enter: M 1 N 6 Y H.  If the user input matched the systems, the user would be allowed access.

This version of OTP is better than regular passwords in that each user is issued a different table. The system would randomly select a different set of elements each specified time interval. The user would have to have their personal table in hand in order to figure out the password. This system would not be very expensive to implement. The system computer would need a database of user tables. Each user would only need to be supplied with a flimsy plastic card with their table on it. 
This approach however is not foolproof. Since the table information is stored on the main system, if that system is hacked, the hacker would gain access to all the user tables. It might also be decrypted if a man in the middle attack was done. If the user OTP is not encrypted, a hacker could take your OTP passwords and eventually make a map of your table. Since OTP are not foolproof, we need to look at other methods.
Smart Cards

Smart cards look very similar to present ATM cards. They are still made of plastic, are the same size, and can contain the same magnetic strip. There is one key difference however. Smart cards typically have a little gold circle on them. These are contact points. These contact points link to the microprocessor and/or memory contained within the card. It is this microprocessor and memory that makes a smart card, smart. 

The addition of a microprocessor transforms the average ATM card, into a tiny computer. The smart card can store lots of information about the user, and information to help authenticate the user. The two main items that the smart card would contain are asymmetric keys and PKI certificates. By having these keys and certificates on the smart card, the user is able to verify their identity. They can encrypt messages that only the bank can decrypt. They can also use the certificates to digitally sign information. 
The same PKI could be stored on the user computer. This would authenticate them in the same fashion. However there are many shortcomings to doing this. First, if this information is stored on a computer it is not portable. The smart card can gain access anywhere there is a smart card reader. Secondly, the smart card is more secure. An attacker could gain access to your computer and steal your PKI information. If this was accomplished, the user may not even be aware of it. The attacker would physically have to obtain the smart card, in order to get the same information it. Generally when people loose their ATM or smart cards, they report them stolen. When the banks hear this, they disable the card, effectively making it useless. In the rare instance that they are not deactivated, the smart cards have built in security. They all have some sort of encryption in place whether it is DES, RSA, or something else. They are also built to disable themselves if different attacks like voltage and temperature manipulation are encountered. Smart cards are very secure and look very promising. With the addition of biometric data, smart cards can become even better.
Fingerprint Biometrics

Having the user provide a fingerprint at verification time provides the something the user is factor. This is accomplished by having the user place their finger on a reader. The reader then captures key aspects about the fingerprint. These aspects are then translated into a unique template. This template is then compared against the template that the user provided at enrollment. If the templates match, the user is authenticated.

There are two ways that the user’s fingerprint template can be verified. One is to store the enrollment template on the main system. The template to be tested would be encrypted and sent to the main system. The response would then be sent back that it was accepted or rejected. This method is subject to many attacks. The template could be captured and possibly decrypted. The main system could be compromised and the template stolen there. The second method of verification is more secure. In this method, at enrollment time the user’s template is stored on the smart card. When the user uses a reader to verify his fingerprint, that template is then compared to the one on the smart card. If they match, the smart card could verify that they matched to the main system. This means that the user’s template is not being sent over the internet. It is only checked and then it can be deleted.
Other Biometrics


There are other types of biometric data as well. The main two are facial recognition and retinal scans. These work under the same basic premise as fingerprints. They compare key aspects to what was captured in the enrollment phase. Facial recognition is a growing field, but at this time is still fairly inconsistent. Fingerprint biometrics are much more advanced and therefore more popular at this time. 

Authentication of all biometrics could be done in the same fashion as described for the fingerprint biometric. There is however one downfall to all biometric data. It is all based on who the person is. The problem arises if that person does not have the quality you are testing for. You can not test for fingerprints on a person with no hands. These would be rare occurrences, but you still have to have a plan for dealing with them.
Conclusion

In conclusion, single-factor authorization techniques are not secure enough. Adding at least one factor leads to better security. One Time use Passwords would be ok for a short term fix. Implementing smart cards as part of a multi-factor system is the best way to provide enhanced security. If even more security is needed, the addition of a fingerprint biometric to a three factor authorization system is best. Each user should review their practices to determine how much security they need, and implement a system that fits these needs.
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