Enabling Network Centric Operations Technology Area

As envisioned, the Global Information Grid (GIG) will connect the roughly 3 million computers, 100,000 LANs, 100 long-distance networks, and a multitude of wireless networks and devices in support of all DoD, national security, and related intelligence community missions and functions.  It will provide the joint warfighter with a single, end-to-end information system capability, built on a secure, robust network-centric environment, allowing users to post and access shared data and applications regardless of their location – while inhibiting or denying an adversary’s ability to do the same.  The future vision is a converged heterogeneous enterprise capable of protecting content of different sensitivities.  However, the GIG construct, while highly desirable from a functionality viewpoint, presents serious challenges from a security perspective.  DoD’s unprecedented enterprise vision for future information operations must simultaneously address protecting and defending its critical information and information technology systems by ensuring availability, integrity, authentication, confidentiality and non-repudiation; and by providing security management and operations that incorporate the requisite protection, detection, and quick reaction capabilities.  

The converged, decentralized vision of the future network requires a parallel adoption of a decentralized trust paradigm.  Degrees of trust and robustness hitherto provided by enclave isolation and separation must be distributed to across the networks down to the tactical edge devices.  With increasing joint, allied and coalition operations, dynamic and secure collaboration and data sharing across security domains is a critical capability.  

DoD is making significant investments in ensuring the security of net-centric operations of the GIG.  However, the scope of the challenges and the dynamics of the information technology industry provide multiple opportunities for new and innovative security solutions.  In particular new technology solutions are needed for supporting the edge users who must operate across multiple domains and communications paths, on less hardened networks, to reach other tactical mission players, and to access protected core information systems and data warehouses.

The Network Centric Operations technology area addresses the broad technical challenges in the areas network protection, network robustness and information assurance across different network security domains.  The objectives are to provide new or novel technological/operational capabilities for Defense systems.  Potential concepts include:

· Methods and approaches for more robust user and device authentication.  Within the new distributed architecture crossing multiple security levels, continuous, two-way authentication is needed to provide mutual trust between the edge devices, end-users, communities, and enterprise servers. 

· Innovative methodologies to provide data authenticity and integrity.  To implement the consumer-driven “need to share” and “post before process” paradigms, the binding of metadata and security attribute to establish pedigree, integrity, and releasability of data are needed.

· New concepts of trusted platforms operating across multiple security domains while maintaining the functionality users demand.  Tools and techniques for policy-based security to enable cross-domain file transfers, email, and collaboration is integral to future concepts of operations.

· New security policy management tools and techniques.  Today’s technology does not support the needed capability to dynamically change security policies in a trusted and assured manner across the enterprise.  Tools are needed to allow security policies to change over time while maintaining the appropriate degree of security and accountability commensurate with the mission.  As an example new methods are needed to describe, analyze and understand the combined or composed security policies in as networks are linked.

· Advanced network architectures to provide for prioritized, fault-tolerant operations.  The convergence of multiple independent operational networks requires that the GIG maintain a robust core capability while under operational stress, physical and logical attack.  Fault-tolerant designs are needed to dynamically prioritize mission critical activities.  Networks must be made self-healing and self-forming to as great a degree as possible.

· New concepts and techniques for situational awareness.  An integrated security management and situation awareness framework is needed that utilizes all network devices to provide a coherent, global operational picture.  The ability to detect a sophisticated, patient adversary and to provide tools for subsequent risk management analysis is needed.   

The Network Centric Operations Technology topics are:

OSD05-NC1
Mission-oriented Authentication in a Multi-Domain Security Environment (Navy)
OSD05-NC2
New Approaches to Sharing Data Across Multiple Security Domains (Air Force)
OSD05-NC3
Guaranteed Data Integrity in the GIG-NCES Environment (Navy)
OSD05-NC4
Mining Extant Security-Relevant Information to Yield GIG Situational Awareness and Actionable Intelligence (Army)
OSD05-NC5
Advanced Network Architectures for Prioritized Operations (Air Force)
OSD05-NC6
Security Policy Management Technologies (Air Force)
OSD05-NC7
Mapping Interdependencies Among Infrastructures (Navy)
OSD05-NC8
Network Situational Awareness (Navy)

OSD05-NC2 
TITLE: New Approaches to Sharing Data Across Multiple Security Domains
TECHNOLOGY AREAS: Information Systems

OBJECTIVE: Define secure, innovative new methods for transferring as much—but no more—of the operational data needed to enable effective cooperation between groups that are trying to accomplish a common mission. 

DESCRIPTION: Despite the use of many techniques for limiting sharing of information, actual sharing too often occurs in one of two modes: nothing, or everything. This is especially true in crisis situations in which there is simply not enough time available for human users of a system to evaluate what information should be shared and what should not. New concepts of trusted platforms operating across multiple security domains are needed to help automate and simplify the use of automated policies to control the data sharing processes, while at the same time ensuring that the levels of rapid data sharing needed to maintain functionality and meet joint goals remain intact. Such techniques would have immediate beneficial effects on a broad range of common communication methods and situations, including file transfers, email, and collaboration, and will be integral to coalition-oriented future concepts of military operations.

PHASE I: Define and demonstrate a set of well-defined, innovative concepts for addressing the problem of how to share just enough data, but no more, between diverse groups in a cooperative endeavor. The definitions should address the issue of how to characterize both the data to be shared and the receiving entities in a consistent, broadly applicable fashion. The approach should be scalable, so that requirements for processing a sharing request remain relatively flat during normal operational use. The demonstration of the principles involved should explore them in sufficient detail and with a wide enough range of examples to permit realistic evaluation of the approach.

PHASE II: Implement the defined sharing methods in realistic computer systems, and verify the ability of the methods to scale to much larger applications

PHASE III DUAL USE APPLICATIONS: Scalable, safe sharing of just enough data, but no more, immediately addresses critical needs of joint and coalition forces in which not sharing enough data can have immediate and potentially devastating negative operational impacts, while sharing of too much data can have seriously adverse long-term consequences, especially in coalitions where other partners often have very different long-term goals. “Just enough” data sharing also has direct benefits in business-to-business information sharing, which has very similar constraints of short term operational needs versus long-term negative consequences of excessive disclosure.
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