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Introduction to computer security?

Access control, Web security, sandboxing, virus?

Cryptography?

Public-key and symmetric encryption, digital signatures, cryptographic 
hash, random-number generators?

Computer networks? 

Network architecture, application and transport layer protocols?

Configuration of Router? Firewall?  IDS?

Programming in C? Dissemble? I386 assembly?

OS installation experience? 

Linux, Fedora Core 6, WinXP, Win2003, Vista, Longhorn, VxWork

Virtual machines: VMWare, UML, VPC

System Admin Experience?

Network Admin Experience?

Use Auditor? Ethereal? Nessus/Tenable? MetaSploit? Rootkit? 
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Textbook: Ross Anderson. ñSecurity 

Engineeringò. Online version.

"Security in Computing," by Charles P. 

Pfleeger, Shari Lawrence Pfleeger, 2003.

Matt Bishop, ñComputer Securityò

William Stallings. ñNetwork Security Essentials: 

Applications and Standards.ò

Kaufman, Perlman, Speciner. ñNetwork 

Security: Private Communication in a Public 

Worldò.
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Break-in to Windows machines using MetaSploit
Framework

Buffer Overflow. Given target.c code, write exploit.c
that obtains a shell with root privilege.

Secure Web Access (password based and 
certificate based)

Perform Scanning using Nessus/Tenable NeWT
Security Scanner

Configure/Use Snort IDS, Linux Firewall

Configure and Secure the perimeter of a Network

Climax Capstone Project: Capture the Flag, Cyber 
Defense/Attack exercise! (Need your input)
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Virtual machines running patched/unpatched WinXP, RH7.2, FC6, 
Win2000/SQL2000, Win2003 on EAS149 PCs. Require direct access in 
the labs.

For remote access, networks of VMWare-server based virtual machines 
will be available on walden, walrus, and viva. This requires high/medium 
speed internet connection for decent window gui updates.

They consists of DMZ firewalls, IDS, web server, DNS server, mail 
server, MySQL server, and clients in internal subnet. 

Download the VMware server client package to access these virtual 
machines. 2nd Binary Zip file in the following page 
http://register.vmware.com/content/download.html

You can also installed the VMware server package (lst binary .exe in 
the above web page) to run the virtual machines on your own laptop or 
desktop without high speed access to UCCS. Required to register 
http://www.vmware.com/download/server/. You can bring external 
hard drive or laptop to download files for those virtual machines

1/22/2007 C. Edward Chow

CS591 

Page 5

http://register.vmware.com/content/download.html
http://www.vmware.com/download/server/


Develop understanding of basic problems 

underlying computer/network security and the 

methods available to deal with them.

Examine  the risks of security in computing

Consider available countermeasures or 

controls

Stimulate thought about uncovered 

vulnerabilities

Identify areas where more work is needed
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Security engineering is about building systems to remain 
dependable in the face of malice, error, or mischance. 

Focuses on the tools, processes, and methods needed 
to design, implement, and test complete systems, and 

to adapt existing systems as their environment evolves.

Security engineering requires cross-disciplinary expertise: 
cryptography

hardware tamper-resistance 

formal methods

a knowledge of applied psychology (Social Engineering), 

organizational and audit methods and 

the law.

System engineering skills deal only with error and mischance : 
business process 

software engineering

evaluation and testing, 

Need other techniques/processes to deal with malice attacks.
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