S OF COMPUTER AND

UNDAMET
\ SECURITY

ttp://cs.uccs.edu/~csS91/
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assBackground Poll

puter security?
D security, sandboxing, virus?

encryption, digital signatures, cryptographic
ators?

ork architecture, application and transport layer protocols?
figuration of Router? Firewall? IDS?

Ing in C? Dissemble? 1386 assembly?

allation experience?

, Fedora Core 6, WinXP, Win2003, Vista, Longhorn, VxWork
machines: VMWare, UML, VPC

System Admin Experience?

Network Admin Experience?

Use Auditor? Ethereal? Nessus/Tenable? MetaSploit? Rootkit?
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Useful Book

ik Ross Ander son
lInenversvon.

outing," by Charles P.
ger, Shari Lawrence Pfleeger, 2003.

't Bishop, nComputer

liam Stallings. T#fANet
| 1 cati ons and St anda

9 Kaufman, Perlman, Speciner. NNet wor kK
- Security: Private Communication in a Public
Wor | do.
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http://www.cl.cam.ac.uk/~rja14/book.html

W. Given target.c code, write exploit.c
at obtains a she Nith root privilege.

ure Web Access (password based and
Ificate based)

rform Scanning using Nessus/Tenable NeWT
urity Scanner

\ -1 Configure/Use Snort IDS, Linux Firewall
- - Configure and Secure the perimeter of a Network

<1 Climax Capstone Project: Capture the Flag, Cyber
Defense/Attack exercise! (Need your input)
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Lab Resources

ning patched/unpatched WinXP, RH7.2, FC6,
\in2003 on EAS149 PCs. Require direct access in

s of VMWare-server based virtual machines
lrus, and viva. This requires high/medium
cent window gui updates.

ey consists of DMZ firewalls, IDS, web server, DNS server, mail
er, MySQL server, and clients in internal subnet.

vnload the VMware server client package to access these virtual
ines. 2" Binary Zip file in the following page
pi/lregister.vmware.com/content/download.html

can also installed the VMware server package (Ist binary .exe in

- the above web page) to run the virtual machines on your own laptop or
desktop without high speed access to UCCS. Required to register

nttp:/Ama.vmware.com/download/server/. You can bring external

hard drive or laptop to download files for those virtual machines
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Goals

anding of basic problems

Ine the risks of security in computing

ider available countermeasures or
trols

ate thought about uncovered
vulnerabilities

<) ldentify areas where more work is needed
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Security Engineering

2 tamper-resistance
ethods

software engineering
evaluation and testing,

*.  Need other techniques/processes to deal with malice attacks.
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