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Before I start I need to clarify what disaster mean exactly in IT field? It is An event suddenly and unpredictably happened and caused huge damage, loss or destruction. It could be natural such as Natural Disasters, Floods, Hurricanes, Tornadoes, Earthquakes, Volcanoes, Wildfires, lightning. Also it could be caused by manmade I.e. in IT field getting hacked or crashed by an attack. Also it could be just electronically unpredictable disaster for example Hard Disk Failure , Server Failure , Power loss , Deletion in significant Data , Network Failure  ,Software Failure.
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As owner at personal level or IT department organization level are supposed to maintain the system and be ready if anything wrong happens to solve and keep system working continually, however; you should have a strategy  or a plan to deal with the disaster quickly .In IT filed we call it Disaster recovery plan (DRP) . In other words , DRP is the ability of an infrastructure to restart operations after a disaster like almost nothing did happen , which keep the system work continually “system continuity”.


I found some interesting statistics, According to Info-Tech’s DRP in the Education Sector 2005 Benchmarking Report : 

· 47% of universities and colleges currently have no disaster recovery plan .

· More 90% % of business organization lost their data system for days because either they don’t have DRP or it was weak.
· 50% of organizations started making their DRP after knowing how it would have been if they had it .
· Approximately 60 % of origination did take back up as minimum once every quarter yearly.
· 30% of originations have at least one fire alert every year .

· Not having DRP in case of attacking by hackers cost the world about 55,000,000,000 every year.

· 43% of companies experiencing disasters never re-open, and 29% close within two years (McGladrey and Pullen) .

· 55% of virtual machine’s customers using virtualization for BC/DR “at the end of this paper we will know why is that “
[image: image6.jpg]Cost

Total Cost

Total Cost with
Virtualization

™ Budget

Number of

Applications
Protected





So far, “specially the statistics above“ we saw how significant Disaster recovery plan is .Now, What is it the good DRP ?or How we can make DRP ? Before we start outlining our plan , we have to know it needs to be predictably successful plan .The are general principles  : Design ,Priorities of system parts , Automation ,Documentation, Teamwork .
· Design: What we have to recover, When we should do or it should be done ,Where the DRP data and back up are  going to be .

· Priorities of the system : not all the parts have the same importance , some are very important so that losing it cause a big disaster  while others losing them could cause some lateness .

· Automation : design DRP to work atomically by itself  based on some made rules once disaster happens , So the DRP has to work  atomically when the disssaster happen beside working repeatedly in backing up • Even though it needs to be watched in case some new emergency happened to get loss as less as it possible . 

· Documentation: documenting every single process “IP and MAC addresses contact list, Network topology “ to know in case of misuse or something like that .and a big part  of the backup , simply if your data is copied “you have other copies” you can recover it.

· Team : make team who is responsible for maintaining the plan and updating it such as  leader , facilities , admits for each unit “network ,system “. 

· The Cost  : An important consideration the cost of the DRP , the total cost to have complete secure DRP , The cost appears at the beginning ,when choose the infrastructure and technologies is going to be used like how many  IT staff we will have to maintain DRP and how professional should they be “which increase the cost of the employee” and how much the infrastructure of DRP will cost? .


At the professional level “companies , organizations ”, There are more specific considerations . Professional Disaster Recovery plane budget has some considerations or matrices .The most important metrics which evaluates disaster recovery plan are recovery time objective (RTO) and recovery point objective (RPO), and  test time objective (TTO).
Recovery Time Objective (RTO) : 


Recovery time objective basically is How long does it take to recover the system? Measuring the amount of needed time to know whether the data is still pure or unusable. RTO time can be second or days based on how many the data have of activities or transaction . RTO is primer factor in how the backup should be and implemented.

Recovery Point Objective (RPO):


Recovery point objective is basically is where and How does the current  protected data need to be? specifying where the point in time to which data must be replicated , so that it would be still useful to use in case of recovery happened  using that data . RPO is about losing the data 

Test Time Objective (TTO):


Test time objective is the time and effort needed to make sure that DRP is working out well . Including the infrastructure and the strategy..etc.
	RTO Recovery Time Objective
	The Measure of Downtime

	RPO Recovery Point Objective
	The Measure of Data Loss

	TTO Test Time Objective
	The Measure of Testing Ease


Table summarizes RTO , RPO , TTO
All the above factors RTO, RPO, TTO are curtail in your DRP . 
Types of Disaster Recovery Plan

There are  a number of different typical disaster recovery  plan approaches for example : tape backup, image capture, high-end replication and server clustering. 

Tape Backup: 
using external disk  drives or magnetic tape for double copy or duplicating the data of the system periodically . Tape backup is The most common DRP , economically simple DRP ,However; it has challenges with automation that it is manual plan mostly ,another backward is with the time that it takes some times days to reinstall beside the cost and the space for infrastructure .
Image Capture :
Capturing image copy for a server workload .Image capture converting an image to the archive which is geographically in another place periodically . image capture can maintain Recovery Point Objective accurately  ,However ; Image capture has higher cost than back up and images are bound to the hardware of the original machine that the  image was captured from  so that the problems appears when it is recovered to another machine ”configuration problem ”.

Replication or High-end Replication : 
Replication basically is taking copies continuously for the entire database of the system to other machines on the same network. The primer copy is located in the main machine then send read-only copy to the others .we can move the primer copy to another machine in case we need. Another approach in replication is “update-anywhere” each machine get updated will send the updated to all others .Replication much accurate than the tape backup and capture image but it has high cost , high workload and hard to be controlled since the copies will be everywhere .
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Figure illustrates a typical Replication server system

Clustering: 
Clustering is a group of linked servers or machines working together in order to work as  one computer or server .In case of failure of a server the other cover up the work .As replication is ,Clustering is successfully work out but has high cost and complexity. Mostly is used at parts have most important data.
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Figure illustrates a typical Cluster servers system
The virtualization 

        As we saw the typical DRPs have some problem in terms of RPO , RTO , cost and complexity .Some common problem are maintaining identity , challenge automation solution , difficulties in testing .The demand keep asking for better salutation that has balanced platform in all of terms . Recently, IT companies have came up with the best solution so far virtualization or virtualized Server “either new virtualized DRP or virtualizing a typical DRP “ , virtualization achieve the critical  concerns in DRP : low cost “energy and infrastructure” , more flexible, faster in changing and improving beside the portability human error ”automation = less human error “,better quality of service “QoS” and , Business Continuity .


What is the virtualization? or virtual server ? Simply A virtual server has implemented software which includes the hardware and the software together and work like a physical machine, the goal of mainly virtualization is to decrees cost financially , space and the power . According to VMware , one of the most famous company in this field , virtualization is  server or machine “VM” is a proven software technology that is rapidly transforming the IT landscape and fundamentally changing the way that people compute. Let’s know more about what makes virtualization a good solution?.
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An example of physical servers protected by virtuallized machines
Why we like virtualization as solution ?
Controllability : as result of the above feature which led to increase controllability beside the ease of backing up beside the machine could be controlled remotely.
Flexibility : The Application in VM is configured separately from the OS “different  layer” which   able the user to use the application without needing to install it .
Security : Virtualization is well secured , keeping the server Isolated in other place and run the application from different servers is really secured process .
The availability: Virtualization increase the availability so that in case of recovery system after disaster backing up and restoring is much faster and easier in  VM , as result of that the downtime is much less in VM which will lead to high availability eventually Continuous data protection and activates .unlike the typical DRP might take days to –

- recover and require many manual setting in complex way “allocating the sources ,validating”.

The reliability : typical DRP is hard to test , has difficulties with updating the system . In a virtualized machine , Due to that the hardware is independent of the complexity of maintaining , testing is much effective and easier .
Cost : “lower Cost” If we want typical DRP at high level , it is going to cost highly “hardware, software ”. In VM we can have rapid and reliable DRP recovery without identical hardware or need to buy duplicate servers or infrastructure for both production and disaster recovery. The Budget of the infrastructure usually has  a high cost, As result of that most companies recover basically their most critical data . 
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Figure illustrates the gap in the cost  between a physical DRP and virtualized DRP

High quality : Since virtualization much cheaper , the ability of having high quality of infrastructure is much easier so that we can have better QoS .
High Automation : that means avoiding the manual process because the probability to have human mistakes increases with manual system .In VM they tend to automate the hole process of DRP which leads to faster and more accurate result . Transferring the infrastructure into software makes easier and more fixable to apply automatic DRP to the system , as result of that the RTO is decreased . 
          So far the virtualization is the best solution as DRP due to having the prvoius features , However ; it still has some challenges and problems :

· Virtualized environments are not accurate for all ap​plications like heavy traffic applications , such as high-performance programs and high- resolution multimedia , probably will have problem in the performance. The reason is that combinations of virtualization” soft​ware, hardware” both are software beside the heavy workload will cause heavy traffic led to affect the performance of the entire machine . 
· As result of the previous point which lead to another challenge that more amount and advanced of the hardware the more we need a bigger memory and more advanced CPU … etc  as source to handle the work , this need will be more than the option which apply on machine in physical DRP .
       There are many vendors and producer in the market for virtual environments that concern about disaster recovery plans .VMware Inc. is the biggest and most famous company , ESX Server and is very popular. 
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