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Insider Attacks

What is an Insider Attack?

Insider attacks involve legitimate network users that have
decided to act against the organization that employs them or
formerly employed them.
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Figure 1: Breakdown of Cases
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Is this really a problem?

e Because the insider has an

extra knowledge about the Percentage of insiders
versus outsiders

internal system

procedures, servers, and
data bases, the harm will be
too risky.

e Studies and researches
shows that the number of
insider attacks is increasing.

e |In some cases the lose was
millions of dollars, and in
other cases the lose couldn’t

be estimated .
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What is currently being done about it?

There are two main types of defense against insider attacks:
e Technical Means
o Tools and programs that can track and restrict
employee access, like IDS.
e Behavioral Means
o Tools and programs that can track employee
behavioral. This considered a new trend.
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Role-Based Analysis

e Users classified into different groups based on
needed privileges

e Every action compared to normal behavior
withing user's group
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Learning Classification System
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Genetic Algorithm
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Gathering Information

e \Windows Server 2008

o Types of information collected

o Disallow local user accounts?

e Custom Local Monitoring Client

o Registry Scan
o Process Monitoring
o Peer-to-Peer Communication
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Problems with Design

e Any potential problems with Server 20087

o local accounts?

o can admin(s) get around it?
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Points of Future Interest

e Manually collect data (instead of Server 2008)

o clients run program, pass data to other clients
o each client passes data to server

o server processes data and sends alerts when a user violates
arule

o Advantages
o more control over what data is collected

o difficult for admins to get around
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Questions?




