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ABSTRACT
There has been lot of researches being carried out and projects being developed lately in the area of securing the records of patients and their diagnosis. Some of the researches that has been carried out or being carried out in UCCS are the NeuroGuide project sponsored by PEAK Aging with Dr. Sara Quall and the Human Motion Tracking Research (HMTR) project supervised by Dr. C. Edward Chow. These projects deal with the securing of the data of the patients and the rehabilitation of the patients respectively. The Role-Based Web Application Framework project deals with providing a framework for securing the data of the patients with an intention of providing a role-based web application service. 
1. INTRODUCTION
The Role-Based Web Application project is my proposed Master’s Project work. During this time of writing, the project is still in the initial phase of design. This project will be a web application service that would provide the users with the records of the patients, depending on their role in the organization. It also intends to follow the 3 basic security policies set forth by the Health Insurance Portability and Accountability Act (HIPAA) which states:

1. Administrative Policy: Access to the health information must be restricted to only those employees who have a need for it to complete their job function.
2. Physical Policy: Access to hardware and software must be limited to properly authorized individuals.
3. Technical Policy: When information flows over open networks, some form of encryption must be utilized.
2. EARLIER WORK
There had been some role-based researches carried out earlier in UCCS under the guidance of Dr. Chow. The project called Secure Information Sharing (SIS) was carried out by Ganesh Godavari which utilized Attribute Certificates to authenticate role-based information. This was developed in UNIX environment. Another such work was done by Osama Khaleel in his Master’s Thesis who developed ENgine FOR Controlling Emergent (ENforCE) Hierarchical Role-Based Access which utilized a role-based access to different communication protocols in an organization.
3. ABOUT THE WEB APPLICATION 
This web application would provide the user to be able to deal with the records of the patients stored in the database. Depending on the role of the user, he would have access to a particular kind of data. The patients records would consists of their personal information along with the records of the diagnosis they been through or will be done. The database would not store the records directly but would store the encrypted form of the records. In this way, the records would be secured not only from the intruders, but also from some people who have rights as an admin on the machine but not on the application. 
The application would provide to the user a simple GUI in which they would enter the data. The user in this application can be a Doctor, a Patient or a Research Assistant. Depending on their role, they would be able to view, retrieve or edit the data. 
3.1 Role and Their Accessibility
As discussed above, there can be 3 main users of the application. Following would be their rights on the records of the patients in this application:

· Doctors: Doctors would have right to enter, edit, view all the data of all the patients. They would be the one who would suggest diagnosis to the patients, and hence have all the right to edit the diagnosis. 
· Patients: Patients will be entitled with the responsibility to enter only their own personal records. They might not be able to edit some personal record such as the patient_id, but can edit other personal data. Also, they are not entitled to change their diagnosis part but will be able to just view it.

· Research Assistant: Research Assistants will be able to retrieve the records too. Only difference would be, they’ll not be able to see any of the patient’s personal records except the patient_id. They’ll be able to see the diagnosis part of the patient and change if required. All the restricted data would be in the encrypted form.
3.2 Tools To Be Used For The Project
For the development of this application, following tools will be used:
· Web Application – J2EE

· Web Server – Apache Tomcat

· Database – MySQL

· Platform – Linux
3.3 Security Issues

For this project, Authentication using Attribute Certificates is proposed as it is supposed to be more secure than the traditional Username-Password based authentication. Every user using the application would use his attribute certificate for the respective access rights of the records.  Also, as mentioned earlier, all the records of the patients would be stored in their encrypted form for the security reasons mentioned in earlier section. When the user would try to enter any data or edit any data from the database, the data would be encrypted first and then stored in the database. The technique and the encryption/decryption algorithm to be used and their advantages over the others are still yet undecided as the project is still in its design phase.    
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