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Introduction

Mobile ad-hoc networks (MANETs) are a collection of mobile nodes in a wireless network that are self-configuring without a centralized structure.  Each mobile node in this topology organizes and maintains an Internet Protocol (IP) routing structure among other nodes over dynamic wireless links.  They may move randomly and organize themselves arbitrarily, so rapid change and unpredictability are expected.  These types of networks may operate as standalone networks or may be connected to the Internet, thereby extending the range of the network.  They are particularly useful in an environment where the infrastructure becomes compromised or where deployment of an infrastructure is not cost effective.
History


Ad-hoc networks may be categorized into first, second, and third generation ad-hoc networks systems, with the third generation being the current one.  The first generation began in 1972 with Packet Radio Networks (PRNET).  Areal Locations of Hazardous Atmospheres (ALOHA) and Carrier Sense Medium Access (CSMA) were used with a type of distance-vector routing PRNET and medium access control in an attempt to offer different networking capabilities in a combat environment.  The second generation came in the 1980s as part of the Survivable Adaptive Radio Networks (SURAN) program.  This capability offered a packet-switched network without an infrastructure to the mobile battlefield, and produced an improvement in radio performance by decreasing their size and cost and making them more resistant to electronic attacks.  During the 1990s, the idea of commercial ad-hoc networks became a potential possibility with notebook computers and other communications equipment.  Simultaneously, the concept of a group of mobile nodes was discussed at research conferences.  The IEEE 802.11 subcommittee adopted the term "ad-hoc networks" and the research community started to look into the possibility of deploying ad-hoc networks in other areas.

Uses

There are several emerging uses for mobile ad-hoc networks, and a growing need for quick deployment of independent mobile users of these networks.  Establishing survivable, efficient, dynamic communication for emergency and rescue operations, disaster relief efforts, and military networks are some examples.  Military users can track enemy vehicles as they move through the area covered by the network.  Emergency response units may quickly set up an ad-hoc network when responding to a disaster or other emergency, possibly needed because the existing wired network was destroyed.  Environmental weather personnel may use an ad-hoc network to measure hurricane, tornado, or other extreme weather phenomena.  Mobile ad-hoc networks that operate in these scenarios where there is an absence of a fixed infrastructure can supply a quick and easy network deployment in situations where it may otherwise not be possible.  The flexibility available in these types of networks, where a path between each user may have multiple links using heterogeneous nodes, allows for communication with others where it was once not possible.
Technical Concerns

At its most basic level, a network is needed to connect computers together so they may communicate and share information.  The invention of Bluetooth, Wi-Fi, and Home RF (radio frequency) technologies have demanded major changes in mobile ad-hoc networks.  Routing in mobile ad-hoc networks has been problematic at times because existing Internet protocols were designed for networks with a fixed infrastructure and these protocols don’t perform ideally in an ad-hoc environment.  Initial solutions to develop an efficient routing strategy in the last decade were to use conventional protocols at each router, but routing difficulties were not the only limitations that were encountered.  Bandwidth constraints, power deficiencies, numerous topology changes and security concerns added to the challenges.  Link state and on-demand protocols have been proposed in several papers as solutions to these problems.

Link state protocols are the methods by which routing tables are populated with the locations of other nodes in the network.  These protocols make use of different techniques to periodically acquire link information of other nodes.  Using link state protocols offers limited benefits, but several issues are left unaddressed.  Studies have shown that numerous routing tables being updated continuously seriously degrades the overall bandwidth of the system.  This issue wastes bandwidth and battery life of the nodes.  Reliability is another issue with this protocol as it relates to transmission security.  Another protocol, called on-demand protocols, are the methods used to create the routes between the nodes - they are formed as they are needed.  This strategy may at first seem to be a good fit, but actually may not be ideal for a mobile ad-hoc network due to the frequent changes in its topology.  The route created via the route discovery process may not still be active when transmission takes place.
DSR and AODV Routing


Routing from one node to another on mobile ad-hoc networks has typically used an on-demand routing protocol, such as Dynamic Source Routing (DSR) or Ad-Hoc On-Demand Distance Vector (AODV), which generates routing information only when a node initiates a transmission.  DSR is officially defined by an Internet-Draft.  The most current is "The Dynamic Source Routing Protocol for Mobile Ad Hoc Networks (DSR)" by Johnson, Maltz, and Hu, 16-Apr-03 at http://www.cs.cmu.edu/~dmaltz/internet-drafts/draft-ietf-manet-dsr-09.txt.  DSR is a simple, efficient protocol designed specifically for networks discussed in this paper.  It has been implemented by several groups on several testbeds, and has been connected to the Internet.  It is made up of two mechanisms of route discovery and route maintenance and scales automatically to react to route changes.  It allows multiple routes to any node and allows some control to the routes used for load balancing or increased robustness.  The protocol is designed to be used for up to approximately two hundred nodes with high rates of mobility to route unicast IPv4 packets.

AODV is defined at http://www.ietf.org/rfc/rfc4728.txt as an experimental protocol.  It offers rapid adaptation to dynamic link changes, low use of the network, low memory overhead and processing, and finds unicast routes to locations within the network.  It makes use of destination sequence numbers to ensure freedom from loops.  It does not require nodes to keep routes to nodes that are not actively communicating.  When a link is broken, the affected nodes are notified so they may invalidate the routes using the lost link.
Security

Security is a major issue when considering mobile ad-hoc networks since all network services are configured as needed.  Security in fixed networks is much more controlled.  A list of authenticated users may be used and the server can check the list and authenticated password any time there is an attempt to access a network.  Mobile ad-hoc networks do not have a fixed infrastructure, so the client-server structure does not apply.

Mobile ad-hoc networks are highly dynamic and there are numerous opportunities for security problems.  Availability, confidentiality, integrity, authentication and non-repudiation all face challenges in a mobile ad-hoc network.  Topology changes and link breakages constantly occur, requiring a dynamic security solution.  Externally, intruder nodes could actively introduce an excessive traffic load into the network by injecting erroneous routes, replaying old information, making false route queries or distorting route information.  Eavesdropping data and analyzing traffic may also be done with passive attacks.  Internally, nodes could become compromised.  These nodes could then make active or passive attacks using standard security measures to protect their attacks.  Detecting these compromised nodes is difficult since valid signatures may be validated.  It is necessary for the entire routing solution to be secure since routing protocols in ad-hoc networks are more vulnerable to attack.

Conclusion/Future Work


With the increasing emphasis on a need for a quick, efficient creation of a network that is mobile, secure, and reliable, the maturation of mobile ad-hoc network technologies has been gaining attention from government agencies and commercial entities.  Much work has been done in this field, but there is still a lot of work to be done.  It is crucial for routing protocols and security issues to be thoroughly addressed to make the dream of connecting “any time, any place” a reality.
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