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Abstract

The internet is becoming a scary place. At times, clicking a link can make a person nervous because you never know what type of content will appear. It can get you in trouble, or even worse, fired from your job. Content filtering seems to be a good idea in situations such as this. One such content filter called DansGuardian is on the leading edge of providing an accurate and reliable content filter that is simple to setup and configure.
1. Introduction

The internet houses a great deal of content that is inappropriate for children or people on the job. As a parent or employer you have two choices when it comes to content viewing. One option is to simply explain the rules on appropriate content and what the punishment is for breaking the rules. The other option is to prevent them from viewing such content using filtering. By doing so, there is far less chance that you will need to confront the person about their viewing habits. Content filtering could even prevent someone from losing their job because they inadvertently clicked on the wrong link to a website or mistyped a URL. Using a content filter can prevent the need for manual supervision and increase productivity in the workplace [1]. However, the filter must be properly configured or it could be a hindrance to employees trying to carry out typical daily online activities. For example, a software engineer may turn to the internet to help on solving a problem. If he or she was not able to access such content, it may actually cause a decrease in productivity.

To overcome the issues with inappropriate content, I am proposing a solution that uses DansGuardian to identify the inappropriate content, a Squid proxy to cache the rest of the content that makes it through the filter, and a tool called Squid Analysis Report Generator (SARG) to present network traffic data in a readable format. DansGuardian, along with Squid and SARG, is easily configured and proves to be a nice tool suite for network administrators. This paper will explain content filtering and how it works, a little about DansGuardian and Squid, installation procedures, configuration of the tools, and results of the configuration.

2. Content Filtering
The idea of content filtering is to identify inappropriate material that a user requests from the internet and block it before it is returned to the client browser. There are several methods for filtering content that is of questionable value. The first and simplest way to filter content is based on the URL. Although this is method is simple it is not the most efficient or effective way to filter content. This is because there must exist an extremely long static list of URLs that should be blocked. As this list becomes longer, performance of the content filter becomes slower. Another reason this method is not a feasible solution is that a network administrator must first observe the URLs that people are going to before the block list can be developed. Finally, URLs are subject to change and when this happens, the site is no longer filtered. To overcome this, newer content filters, such as DansGuardian, have included other methods to filter content so that it is more accurate and flexible. Some of these methods include partial URL, IP address, MIME type, file extension, and keywords and phrases [3].  
Another option to filter content based on a partial URL [3]. This may be desired to allow employees to only view specified areas of a website. For example, should allow employees to search for flight information on expedia.com; however, you would filter them from being able to go through the checkout process because this should be done through human resources. Therefore, a rule could be defined to allow requests for expedia.com unless it contains “/checkout” in the URL. Filtering by IP address helps fill one of the gaps of URL filtering. It works in much the same way as the URL filtering but it handles the case when a site gets a new domain name but keeps the same IP address. In this case, the site would still be blocked. It may also be desirable to keep people from downloading certain types of files. For instance, executable and zip files may contain viruses. Perhaps the most intelligent way to filter content is through the use of keywords and phrases. Some keywords are vulgar enough to block the page with a single occurrence; however, some words are acceptable when used in combination with other words. For instance, the word marijuana may indicate that a website is potentially inappropriate but when the word medicinal is also found, it is possible that the content is acceptable. DansGuardian uses a weighted word system that maintains a score for requested content. When a blocked word is found it adds a specified number of points to the content score. If it finds another word that may contradict the questionability of the content, it subtracts points from the score. If the score reaches some pre-defined threshold, then the content is not served. DansGuardian has incorporated all of these filtering techniques to provide the best performance and accuracy [3].
3. DansGuardian Components
3.1 DansGuardian

DansGuardian is an open source content filter than runs on Linux, Mac OSX, and Solaris. In addition to all of the filtering techniques mentioned above, it also is capable of limiting the amount of data that users can upload and it can filter specific users. It is a very popular because it is much cheaper than comparable commercial filters and is very effiecient. In addition, it has the capability to run in stealth mode when all requests made are logged [CITE_SOURCE]. This allows a network administrator to view the network traffic prior to configuring DansGuardian so a more precise configuration is made. 
3.2 Squid Proxy
Squid is a proxy cache server that takes requests from clients, retrieves the content from the internet, and stores a copy before returning it to the client [4]. This makes duplicate request for the same content much quicker because the proxy cache is physically much closer to the client than the internet. Due to the fact that some request will have to go no further than the cache, Squid helps lessen network congestion.
3.3 Sarg
Squid Analysis Report Generator, or SARG for short, is a way to analyze data that is captured by Squid.  It is able to display charts and graphs showing sites that have been requested, who requested them, and how much bandwidth a particular client is consuming.
3.4 How They Work Together
In order for a request to be return to the client, it must first go through DanGuardian, Squid, the Internet and back again. The architecture is setup this way for a particular reason. The idea is to have the requests arrive at DansGuardian first to perform the most basic filtering techniques so inappropriate content does not congest the network further down the line. When a client first makes a request, DansGuardian checks the URL, IP address, size of the post upload, and username against the appropriate filters. If an exception is found the request is terminated, otherwise, the request is forwarded to Squid. Once at squid, 
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Figure 1. Filtering before request reaches the internet.

the request is fetched from the internet. When the content arrives back at Squid, the header is passed back to DansGuardian and it is checked for banned MIME types and file extensions. If everything is still acceptable content, Squid sends the
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Figure 2. Filtering of the header and body separately after cached by Squid

document body to DansGuardian. Once it arrives there, a copy of it is made with whitespaces and html removed. This makes the filtering on keywords and phrases quicker. Finally, if the document passes the keywords and phrases filter, it is returned to the client [2].
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Figure 3. Document is return to client in all filtering succeded.
4. Installation

To test DansGuardian, I installed it on Ubuntu 8.04 server. The server hosting DansGuardian can simply be any node in the network; it does not need to sit between the router and all other computers in the network. After the server is installed, the network interface must be configured and the following command run to install all the necessary components:

root@server:~# apt-get install build-essential apache2 apache2-common squid squid-common dansguardian sarg postfix perl ssh clamav

With the necessary software installed, squid can be configured. This is done through the squid.conf file. The only configuration needed here is to add the network address of computers that will need access to the proxy. 
SARG and DansGuardian do not require any configuration out of the box. However, SARG allows you to customize the way reports look. With DansGuardian you can add keywords, phrases, and sites that you would like to filter but it comes preconfigured quite nicely [5]. 
5. Results
​Before using DansGuardian, the internet browser options must be changed so that points to the proxy server on port 8080. Once this is done, DansGuardian is ready to use. To test out the filters, I added several sites to the blocked site list, including amazon.com ebay.com, facebook.com and buy.com. I also added jpg and gif to the list of blocked file extensions. After a bit of browsing, I ran the sarg command to create a new SARG report. This put the generated report in my www folder. As you can see in the following two figures, DansGuardian successfully blocked access to facebook.com and stripped off the google image on google.com.
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Figure 4. Blocking of a restricted site
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Figure 5. Removal of a restricted file type.
[image: image6.jpg]M s IS e AT

Squid User Access Reports.
et 0y 5 2012
Gion 137001
S BYTES, e
i Rt
ACCESSED SITE | CONNECT| BYTES| %BVTES | IN-CACHE-OUT | ELAPSED TIMe| MILISECserivie_|
koo | 6| teom| otsow] oowe] ioooow| ovovas] zeem|  aww|
B afncomen] o[ 3656|2150 o00m|_ionowee|  ooosus| _ssases| _swsees|
B | 3| 2676|1509 oo o000 ovovon| 55| o]
B[ acsbookon| o[ o] seme]_oove|_smmowe| ooooos] | _ozse|
TorAL | 78]1.65|100.00%]0.00%] 100.00%|___00:09:45 585,026 100.01%]
‘AveraGe 78] 1680 00:09:45| 389,036/ 100.01%

Generated by 5313:2.2.5 Mar-03-2008 on May/12/2008 10:37




Figure 6. SARG chart on site statistics.
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Figure 7. SARG graph showing bandwidth usage by IP address.
6. Conclusion

Content filtering is becoming a necessity to protect ourselves, families, and coworkers from unwanted content on the internet. Because the internet is rapidly evolving, there must be a way to dynamically sort through requested content. I believe DansGuardian has made this a reality. Their out of the box configuration and simple installation makes it easy for anyone to setup and an added benefit to using DansGuardian with Squid is you encounter less network congestion. DansGuardian does not solve all issues with inappropriate content, such as video recognition, but it is a very good starting point.
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