

Abstract

The primary goal of this research project is to investigate and understand spyware, and its corresponding remedies. The secondary goal is to test & evaluate, both technically and empirically, different anti-spyware tools. In order to do this, the features of spyware have been studied in detail. Some of the more popular anti-spyware tools have been tested & their overall behavior has been analyzed.
1. An Introduction to Computer Attacks
These days there are so many things which can go wrong with your personal computer. From viruses to worms to runtime errors, a personal computer has such a wide variety of potential attacks that it is no more or less dependable then the health of the human body. While a person may fight off a cold or parasite, a computer may get attacked by all sorts of things. And when a person gets sick, he/she might think about taking medicine or antibiotics. Before getting sick, a person might consider taking vitamins in order to avoid getting sick. 

The actions taken for a personal computer are not very different. Plenty of software is available to help to clear a computer of present and potential attacks, such as Norton Antivirus, which scans a computer in order to find potential risks and clear present risks and thus act as antibiotics and medicine would for the human body. Software is also available to help a computer avoid attacks, such as firewalls which act as vitamins would act for the human body. But not even these ‘antibiotics’ and ‘vitamins’ are enough to entirely secure your computer these days, as you will see in our results section. 

There are attacks on your computer which are becoming more common everyday. These attacks are generally not protected against by the average firewall or the average antivirus software. They are called spyware. With threats ranging from low, such as jokes, to high threats, such as identity theft, spyware cannot be ignored. Anti-spyware software is increasing in popularity, but just how effective are these tools? 

We will discuss and demonstrate our idea in details, in the following sections.

2. What is spyware? Six Categories Exposed
As stated in the introduction, spyware has many faces. The threats are real, and can range from the least serious such as jokes, to the most serious such as identity theft. There are many different categories of spyware. The six categories we will cover are adware, dialers, joke programs, hack tools, remote access programs, and spy programs. We’ll start by talking about adware.

2.1. Adware: User Directed Advertisements
Adware is a program which delivers advertising material to a computer through a web browser, or internet program. Generally, these programs are minimal threats, although sometimes adware gathers information from a computer, such as information about internet browser usage or other usage information. This information is then sent back to a remote computer or other location for future use.
Adware is used by people or companies trying to gather information which would help them to make more money by directing advertisements and spam to specific users. Though some do gather information, most of these programs are just harmless pop up windows or bars showing advertisements. Even though many advertisements you see online are called adware, there are websites which have advertisements displayed that are not adware, but instead are paid advertisements and completely legit and harmless. 
Adware will sometimes be related to your favorites, your computer usage, and your web browsing habits, such as WinFavorites [1], which reads your favorites list and sends advertisements based on the list. 
There are also adware programs which download unrelated software onto your computer for primarily commercial and financial benefit. One example of this type of adware is 180 Search Assistant [2]. This example program is also an adware program which stays resident in a computer’s memory and never stops running. This type of adware sometimes is known to start automatically at the start up of the computer. 
All of these programs, however annoying they may be, are not inappropriate. The next type of spyware called dialers, are often a lot more serious and often embarrassing to find on your computer.

2.2. Dialers: Your Phone Bill Increaser
Dialers are programs that dial to a toll number or internet site. They use a computer or modem, and typically are used to accrue charges. Dialers can be installed without the knowledge of the computer user. They may even perform their dialing activity without the computer user’s specific consent prior to dialing. Typically, a dialer program will completely take over a modem and dial to locations without a user’s consent or knowledge whatsoever. These programs accomplish this by changing the computer’s dial up connection settings so that instead of dialing your local internet provider, the computer will then dial an expensive toll number or international number. 
Dialers are implemented in order to make money by causing your phone bill to increase.

Most dialers are used in relation with adult material. There are some which even use the connection to deliver unauthorized content such as pornographic material to the computer, such as XXXDial [3]. Another dialer, called 764Dialer [4] is used to dial toll numbers and long distance phone numbers in order to accrue charges. 
Because of the explicit material related to dialers, and the difficulty of removal of a dialer, these programs are seen as high threats than adware. The next type of spyware, however, is not a threat at all. 

2.3. Joke Programs: Made to Annoy You
Joke programs are programs that alter or interrupt the normal behavior of your computer, creating a general distraction or nuisance. They generally do not do much harm to a computer, and don’t gather or distribute information. No settings on the computer are changed by these programs, and no unauthorized material or software is downloaded.

Joke programs are usually meant as only a joke and not malicious or harmful in any way. Rather, joke programs are made by people in the express purpose of showing others that they can disrupt another person’s computer if they wanted to. 

They do annoying things, such as turning a person’s computer desktop into a puzzle, such as DesktopPuzzle [5]. Others will make tons of error windows, alerts, and message boxes appear, such as 150Alerts [6]. 

Though joke programs have no threat at all, the next type of spyware is no joke.
2.4. Hack Tools: Loggers and DDoS Attacks
Hack tools are one of the most harmful of all the types of spyware. These are tools which can be used by a hacker or unauthorized user to attack a computer. Hack tools gain unwelcome access to your computer. Some will perform identification or fingerprinting of your computer. Hack tools sometimes will take over a computer in hopes to use that computer in order to take over other computers. 

There are two types of hack tools, called keystroke loggers, and distributed denial of service attacks. Both of these types of hack tools are very malicious, and are seen as dangerous threats. 

Keystroke loggers are commercial monitoring software which monitors user activity, even without the user’s consent. These hack tools intercept keystrokes from the keyboard and store the data in a log which then is sent to the person who installed the keystroke logger on the computer. Some keystroke loggers are sold commercially, so antivirus software generally has a lot of trouble detecting these types of hack tools. One example of a keystroke logger is KeySpy [7]. 

The next type of hack tool, the distributed denial of service attacks (DDoS), can be much more malicious. These attacks involve an attempt to make a computer resource unavailable to its intended users. Mostly, these attacks are targeted towards keeping an internet site or service from functioning properly. The internet sites which generally get attacked are banks or credit card services. DDoS attacks commonly involve trying to consume all of the resources available to the internet server, such as sending so many external requests that the response becomes too slow to operate and the server may become unavailable or have to reset. There are many other forms of DDoS attacks, such as disrupting the configuration information of the server, and physically disrupting the network which connects the user to the server. While the service is cut off, information such as bank account and credit card numbers can be obtained rather easily. One example of a DDoS attack is the WinNuke [8].

Hack tools are used in order to gain information by either logging keystrokes, or by disabling services. The next type of spyware, remote access programs, can completely take over your computer.

2.5. Remote Access Programs: Open Door
Remote access programs are a type of spyware which allow or facilitate one computer to access another computer without authorization. Once access is granted, this program basically has complete control over the computer. The perpetrator can then attack or alter the computer for its own benefit. Personal information can be gathered as well, and be used for identity theft. The files on the computer could possibly be infected or deleted. 

Remote access programs may also make it possible for third parties to gain access to the computer through the current connection. While accessing the computer, settings can be changed to make it easier to gain access to the same computer in the future when it is needed. Remote access programs can be extremely harmful because it is possible for them to be two fold. Once accessed, hack tools can be installed on the computer, along with viruses or whatever else the program might want to put on the computer. 

An example of a remote access program is MindControl [9], which opens port 23 in order to gain full control over a computer. Generally, Trojans are lumped into the remote access programs category. An example of a Trojan is Haxdoor.o [10].

Though the remote access program spyware type can be devastating to your computer and the files you may keep on your computer, the next type of spyware called spy programs are used more often for identity theft and thus could be much more devastating. 

2.6. Spy Programs: Who is watching you?
Spy programs are programs that have the ability to scan systems or monitor activity and relay information to other computers or locations in cyber-space. These programs may gather passwords, usernames, account numbers, personal information, files, or other personal information. Spy programs also have the ability to gather and distribute information related to the computer itself, and its applications. Some even have the ability to gather and distribute internet browser usage, and other computing habits. 

 Spy tool programs are usually used to assist in identity theft. Sometimes, a keystroke logger is used to transmit personal log in information whenever a secure webpage is opened. For example, when logging into a bank’s website, spy programs can intercept your username and password, and maybe even credit card numbers and bank account numbers to be used later for identity theft. One example of a spy program is Realtime-Spy [11], which is a keystroke logger and implicit scanner that logs personal passwords and transmits the data to a remote account. Some other spy programs will take actual screen shots or video to transmit to a remote location, such as CapScrn [12]. 

3. Spyware Threats and Issues 

All the types of spyware we have covered are becoming very prevalent. The people who cause these attacks know that if the spyware is operated correctly, then they can make cheap and easy money. And what better source for cheap and easy money than from an unsuspecting computer user? 

Something needs to be done in order to stop these attacks, or at least discourage them from continuing. If computer users don’t do something about this, then they may get exploited at their own cost. It isn’t just the health of your computer which is at risk; spyware can harm your entire life. 

Identity theft is a very real threat, which can cause great financial difficulty. Great financial difficulty can cause great amounts of stress. And when a person suffers from great amounts of stress, all areas of his/her life may suffer. People can get divorces because of periods of great stress, or become distracted which can lead to accidents and injuries, or even death in the worst cases. Stress can alter your thinking habits, which can lead to psychological distress. Or, more commonly, a person will get sick when they are under great amounts of stress. Regardless of what happens when identity theft occurs, it can be devastating. 

So, what do we do in order to prevent these attacks? As spyware increases in popularity, so do the tools created to stop spyware. 

4. Remedies
There are many options for the removal of spyware. Some options are extreme, others unrealistic, and still others are simple. The simplest is to download and take advantage of the many Antispyware tools online. A more extreme but necessary step in the process of removal and prevention is to edit your computer’s registry and then find and remove the program from your computer. The most extreme steps include reformatting the hard drive if the spyware gets bad enough. No matter what you choose to do in this process, you should definitely back up and restore your computer and its files. 

Even better than these steps for the removal of spyware would be to prevent spyware from infecting your computer in the first place. The most unrealistic idea would be to never go online. Obviously, this isn’t an option for most of us. A better option might be to employ firewalls on your computer as a way to build a fortress for your computer. And, of course, Antispyware tools can also be used to prevent the attack of spyware. 
Because Antispyware software can be used to remove and prevent the attack of the many different types of spyware, we decided that it would be the best option. In the following section, we will evaluate the many different types of Antispyware tools in order to see if Antispyware software is indeed the best option to prevent and remove the attacks of spyware.
5. Evaluations of Remedies
In order to evaluate the Antispyware software available, we decided to use the Spyware Warrior [13] as a test guide. This spyware test guide was the best we found in order to evaluate which spyware removal and prevention tools are the best. Using this spyware test guide, we ran multiple tests using each Antispyware tool and recorded the performance. 

We used a test environment in the form of an old computer, which we infected with a lot of different types of spyware in a controlled environment. On this test bed, we ran several popular Antispyware tools to see how they would fair in comparison. 
In Figure 1 and Figure 2, you can see a listed example of the results of both tests which we ran. We found that none of the Antispyware tools tested were completed fool proof. At best, there were some which were 75% effective. According to these results, we found that the following Antispyware tools were the best, and thus highly recommended:
· Adware/McAfee Security Center

· Microsoft Anti-Spyware Beta

· Pest Patrol/Symantec Norton Antispyware

· Spybot Search and Destroy

· Webroot Spyware Sweeper

6. Conclusions
Spyware programs can prove quite difficult to remove, even for dedicated anti-spyware scanners; detecting, disabling or deleting the spyware completely is an arduous and next to impossible task 

The real challenge lies in the necessity to ensure that the spyware do not reappear or run again on reboot

No single anti-spyware tool removes everything; even the best-performing anti-spyware in test runs missed one quarter of the "critical" files and registry entries. This means that the programs were at best 75% effective! 
Due to these findings, we think that it is better to use two or more anti-spyware scanners in combination, as one will often detect and remove things that others do not. Safety and prevention measures are always preferable to scanning and removal. Moreover, users should learn to practice safe computing and surfing habits, which include avoiding web sites and programs of unknown or dubious (restricted) nature and carefully reading End User License Agreements & Privacy Policies.
To see the rest of our results, please visit: http://www.cs.uccs.edu/~achattop/cs526/Anti-Spyware_ResearchResults1.html
and

http://www.cs.uccs.edu/~achattop/cs526/Anti-Spyware_TestResults2.html
Figure 1: Example of Results 1
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Figure 2: Example of Results 2
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