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Abstract

RSS is a protocol to disperse information targeted at a huge audience varying in skill levels but with similar interests. There is no control over who is the receiver of one’s information. Here is an attempt to design a mechanism to publish information for very specific sets of users.

Introduction
Assume a scenario where one has groups of users and one wants to convey information differently to them. For a university setting, the groups can be faculty and students. In a corporate environment, there are 3 major sets of users – investors, clients and partners. If a Web site has a portal deployed, then the users will see different content based on what group they belong to. RSS feeds can be added as channels to the portal and a number of  feeds can be created and viewed differently by users.
The goal of the project is to create feeds for different groups of users simultaneously and have them available. The users are known beforehand and they are classified in one category or another. Currently, only xor membership is supported i.e. a user can be a part of only one group or another. The users will have to login or authenticate themselves in order to view the feeds.
There are 2 aspects of this project – RSS and secure communication of RSS feeds. The next section discusses RSS. After that, there is section on the architecture of the system. Setup of the system, publishing feeds and access mechanisms are explained. This document ends with conclusion, future work and references.
RSS 
RSS is an acronym for Really Simple Syndication (RSS 2.0), Rich Site Summary (RSS 0.91, RSS 1.0), RDF Site Summary (RSS 0.9 and 1.0),  and Real-time Simple Syndication (RSS 2.0)

RSS is an XML-based format for content distribution; at least conforming to the norms specified by W3C XML 1.0 recommendation. Webmasters create an RSS file containing headlines and descriptions of specific information. While the majority of RSS feeds currently contain news headlines or current information, the long term uses of RSS are broad. 

RSS is a defined standard based on XML with the specific purpose of delivering updates to web-based content. Using this standard, webmasters provide headlines and fresh content in a succinct manner. Meanwhile, consumers use RSS readers and news aggregators to collect and monitor their favorite feeds in one centralized program or location. Content viewed in the RSS reader or news aggregator is place known as an RSS feed.

RSS is becoming increasing popular. The reason is fairly simple. RSS is a free and easy way to promote a site and its content without the need to advertise or create complicated content sharing partnerships. 
How do they define it?
RSS (n) RSS is a Web content syndication format. Its name is an acronym for Really Simple Syndication. RSS is a dialect of XML. (Harvard)

RSS (n) RSS is a format for syndicating news and the content of news-like sites, including major news sites like Wired, news-oriented community sites like Slashdot, and personal weblogs. (XML.com)

RSS (n) Really Simple Syndication (RSS) is a lightweight XML format designed for sharing headlines and other Web content. (WebReference)

RSS (n) Really Simple Syndication (RSS) is an XML-based format for content distribution (CNET)

RSS (n) RSS is an XML-based format for syndicated content. (IBM)

RSS (n) RSS is an acronym for Rich Site Summary, an XML format for distributing news headlines on the Web, also known as syndication. First started by Netscape as part of the My Netscape site, it expanded through Dave Winer and Userland. RSS started off in an RDF format. (newsmonster)

RSS is a family of web feed formats, specified in XML and used for Web syndication. (Wikipedia)

Version History:

RSS has switched a lot of hands and has undergone a lot of changes since its first introduction. Before RSS several similar formats already existed for syndication, but none achieved widespread popularity or are still in common use today, as most were envisioned to work only with a single service.

· RSS 0.90 was the original Netscape RSS version. This RSS was called RDF Site Summary, but was based on an early working draft of the RDF standard, and was not compatible with the final RDF Recommendation.

· RSS 1.0 and 1.1 are an open format by the RSS-DEV Working Group, again standing for RDF Site Summary. RSS 1.0 is an RDF format like RSS 0.90, but not fully compatible with it, since 1.0 is based on the final RDF 1.0 Recommendation.

· The RSS 2 branch (initially UserLand, now Harvard) includes the following versions:

· RSS 0.91 is the simplified RSS version released by Netscape, and also the version number of the simplified version championed by Dave Winer from Userland Software. The Netscape version was now called Rich Site Summary, this was no longer an RDF format, but was relatively easy to use. It remains the most common RSS variant.

· RSS 0.92 through 0.94 are expansions of the RSS 0.91 format, which are mostly compatible with each other and with Winer's version of RSS 0.91, but are not compatible with RSS 0.90. In all Userland RSS 0.9x specifications, RSS was no longer an acronym.

· RSS 2.0.1 has the internal version number 2.0. RSS 2.0.1 was proclaimed to be "frozen", but still updated shortly after release without changing the version number. RSS now stood for Really Simple Syndication. The major change in this version is an explicit extension mechanism using XML Namespaces.

RSS Usage:

RSS started out with the intent of distributing news related headlines. The potential for RSS is significantly larger. RSS can be used for the following:

· New Homes - realtors can provide updated feeds of new home listings on the market.

· Job Openings - placement firms and newspapers can provide a classifieds feed of job vacancies.

· Auction Items - auction vendors can provide feeds containing items that have been recently added to ebay or other auction sites.

· Forum Headlines - support forums can provide a listing of new forum threads. 

· Product Sales or Specials - one look at Amazon opens the mind to the endless product sale potential using RSS. Currently Amazon delivers a headline-view of the top 10 bestsellers in that category or set of search results. 

· Airlines - report flight delays and discounts or offers.

· Schools - schools can relay homework assignments and quickly announce school cancellations.

· Entertainment - listings of the latest tv programs or movies at local theatres.

· Press Distribution - feed for press with new releases.

· News & Announcements - headlines, notices and any list of announcements. 

· Document listings - lists of added or changed pages, so that people don't need to constantly check for updates.

· Bookmarks and other external links - perfect for sharing lists of external links. 

· Calendars - listings of past or upcoming events, deadlines or holidays. 

· Law Enforcement - let the community know of location and status of sex offenders as they move into a community. 

· Search results - to let people track changing or new results to their searches. 

RSS Elements:
Elements of a channel:

A channel has 3 required elements:

· title: The name of the channel. It's how people refer to your service. If one has an HTML website that contains the same information as your RSS file, the title of the channel can be the same as the title of your website. 

· link: The URL to the HTML website corresponding to the channel.

· description: Phrase or sentence describing the channel.

Following are optional elements for a channel:

· language: The language the channel is written in. This allows aggregators to group all language sites on a single page. A list of allowable values for this element is provided by Netscape. One may also use values defined by the W3C.

· copyright: Copyright notice for content in the channel.

· managingEditor: Contains email address for person responsible for editorial. 

· webmaster: Email address for person responsible for technical issues relating to the channel

· pubDate: The publication date for the content in the channel. 

· lastBuildDate: The last time the content of the channel was changed.

· category: Specifies one or more categories that the channel belongs to. Generally, it follows  the same rules as the <item>-level category element.

· generator: A string indicating the program used to generate the channel.
· cloud: Allows processes to register with a cloud to be notified of updates to the channel, implementing a lightweight publish-subscribe protocol for RSS feeds. 
· ttl: It stands for time to live. It's a number of minutes that indicates how long a channel can be cached before refreshing from the source. 
· image: This element specifies a GIF, JPEG or PNG image that can be displayed with the channel. 
· rating: The PICS rating for the channel. 
· textInput: It specifies a text input box that can be displayed with the channel
· skipHours: A hint for aggregators telling them which hours they can skip. 
· skipDays: Days like Saturday and Sunday can be skipped for stock-exchange based feeds, reducing unnecessary communication.

Elements of <item> tag:
An item is the piece of information embedded in a channel. A channel can have 1 or more items. Some aggregators filter the number of items to be shown based on certain criteria like ‘latest 15 items’ or ‘today’s items only’. Following are the elements an item should have. Out of these, title, description and link are required ones.

· title: The title of the item.

· link: The URL of the item.

· description: The item synopsis.

· author: Email address of the author of the item. 

· categoryIncludes: Specifies that the item is in one or more categories. 

· commentsURL:  Comments of a page for comments relating to the item. 

· enclosure: Describes a media object that is attached to the item.

· guid: A string that uniquely identifies the item.

· pubDate: Indicates when the item was published.

· source: The RSS channel that the item came from.

Architecture:

Currently, there are two groups of users. Feeds for the users are in two directories, one for each group. Each directory is restricted access. Right now, the access is granted via certificates. Users have to provide authentication via certificates signed by the root CA. In this case, the root of the system signs the certificates.
The directory for each group contains following files:

1. list.txt: It is a list of channels. Right now there is only one channel which is in the same directory. If one wants to create more channels based on some criteria, the channels have to be added to this file for the aggregator to fetch information from.

2. rss.xml which is the channel’s file containing items.

3. HTML pages for each item in the channel.

4. Aggregator file – lastRSS.php: This  script fetches rss channel files listed in the file mentioned above. It then parses XML data to extract information and display it on the screen. The <link> tag explained below is converted into an HTML link with text in <title> XML tag as its text.
5. index.php: This file calls the aggregator file and displays text in the browser. A small “screen” spanning half the page in length and having full width is provided to display corresponding HTML page when a user clicks on the item’s link.

The Setup:
httpd.conf:
For enabling secure connection and certificate exchange, add the following line to httpd.conf : SSLVerifyClient none
For each directory you want to protect, add following lines to httpd.conf below the above line. Brief explanations are also provided.
<Directory [name of group’s directory]>

SSLVerifyClient require: sets the Certificate verification level for client authentication.
SSLVerifyDepth 1: allowable number of signing authorities between the root CA and the client certificate. In our case, the certificate is either signed by the server. Therefore, the maximum allowable depth = 1. 
SSLCACertificateFile conf/ssl.crt/ca.crt: file that contains CA’s certificate.
SSLCACertificatePath conf/ssl.crt: path for CA’s certificate file. It is used to verify client’s certificate.
SSLOptions +FakeBasicAuth: used to control various run-time options on a per-directory basis.
SSLRequireSSL: This directive forbids access unless HTTP over SSL (i.e. HTTPS) is enabled for the current connection.
AuthName "CS DEPT"
AuthType Basic
AuthUserFile /etc/httpd/conf/httpd.passwd
require valid-user
</Directory>
An in-depth explanation of above directives and other mod_ssl directives is available at http://www.modssl.org/docs/2.6/ssl_reference.html. 

ssl.conf:
The files for server’s certificate and private key are changed in this file to point to correct files.
Creating certificates: 
A tutorial for creating a CA, creating certificates and signing certificates by Dr. C. Edward Chow is available at http://cs.uccs.edu/~cs526/secureWebAccess/secureWebAccess.htm. 
LDAP:

My initial aim was to have user entries in LDAP and show them feeds after getting their group from an LDAP query. A good resource on using mod_auth_ldap is available at: http://www.muquit.com/muquit/software/mod_auth_ldap/mod_auth_ldap_apache2.html#auth
Publishing the feeds:
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Figure 1: Sequence of steps for publishing feeds
As the diagram shows, following steps are followed to publish a feed.

1. The writer of the feeds authenticates himself/ herself with a writer’s certificate.

2. Title of the feed and description is entered via a secure form.
3. On submitting the form, a HTML file is generated for every group whose corresponding description field in the form is not left empty.

4. A XML entry is added to the XML file which is the channel for that particular group. The entry consists of following fields:

a. <item>: an entry is added as one item. All tags below are elements of this tag.

b. <title>: title of the entry

c. <description>: Description text. This field can have a few lines or the full text entered in the respective field in the writer’s form. This field is also what users would see on their aggregator’s screen. It can contain HTML tags or be void of them.

Subscription and Access:
Following are the steps in order to subscribe to the feeds.

1. To subscribe, the user sends a request to the writer/ manager. 

2. The manager generates a certificate and mails it with the URL of the group’s aggregator page. 

3. The user then authenticates using the certificate at the URL provided to view the RSS feed.  
Conclusion and Future Work:
The core idea of the project opens a new way to use RSS. However, there are some limitations with the implemented architecture. Also listed is scope of improvement.
· The feeds become unmanageable when the number of groups grow.
· To change permissions for one person, httpd.conf has to be changed and the Web server has to be restarted. It would be easier if a script was written to authenticate the users.

· Authenticating users based on their group membership will eliminate much work as compared to the current user level authentication.

· On modifying the groups, directories have to be changed too. The work related with modification of groups increase with the increase in number of groups. A management module will be more helpful to manage the groups.

· Right now, a user can be either in one group or another i.e. there exists an xor membership for the groups. A management module can be developed to merge groups or merge some parts of the groups depending on the number of members.

· The management module can also take care of adding/ deleting and modifying users from one group to another when needed. 

· An addition of a user interface will make management of the groups and feeds much easier.
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