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We’ve all been subject to spam at one point or another in our travels on the Internet. It’s that ever elusive bug that advertises everything from pornography to get rich quick schemes and prescription free meds. The problem with spam is its cost. It’s virtually free advertising for companies whose services the spam advertises, at the cost of billions to businesses and consumers. Radicati Group says spam will cost companies $20.5 billion in 2003 and that by 2007 businesses will be forking over nearly 10 times that amount of money, or $198 billion, to battle spam. Jupiter Research says U.S. e-mail users received more than 140 billion pieces of spam in 2001 and an estimated 261 billion pieces in 2002 — an 86 percent increase. AOL says it blocks 2.3 billion spam e-mails every day. BellSouth says spam will soon add $3 to $5 to each customer’s monthly bill. The cost is staggering and the statistics go on and on.

The hardest part companies and the government are finding in fighting spam is defining what it actually is. There is some debate about the source of the term, but the generally accepted version is that it comes from the Monty Python song, "Spam spam spam spam, spam spam spam spam, lovely spam, wonderful spam…" Like the song, spam is an endless repetition of worthless text. Another school of thought maintains that it comes from the computer group lab at the University of Southern California who gave it the name because it has many of the same characteristics as the lunchmeat Spam: 

· Nobody wants it or ever asks for it. 

· No one ever eats it; it is the first item to be pushed to the side when eating the entree. 

· Sometimes it is actually tasty, like 1% of junk mail that is really useful to some people. 
It can’t be defined as merely unsolicited E-mail, because when an old friend or family member finds your e-mail address and decides to send you a note, it’s unsolicited, but we all want to receive those letters. About.com defines the problem this way:

While most e-mail users think they know spam when they see it, it has proven surprisingly difficult to define. Some of the most-common definitions being bandied about in connection with plans to regulate spam are: unsolicited commercial e-mail (UCE), which excludes unsolicited political messages and possibly outright fraudulent ones; unsolicited bulk e-mail (UBE); unsolicited commercial bulk e-mail (UCBE); and unsolicited electronic mail solicitations (UEMS), which would include even single unsolicited e-mails. Many e-mail marketers prefer a definition that would require unsolicited messages to be fraudulent, deceptive or objectionable before they would be considered spam.

Before laws can be passed and something can be done to stop spam lawmakers and industry leaders need to define what it is in a manor that keeps out the truly unwanted e-mail and lets through the newsletters, information, and unexpected e-mails that we want. 

The SMTP Protocol

Once spam is defined something can be done to stop it, but stopping it proves to be almost as difficult as defining what it actually is. It seems with every new tactic developed to fight spam; the clever spammers come up with another, more effective way to deliver their messages. In order to understand how spam is dispersed around the globe we must first understand how e-mail is transferred throughout the internet.  E-mail is sent on the World Wide Web according to the SMTP protocol. SMTP or Simple Mail Transfer Protocol was developed about 20 years ago for a totally different type of Internet, one that was very open and trusting, today the internet is neither of those two things. 
When an e-mail message is sent the e-mail client will connect to port 25 of the SMTP Mail server and begin the transfer protocol. Your outgoing mail server is the server listed at the SMTP IP address in your e-mail client. It is important to note here that usually, the from: line, will be set to the sender's address. This makes sure you know who the message is from and can reply easily. Spammers want to make sure you cannot reply easily, and certainly don't want you to know who they are. Generally they will insert fictitious email addresses in the from: lines of their junk messages. 
The e-mail client uses the SMTP handshake command EHLO. EHLO is actually the latest SMTP protocol command spawned from the original handshake command HELO. EHLO makes the server advertise all the additional features (such as delivery status notification or the ability to transport messages that contain other than the safe ASCII characters) it supports. Not every server will allow this greeting, but it is required to accept a plain HELO which naturally assumes that no additional features are present. Both hello commands do require the client to specify its domain after the **LO. In practice, this looks something like: 

helo test
250 mx1.mindspring.com Hello abc.sample.com

[220.57.69.37], pleased to meet you

mail from: test@sample.com
250 2.1.0 test@sample.com... Sender ok

rcpt to: jsmith@mindspring.com
250 2.1.5 jsmith... Recipient ok

data
354 Enter mail, end with "." on a line by itself

from: test@sample.com

to:jsmith@mindspring.com

subject: testing

John, I am testing...

.
250 2.0.0 e1NMajH24604 Message accepted

for delivery

quit
221 2.0.0 mx1.mindspring.com closing connection

Connection closed by foreign host.

The bold blue lines represent the messages sent from the e-mail client. The green non-bold lines represent responses from the SMTP Server. 
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Once the SMTP server has the message it breaks the recipient’s e-mail address up into two parts. The name before the @ and the domain name after the @. The SMTP server then contacts a DNS server to retrieve the IP address for the domain name server of the recipient of the e-mail. The SMTP server then communicates with the e-mail recipients SMTP server via port 25 and performs the same steps passing the e-mail. As a mail server processes a message, it adds a special line, the Received: line to the message's header. The Received: line contains, most interestingly, 

· the server name and IP address of the machine the server received the message from and 

· the name of the mail server itself. 

The Received: line is always inserted at the top of the message headers. The recipients SMTP server then takes the recipients name looks up his account, and places the e-mail in his file awaiting him to download it. 

The recipient receives his e-mail through the POP3 server or IMAP server. How the recipient retrieves their e-mail via the POP3 or IMAP server has no key role in the tactics spammers use in spreading spam, other than to deliver the actual spam to the user when he logs in to download his e-mail.
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SPAM Relaying / Tracking SPAM

Relaying was deemed a useful feature in the creation of the SMTP Protocol, but this feature is easily abused by spammers, allowing them to relay through other servers to cover their identity. Every mail server is required as part of the SMTP protocol to insert a Received line in to the header of the mail message. This Received line contains the time-stamp date for when the message was received by the server as well as the IP of the server from which the message was received as stated in the HELO handshake command. Some SMTP servers will even do a reverse DNS lookup and include the real domain name with the listed IP address. This is essential in tracing the origin of the spam and putting a stop to it at the source. Below is a sample relay header:
Received: from gomer.wiscnet.net (dial.wiscnet.net [144.92.88.11])
         by betty.globecomm.net (8.8.7/8.8.0) with SMTP id BAA19150;
         Sun, 21 Sep 1997 01:09:59 -0400 (EDT)
Received: from pugsly-s-comput (max1-800-25.earthlink.net [206.149.205.26])
         by gomer.wiscnet.net (8.6.9W/) with SMTP id XAA110348;
         Sat, 20 Sep 1997 23:48:11 -0500
Received: from here.com (her-us48c1.here.com [111.111.111.111])
         by mail.wiscnet.net (8.9.9/8.8.8/Mx-mnd) with ESMTP id BAA22322;
         Sat, 20 Sep 1997 23:24:40 -0400 (EST)
Received: from email5.com (ema-us49d4.email5.com [000.000.000.000])
         by here.com (0.0.0/0.0.0/mx-mnd) with SMTP id GAA11111;
         for ; Sat, 20 Sep 1997 23:24:40 -0400 (EST) 


Excerpt from 

It is impossible to tell if a relay header is forged or real just by looking at the header itself. They key lies in comparing the headers. As stated each server that processes the message will add a relay header that states its own IP address, and where it received the message from. All that needs to be done to outline the path the message traveled is compare who a server claims to be with who the received statement one line up says it is.  The excerpt taken from About.com clearly shows two false relay statements and two valid relay statements. 


Using these techniques we can trace spam back to its source. Once the originating IP address for the spam is located we can send an abuse report to the ISP and that user’s account will be shut down. 
History of the SPAM War

In the beginning spam originated from spammers who would send out bulk e-mail messages from their home ISPs to e-mail addresses they found on the internet. There are many ways e-mail addresses are discovered or captured by spammers. 

1. from your registration at unscrupulous sites (think sweepstakes) 

2. from your newsgroup postings 

3. from your chat sessions 

4. from spambots that crawl the Web for anything including an @ sign on a Web site 

5. from e-mail lists the spammer buys 

6. from mailing lists to which you subscribe 

7. by randomly generating name combinations for your domain 

8. by harvesting all the e-mail addresses on your company's server. 

Recipients who would receive spam would complain and at this point the messages were easily traced. Once the originating IP address was discovered the spammers ISP would cancel his account as spamming is in direct violation of most all ISP usage agreements. In response to this, spammers would simply get multiple ISP accounts and continue sending bulk e-mails. spam recipients then started using basic junk-mail filters to block spam by scanning subject lines for known spam usages like “Free Offer”. 


After awhile spammers got wise to the tricks of the basic junk-mail filters and would use stray characters in the subject line or in the body of the message to fool filters. Even HTML text and characters would fool filters. Users continued to complain and get spammers ISP accounts closed as fast as possible, but spammers began using stealth software like “Send-Safe” which spoofs e-mail headers making them harder to trace. spam messages almost always contained a companion website that instructed the recipient to visit if they wished to purchase the advertised product, so ISPs began shutting down the companion websites when the source of the spam message could not be located. This rendered the spam message useless. At this point spammers started paying premium prices for high-bandwidth bullet-proof servers overseas that wouldn’t be shut down by anti-spam complaints. The service providers didn’t care what the sites were being used for because the spammers were keeping them in business.  

Anti-spam groups often times would block entire IP ranges from their networks to stop both spam and access to bullet-proof servers. This would cause all internet traffic from a certain ISP or a certain part of the world to be blocked, but this would often also cutoff legitimate users and valid e-mails. Spammers still found a way around this by routing spam through open relays (a computer server designed specifically to route internet e-mail). This would make spam more difficult to trace and temporarily gets around IP range blocks. Most relays are left open out of neglect; while others are left open intentionally for spam. This caused anti-spam groups and governments to crusade to shut down open relay points around the world. This caused spammers to go one step further and use open proxies, essentially hijacked computers running stealth Trojan horse e-mail applications, to route their spam. This bypassed IP blocks altogether as the spammer could find available systems to hijack in almost any IP range. 

This brings us to our current position in the war on spam. Today nearly 30% of all spam is routed through hijacked PCs that have been compromised by malicious programs known as Remote Access Trojans, according to Sophos, an anti-spam research company. The increasing use of internet broadband connections, in which PCs are constantly connected to the internet, and the general lack of security awareness have made it possible for spammers to send nearly 1/3 of all spam via unprotected PCs. These Remote Access Trojans are almost entirely undetectable by the computer user and allow the spammer full access to the system. There would be no record on the system that it was even used to send spam. The “SoBig” virus that crippled systems was actually designed to hack into systems and use them as relay points for spam. 
SPAM Solutions

Today there are almost as many solutions to fighting spam as there are different types of it. Client side spam solutions give individual users the ability to fight spam on their own turf by either filtering e-mails as they are downloaded from the users e-mail server before the user views them in their in-box or by siphoning through e-mails already received and deleting spam. Server-Side solutions try and prevent spam from ever reaching users. Most all anti-spam utilities make use of some sort of rule based exclusion, that is to say they use a logical set of rules against which every e-mail is checked, and if enough of the rules are met the e-mail is concluded to be spam and is disposed of. Rule exclusion is ultimately just the next generation of subject and content filters. 

Client-Side Solutions

Desktop software products can block spam after it gets to the local machine. Like the server-side products client-side solutions, check mail against known patterns in the header, contents, and originating address. These packages also benefit from frequent updates to counter new spamming techniques.


RBLs or Real-Time Black Hole Lists (blacklists) are public catalogs of known spammers and open relay servers that spammers utilize to relay their messages. Whitelists only allow mail through if the sender is listed in the recipients address book or sent items folder. Many agree that although this is an entirely effective solution, it is not a viable one. 
Another new filtering technology embeds a hidden piece of copyrighted poetry in an e-mail to guarantee that any message containing the verse is spam free. This feature is being implemented by “Habeas” a new spam-filtering service. Habeas promises that any spammer who hacks the verse and uses it distribute spam will be sued for trademark and copyright infringement for a minimum of 1 million dollars. Habeas doesn't stop spam by blocking suspicious e-mail. It prevents it by aggressively monitoring who is using the service to send mail, and then allowing people to set up e-mail program filters specifying that all messages containing the Habeas haiku should be delivered -- no matter how "spammy" the contents might appear to the average e-mail filter.
Server-Side Solutions

Some spam solutions, such as Brightmail, use proprietary algorithms that calculate a specific signature for each e-mail, it then compares that signature with the customers other e-mail to determine if it is something they would want.  Another approach is to rely on a user community. When a user receives a community designated spam it is removed from their in-box. Possibly the latest technique in filtering spam are e-mail challenges. For example if an anti-spam software is suspicious of a message from an unknown sender, it automatically sends the sender a challenge e-mail asking a simple question that requires human interaction, such as "How many kittens are in this picture?". If the software receives the correct response, it white-lists the sender; if not, the sender is blacklisted. Challenges are not sent to users in the contacts list or to recipients in the sent items folder.
Clearly the most difficult task most anti-spam companies face is ensuring all legitimate e-mail gets through to the user. If the user has to continually search the quarantine folder for legitimate e-mail they needed then not much time is saved by having the anti-spam software in the first place. These false positives can often cost more than the spam itself. 
Redesigning SMTP
Several industry leaders have banded together to form the Anti-Spam Research Group with the sole purpose of developing a solution to put a stop to spam. The number one goal of the group is redesigning the SMTP protocol to stop spam as close to the source as possible. Many believe with just a few security measures added the protocol could go a long way in stopping spam altogether. Any decision would of course have to have global consensus before it could go into effect as it would more than likely require upgrades to just about every SMTP mail server around the globe. There have been suggestions for everything from replacing the SMTP protocol altogether to adjusting other internet standards that might help stymie the flow of spam. Some experts advocate changes that would demand the identity of every mailer or an alternative mail system altogether that involves trusted, verified senders. And some have gone as far as to suggest requiring paid postage. 

Paul Judge, the research groups chairman believes the research could take years, but he hopes a consensus can be reached sooner. Initially, the research group won't be addressing legal issues, ranging from free speech to laws that could deter spammers. Ultimately, however, any solution would have to be both legal and technical. 
 Legal Attempts to Stop SPAM

The federal government feels they need to get involved to keep spam from ruining e-mail. The house of representatives recently voted on an Anti-Spam bill that would outlaw the shadiest techniques of spammers including using open proxies to submit spam, which constitutes criminal activity. The legal debate over spam is hot and heated due to the free-speech amendment. The government’s proposed anti-spam bill requires unsolicited e-mails to include a mechanism so recipients can indicate that they do not wish to receive future mailings. This highly criticized because most spam mails already include such a mechanism, but a recipient opting out of one mass mailing only insures that they will receive more because they just informed the spammer that their e-mail address is indeed valid. The anti-spam bill also heavily encourages the FTC to create a do-not spam list similar to the popular “do-not call list.” This option is also highly criticized, because it would essentially only be putting a list of millions of valid e-mail addresses in front of spammers, most of which already have their services based in overseas operations. 
Conclusion


In retrospect there is a lot being done to fight and combat spam, but ultimately only time will tell if the fight can actually be won. There are many small steps users can take to prevent the amount of spam they receive. First of all they say prevention is the best medicine, and this is also true of spam. Users should avoid giving their e-mail address out to un-trusted sights, avoid forwarding “chain mail”, and never give your e-mail out to unknown recipients. Most all anti-spam companies agree that users should have multiple e-mail addresses, giving one e-mail address to family and friends and trusted people they want to receive e-mail from, and use the other for any chatting, forums, or online services that require an e-mail address to activate an account. Nothing will completely prevent spam, but awareness can go a long way in reducing the number of spam a user will receive. 
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