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Intr oduction

Goals

This is a proposalfor a securty architecture for link layer communicdéion in TinyOS[1], an event-diven
opeiatingsysemfor sengr networks. Our gods arethefollowing:

1.

1.2

Provide a baselinesecurity architecture: Although someapplicationswith strong secuity requre-
ments(alam systems, military apgdications, privacy invadingappications,etc)will require addtional
mechaisms, TinySecs foremostgoal is to provide animplementatiao that will sere the neeads of
mostapplicatiors. The pereived priority of thoseneed is disaussedurtherbelaw.

On by default: A secuity mechaismis leastusefd whenit is not used.Usersmayforget to enabé
secuity if it is shippedwith it turned off.

. Transparent: Userswill quickly askhow to disable securty if it is difficult manag or configue.

TinySecshauld require little or no attertion from the userduring both network corfiguration and
opeation

. Granular: Usersshauld be ableto choosetradeoffs betwee power usag andsecuity strengh in a

straghtforward way. It is our belief that for the majority of senso networks appications, messag
integrity andaccessontrol aremoreimportant thanconfidentiality, sowe offer a very low-overhead
versionsatidying those neals. However, we believeit is important to make it easyto increasesecuity
for moresensiive applicatiors.

. Composable: TinySecopeatesat the link layer andis intendedto composewell with routing pro-

tocds androuting secuity mechaisms. TinySecis purposelylightweight to avoid duplicatingfunc-
tionality more effectively provided by secuity mechaismsat the network layer. We provide some
guidancein this document asto how theselayersmightinteract.

Assumptionsand Regimes

Due to their limited processingand power capady, particular sersor networks tendto perform a single
purpose(run a single apgdication). As such,it is difficult to prescibe a single secuity modelfor all ap-
plications. We therdore de<ribe different regimesin which senso networks might be usedandthe likely
secuity tradedfs in each.

Hereis alist of somerelevant paramegrsto consder:



e Data rate Dueto power corstrairts (battery life or ervironmertal rechage rate),no nodecanserd
at a high ratefor long periods of time. However, depenling on the apgication androuting protocol,
traffic may be moreor less“bursty”. For example a simple tempeaturemeasuriig network would
have very predctable, periadic traffic pattens. By contrast,a burglar alarmsystan might lie largely
dormant until someactivity wasdeteded, thenswitch into an active stae with congant monitaring
for someperiod. More bursty networks aremoreproblematic sinceduring heavy traffic periods,locd
buffer (RAM) spaceandprocesingtime arelikely to be at a premium—Ilikely just whensecuity is
needkd most.

¢ Node Density Thereare compding congraints whenit comesto node densty. On the one hand,
in a high-dersity network, a smallerproportion of nodesare neede to forward padets,thus saszing
energy From a sealrity perspectie, however, the more neighbois a noderecevespacketsfrom, in
gereralthe moretrangent stake it mustmaintan. In the highly resouce constainedervironmert of a
sen®r nock (e.g.,4k bytesRAM) this canbe a seriows prodem.

e Per-messae costvs. Per-byte costvs. Computation cog A sen®r mustrepat its readingsbadk
to the basestaion, but mayin somecasesaggreyatemary readngsinto onemessageSuchchadces
dependon the relative coss of sendig a byte on the network, fixed permesagecosts andthe cost
of performing compuation. In-network processirg also requres intermaliary nodesto be ableto
processthe data. For all but the mostseaurity critical applications, this rules out keying mechansms
in which eachnodeexclusively shaesa key with the basestaion.

2 TinySec
2.1 Secuity Properties
Thedetaik of theprotocol aregivenin sedion 2.2; in this secton we summarierelevantsecuity propeties,

AccessControl Unauthorized nodes shout notbe ableto participate in the network by either actingasa
router or injecting new traffic. Seenotesregardng replayin sectbn 2.4.

Messag integrity Adversariesshauld not be ableto alter existing message. This property is satidied by
theuseof aMAC over eachpaclet.

Confidentiality The dataportion of eachpaclet is encrypted; however, the length of the paclet andthe
recipent’'s addessarenotobsured Seesectian 2.3for detals regarding thelevel of protection provided.

Effect of nodecompromise TinySecusesaglobally shareckey. The compiomiseof onenodewill com-
promise theentre network.

2.2 TinySecspecification

2.2.1 TinyOS packet format

TinyOS pacletsarecurrently at most36 byteslong andhave thefollowing format:



TinyOS packet format

| Field | Length \
Destindion ID 2 bytes
Active messag hander || 1 byte
GroupID 1 byte
Datalength 1 byte
Data 29 bytes(max)
CRC 2 bytes

Notes:Destinaton ID is thenodelD of the next hop. Thefinal destirationis implied to bethe base statim.
TheGrouplD is usedpreven interferercebetweerdifferent senso networks or creategroypswithin asingle
sen®r network. Datapayload canbefrom 0 to 29 bytes, andits lengh is indicatedin the datalength field.

If the CRCpase®s,al byteackmwledgemehisimmediatdy sentto thesencer. Thisacknowledgemen
currently contans no useiul information.

2.2.2 TinySecpacket format

In the TinyOS packet format, the growp ID (1 byte) and CRC (2 bytes)collectively provide somelevel
of accesscontrol anderror detection We proposereplacing thesewith a 3 byte MAC (CBC-MAC). For
encryption we useRC5, sinceit is efficient on sen®r hardvare [2]; a singe globally shaed key is usal
amongthe network group(the entitiesthatusedto sharegroup IDs).

Basic TinySecpacket format

| Field | Length \
MAC 3 bytes
Destindion ID 2 bytes
Datalength 1 byte
Active messag hander || 1 byte
Encrypeddata 29 bytes(max)

For messag transmission,if 1D is thedestnationID, AM is the Active messagé&andekr, L is thedata
length, and D is the datapayload, the paclet sentover theradiois (M AC,ID, L, AM, Eng, (AM, D))
whereM AC = CBC-MACk,, (ID,L,AM, D) andK, andK,, repregntglobdly sharel keys for enayp-
tion andmessag autrenticdion. In Encwe proposeusing RC5-32/816 (64-hit blocks, 8 rounds, 128bit
key) in twealed-CBC mode (RC5 is first appled to the IV beforebeing XOR’ed with the first plaintext
block) with (ID, M AC) asanl|V for eachmessge. Cipherext stealirg is usal to ensue thatthe length
of thetransmittedciphetext is the exad length of the transmittedplaintext (asoppcsedto paddng the last
plaintext block to the block length boundary).

CBC-MAC s only securdor fixedlength messags,althoughthereexist techriguesfor makingit secue
for variade lengh messags|[3].

2.2.3 Noteson the packet format

The MAC is on the underlying plaintext, which requiresdeciyption of the paclet befare the MAC canbe
chedked. Sinceackrowledgementpacketsmustbesentfairly som afterreception, theremaybe sometiming
issues regarding how fad this authenticaion canbe performed. Another option is to make the MAC over
theencrypteddata.Now deayption canbe perfamedafterthe ackrowledgemehhasbeensent,but we lose



the ability to usethe MAC aspart of the IV. Note thatthe MAC mustthe nearthe beginning of the paclet
becaiseit is neeacdfor decryption.

In orderto prevent acknowledgemerspoofing we propcse making the ackrowledgemen byte sert a
MAC of the MAC in thetransnitted paclet (detdls to come)[More thoughtson this?.

2.3 Semanticsecurity

Semanticsecurty ensuesan eavesdopping adwersary canobtainno informationaboutthe plaintext, even
if it seesmultiple encryptions of the sameplaintext. Onecommonmethal of achievingthis in symmetrt
cryptography is to usean Initial Value (IV) in the enciyption function; this value may be sentwith the
messag or kept implicitly by both partiesin theform of a counteror the clock value.

TinySecdoesnot provide semantc secuity. Multiple encryptions of the sameplaintext resut in the
sameciphertext. This makestraffic analysis of binary messagssentto the samenodeeasy However, the
inclusion of the MAC in the IV gualanteeghat a single bit charge in undefying plaintext will effect the
entire resuling ciphetext.

TinySecsacrficessemantt securty to save power. Not transmiting anexplicit IV in eachpaket saves
severd bytes perpaclket, resuting in sigrificant power savingsover the lifetime of the network. We realize
thatsomeapgications mayrequre strongerconfideriality andprovidethe option to include anexplicit IV
aspatt of the datapayload.

2.4 Replay Protection

This meanghatan adwersary cannot replay earlier messges(attemptingto passthemoff ascurrenttrans
missiors) without beingdetected. If acouneror clock is usedasthelV, it is easyto checkthatthelV is not
being reusel. The downside is that one mustkeepstat for the courter value (for eachlink or destiration)
or useatime synchronization protocol.

TinySecdoesnot provide replay protedion. Section 3.1 discuissesmethods(and the correspondng
tradeoffs) for deferding agairstreplay. It is notclearthatreplay protectionis therespnsikility of alink layer
secuity module.Replayprotection requiresareceverto maintan statefor eachneighbor (or sender), andit
would bewastefu to duplicate ary statemaintanedby arouting algarithm regardnganodes neighbors In
theinterest of keepng TinySecstatdess,simple, andcompaable we believe replayprotectionshauld most
likely the respnsilility of the network layer, althoughit is conceivable thesetwo layers might be highly
integratedfor somepartculady resairceconstainedapplications.

2.5 Keymanagement

During deployment, all nodesare loaded with a masterkey K. Separateencryption and MAC keys are
derived using a pseua-rardom function applied to the masterkey, i.e., (K., K,,) = PRF (K, s) wheres
is somesalt s canbe periodcally updatd andbroadtastto all the nodesby the basestatian, or with very
loose time syndhronization s canbeacourterthat is periadically incremented.

2.6  Random Number Generation

Obtaining a true rancom numbersoure can often prove to be a challenge. We notethatthe nodes areall
endowedwith senso capalilitie s asthis is oneof their primary functions. Thus,we proposeto usethe low
orde bits of thesensosto provide entropy to feedacryptograghically strongrancdomnumbe geneator. We
exped this facility to be usefu for the protocols outlined here aswell asothersin the system- for example
in padet collision badoff timeouts



3 Making TinySecstronger

3.1 Secuity vs. Power and RAM Tradeoffs

The baseine TinySecprotocol providesa basdine confideriality andintegrity guamanteewith alow com-
putaion overhea andalmostno communcationoverhead,but the level of searity provided may not be
sufficient for all appications. In thetablebelow we desribe someaddtional secuity guaranteesandmech-
anismsby which they canbe achieved. Thesefeatuescomeat a price (naturally): they all consune more
of atleastoneof thetwo mostpredousresouceson asen®r node RAM andbattey energy Somerequire
cooperatian from other layers of the networking stack

Secuity tradeoffs

| If youwant: | Then add: | Issues: |

Jammingprotection Hardware soluiion | Might consume battey power or add compua-

(spread spedrum) tional complexity; limits bit-rate;notupgradedle

Semanticsearity RandomlV in paclet | Perpaclket overhead; doesnot prevert replays;
canbeincludedalongwith appievel data

Semanticsearity Implicit counter useal | Pairs of nhodesmaintaina pair of courtersthatis

aslV for eachpacket | incremenedfor eachreceivedpadket;in thepres-
enceof paclet loss succesive countervaluesare
tried until sucessfu decrygion; requreskeepng
statefor eachneighbor; questionale performance
in the presenceof high loss rates.

Replayprotection + se-| Explicit couneraslV | Requireskeepng statefor eachneighbor; per

manticsecurty paclet overheal; RED-like techngues to get
probabilistic guamnteeagairst replay using con-
stantspa@

Replayprotection+ se-| Useclock aslV Perpaclketoverhead;requreslocal or global time

manticsecurty synchronization (more messagsto setp); given

a syndronization error of A, refuse messags
olderthancurrenttime — prop.time — A; if A'is
high, effectivenes is limited; no addtional local
stateneeckd.

3.2 Keyingmechanisms

Below we preseit apossible keying mechamsmsanddisaussthetradedfs of usingthemin sersornetworks.
Thetradedfs focuson two importart mechaismsfrequently usedin senso networks, in-network process-

ing andpassive participation. Nodeswill oftenaggegatedatafrom several recevedpadketsandforward a
singe paclet containing the aggiegatedvalues. This helpsredwce redurdancesin sensr readirgs, messag
traffic, and power consumption Passve partidpation is a special form of in-network processing Nodes
normaly only aggrejatedata readngsin paclets specfically addessedo it, but by using passve pattici-

pation, nodesmay taken someaction basedon overheard messagéraffic betwee its neighbors. Particular

keying mechaismsmay redwce the effectivenessor eliminate the possbilit y of in-network processingand
passve partiapation.



Keying mechanisms

Keying mechanism:

Benefits:

Tradeoffs:

Sharedylobd key

Simple; does not prohibit in-
network processimg or passve
participation.

The compranise of a single
nodewill compilomisethe en-
tire network.

Pernode keys sharedwith base
staion andsharedylobd key

Simple; does not prohibit in-
network processimg or passve
participation; neighborscanbe
authenticgedvia basestatim.

Nodecompiomiseis still anis-
sue, but neighbor authentica-
tion providesadditional protec-
tion.

Pernode keys sharedwith base
staion

Compromisé nodes canrot al-
ter nor eavedrop on othe
nodes’ messags to the bas
station; neighbors can be au-
therticatedvia the basestatin

Prohibis in-network process-
ing and passie partidpation;
messageintegrity canna be
checled until recept at base
statian, thus increasing effec-
tivenes of external resouce
consumptionattads.

Pernode keys sharedwith base
staion andshaedglobal MAC

key

Messa@g integrity and acces
control canbeenforedatinter-
mediate nodes; Compromise
nodes cannd alter nor eaves
dropon othernodes’ messges;
neighborscanbe autrenticated
via basestaton.

Prohibis in-network process-
ing andpassve partcipation.

Pernode keys sharedwith base
staion and perneighlor keys
setup via basestatin [2]

In-network procesing posst
ble; a compranisednode can-
not modify or easesdrop on
messags not addessedto it;
neighborscanbe autrenticated
via the basestatin; neighbor
authenticdion and key set-p
canbe piggybaded.

Passve partidpation not possi-
ble; messageverheadfor key
set-up

Perneighbar keys estalished
using key infection and shaed
global key

In-network  processiig  and
(some level of) passie par-
ticipation possble; redwed
relianceon basestation; sharel
global key still allows acces
control and confideriality
again$ external adwersaries
local communicéion for
perneighbor key set-p.

Sufficiently powerful compro-
mised nodes may be able to
eavesdop on and modify mes-
sagesall over the network, but
if key infection donequickly at
network deployment, the like-
lihood of this threat is re-
duced neighbor authertication
still requires base statim in-
volvement.

Notes:

¢ Not all routing algarithms have goodmechansmsfor the basestaion to addessindividual nodes. A

powerful basestation ableto reachmostnodesin a single canhelpwith this.

¢ Sincebardwidth in the links surraunding the bas station is espeially preciaus, ary key set-upand



authentication protocolsinvolving the basestation are prore to DOS attacks andmay be usedthem-
selvesin mouning DOSattadks.

e Key infection canbe piggybackedonloca time syndironization
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