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Abstract
A new paradigm, mobile ad hoc networking, is emerging daily and slowly replacing the ubiquitous client-server model and its wired topology.  This new paradigm is changing the way the military perform tactical operations and first responders handle emergency situations.  Consequently, along with this new promising technology comes security and technical behavioral challenges.  This paper explores the security aspects of an ad hoc network and investigates existing techniques to thwart the challenges in an ad hoc network - namely, wireless sensor networks.  In particular, this paper looks at smart-dust technology, mica2, mica2Dot and TinyOS, to assess a secure key management protocol. 

1 Introduction

“Spontaneous networking [1],” i.e. ad hoc networking as defined by [2], is one formed without the use of an access point or a server. To join in an ad hoc network, devices need hardware with which to connect—a wire (like Ethernet or USB), an infrared (IR) port or, increasingly, a spread-spectrum radio frequency (RF) chip. Additionally, ad hoc networks have a volatile topology. The volatile topology is attributed to the nodes unique ability to route messages within a frequency range via wireless communication.  This unique behavior allows autonomy throughout the network.  Wireless sensor networks are a subset of an ad hoc network. 

1.1 Challenges

There are two types of challenges associated with wireless sensor networks – security and technical behavioral.  The traditional security challenges in a client-server network hold steadfast in a wireless sensor network – confidentiality, integrity, and availability [3].  However, due to the dynamic activities of wireless sensor networks, they also create new technical behavioral challenges:  highly dynamic topology, frequent-unpredictable connectivity changes, bandwidth and power constraints, variable capacity link, hidden and exposed terminals, multiple wireless hops and energy-constraints.  Of the two challenges, this paper will explore the security challenges.
1.2 Objectives

The objectives of this paper are three-fold: to assess the different key management techniques; to determine a feasible approach to secure communications; and to explore a secure key management module using the nesC language.
1.3 What’s ahead

In section 2, an examination of a wireless sensor network (i.e. the Smart Dust Technology.) Section 3 covers security and key management strategies and section 4 covers future work.  In section 6 is a list of references.

2 Wireless Sensor Networks 

Kris Pister, a professor at the University of California, Berkeley proposed a state-of-the-art project to deliver sensing, computing and networking in a millimeter scale package — essentially an autonomous computer, smaller than a match head (figure 1 depicts the general architecture) [4].  The project was called "Smart Dust [5]." Four generations of Smart Dust hardware (called "motes") has since been cultivated. Consequently, a compact but complete operating system called "TinyOS [6]" was added to the Smart Dust platform in 1999.  

Mote’s hardware and TinyOS software are used in the design and implementation of a security module.  Specifically, mote development tools such as Mica2, Mica2Dot, MIB500, and version 1.1.0 of the TinyOS operating system.  Although, the reader will find a brief description for most of the mote hardware, the focus for this project is confined to the Mica2, Mica2Dot, and MIB500 hardware.
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Figure 1:  

Conceptual Diagram of the Smart Dust Mote for 

1mm3 autonomous distributed sensing and communication network
2.1 Mote Hardware Architecture

A hardware overview is depicted in Figure 2 for the family of motes [7].  The left-most column, column one, describes the category and the remaining column defines the type in that particular category.  
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Figure 2:

Family of Motes Hardware Architecture
2.1.1 Mica2 

The Mica2 is a third generation mote module used for enabling low power, wireless sensor networks.  The Mica2 has the following characteristics [8][9]: 

· Greater than one year Battery Life on AA Batteries (using sleep modes)

· Wireless Communication with every node having route capability

· 315, 433 or 869/916 MHz Multi-Channel Radio Transceivers
· Support for wireless remote reprogramming

· TinyOS (TOS) Distributed Software Operating System v1.0 with improved networking stack and improved debugging features

2.1.2 MIB500

The Mote Interface Board MIB500 supports the Mica, Mica2 and Mica2Dot hardware platforms and has the following properties [7]:  

· Programs mote through the PC’s parallel port
· Supports Mica, Mica2, Mica2Dot

· Voltage monitor to protect from low battery voltage (which can cause fuse errors)

· Serial port for base station operation

· Parallel port can cause flash corruption on some computers due to uisp parallel port drivers.

2.2 TinyOS

TinyOS is an operating system for sensor networks.  The TinyOS system, libraries, and applications are written in nesC, a new language for programming structured component-based applications [5]. The nesC language is primarily intended for embedded systems such as sensor networks. The nesC programming language has a C-like syntax, other than supporting the TinyOS concurrency model; it supports mechanisms for structuring, naming, and linking together software components.  According to [11], the principal goal is to allow application designers to build components that can be easily composed into complete, concurrent systems, and yet perform extensive checking at compile time.  TinyOS defines a number of important concepts that are expressed in nesC. 
3 Security Components

As describe by [3], the basic components of any security model rest on confidentiality, integrity and availability.  However, the interpretations of these three aspects vary, as do the contexts in which they arise.  

Confidentiality ensures the concealment of information and resources (access control mechanisms such as cryptography support confidentiality). Integrity refers to the credibility of the data or resources as well as the origin of a particular message.  The integrity of a message could be corrupted due to benign failures, such as radio propagation impairment, or due to malicious attacks against the network.  Availability ensures the survivability of network services despite denial of service attacks. A denial of service attack could be launched at any layer of an ad hoc network. On the physical and media access control layers, an adversary could employ jamming to interfere with communication on physical channels. On the network layer, an adversary could disrupt the routing protocol and disconnect the network. On the higher layers, an adversary could bring down high-level services. One such target is the key management service, an essential service for any security framework [3].  These three security components give way to four models for security threats – disclosure, deception, disruption and usurpation.  
Security Threats

Disclosure, deception, disruption and usurpation are four classifications of security threats, which encompass most security concerns.  A threat is described as a potential violation of security [3].  The violation need not actually occur, however, the fact that it has the potential to manifest itself means some proactive measure must take place.  The manifestation of an actual event is called an attack.  The culprit who indulges in the action is the attacker.

Passive eavesdropping, the unauthorized access of information is a form of a disclosure security threat and violates the confidentiality security component.  Modification of messages (i.e. changing the content of a message) covers three classes of threats – deception; disruption; and usurpation.  Spoofing or masquerading, that is an impersonation for one’s identity, covers deception and usurpation.  Denial of Service (DoS) attacks also poses grave havoc to computer networks, this type of attacks falls under disruption.  

The security threat to wireless sensor networks covers the entire spectrum of the security threat.  Some of the threats include routing (e.g. disseminating incorrect or false routing information), DoS, eavesdropping and jamming.  All of the aforementioned attacks could render a wireless sensor network helpless, unless, the network could increase the possibility of masking the information, which enables the attacks to take place.  One such masking technique is called cryptography.   

Cryptography is the fundamental approach to enhancing confidentiality, integrity and availability.  However, if a key is compromised the consequences could be devastating.  Therefore, key management becomes instrumental in the success or failure of a security schema.  This paper takes a look at the different approaches to key management for secure group communication, as well as, their pros and cons.

3.1 Key Management Strategies

Papers [10][11][12], describe approaches to key management:  TinySec, LEAP, TinyPK.  TinySec, provide security at the link layer. The core of TinySec is an efficient block cipher and keying mechanism that is tightly coupled with the Berkeley TinyOS radio stack. Moreover, TinySec uses a single, shared, symmetric key. TinySec currently use an RC5 (32/12/64) block cipher along with CBC-Mode for encryption; CBC-MAC provides the message authentication. 

Localized Encryption and Authentication Protocol (LEAP) developed at George Mason University uses symmetric key cryptography.  However, LEAP recognizes the unique routing capabilities of the motes and treat individual nodes separately.  It uses four types of keys for each sensor node – an individual key, a pair-wise key, a cluster key and a group key.  Additionally, LEAP uses an efficient protocol for inner-node traffic and authentication.  The analysis of the 4 tuple key operation is about [ 2(d – 1) 2 / (N – 1) + 2 ] in a network size of N and every node has a connection d.  A large N will further reduce the cost.   

Tiny Public Key, also known as TinyPK, is the informal name for the BBN project "Lightweight Security for Wireless Networks of Embedded Systems". The DARPA IXO NEST program funds TinyPK.  Very little is known about the behavior of TinyPK because it is a commercial product.  However, it is worth mentioning because of the asymmetric cryptography techniques it intends to use.

After a thorough investigation, this paper finds LEAP technology to have the most efficient approach to re-keying wireless sensor networks. Therefore, we will attempt to explore LEAP in more detail.  

LEAP is used for establishing and updating keys and minimizes the involvement of the base station. LEAP includes a protocol for inter-node traffic authentication based on the use of one-way key chains. This very important feature supports source authentication without precluding in-network processing and passive participation.  As mentioned earlier, this technique uses a four-tuple key approach – an individual key, a group key, a cluster key and a pair-wise shared key.  

The first key, the individual key, is a distinct and it is shared with the base station for secure communications.  Consequently, the base station can use this key to encrypt any sensitive information, which it sends to an individual node.  The second key, the group key, is shared and used by the base station for encrypting messages to the whole group. However, it may be necessary to update the group key periodically to prevent the communication mechanism from being compromised.  The third key, the cluster key, is a key shared by a node and all its neighbors, and it is mainly used for securing.  The last key, the pair-wise key, is shared with each of its immediate neighbors. In LEAP, pair-wise keys are used for securing communications that require privacy or source authentication.  

In order to fully appreciate this technique, I must explore different scenarios that will enable me to implement this four-tuple approach to wireless sensor network security.  I intend to extend my work in this area through the coming months.  

4 Future Work

· Implementation of the LEAP protocol

· Analysis and Complexity

· Denial of Service

· Jamming

· Eavesdropping
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